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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:
e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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About This Guide

This guide provides information on how to install and use Veeam Backup Enterprise Manager 12 until it is
replaced with a newer version of the product.

Intended Audience

The user guide is intended for IT administrators, consultants, analysts and other IT professionals using the
product. This guide assumes that you have a good understanding of Veeam Backup & Replication and VMware
vSphere.

10 | Veeam Backup Enterprise Manager | User Guide



About Veeam Backup Enterprise
Manager

Veeam Backup Enterprise Manager (Enterprise Manager) is a management and reporting component that allows
you to manage multiple Veeam Backup & Replication installations from a single web console. Veeam Backup
Enterprise Manager helps you optimize performance in remote office/branch office (ROBO) and large-scale
deployments and maintain a view of your entire virtual environment.

The distributed architecture of Veeam Backup & Replication allows you to create a custom backup infrastructure
that meets your company needs. Veeam Backup Enterprise Manager manages backup and replication according
to your administrative, business and security requirements and restrictions. With a number of

Veeam Backup & Replication instances installed on different servers, Veeam Backup Enterprise Manager acts as
a single management point. It allows you to control license distribution, manage backup jobs across the backup
infrastructure, analyze operation statistics of Veeam backup servers, perform restore operations, and so on.

In particular, with Veeam Backup Enterprise Manager you can:
e Manage jobs across multiple Veeam backup servers.

e View on-going reporting data for all jobs running on these servers, set up email notifications to get
information on the status of all jobs.

e Search for machines, file shares, object storage systems, and guest files in backups and replicas.

e Perform recovery operations for VMs and physical machines, including 1-Click restore, 1-click guest OS file
restore and application items restore (for Microsoft Exchange mailboxes, Microsoft SQL Server databases
and Oracle databases); perform 1-Click restore for file share backups.

e Centrally manage and update licenses to ensure compliance.
e Delegate permissions for restore operations to personnel in charge.

e Manage VMware Cloud Director organizations and support their administrators with the Veeam Self-
Service Backup Portal.

e Manage vSphere user accounts and support them with the vSphere Self-Service Backup Portal.
e Install vSphere Client plug-in on vCenter Servers.
e Implement data encryption and decryption processes for the Veeam solutions.

e Provide operation automation with Veeam Backup Enterprise Manager REST API.
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Planning and Preparation

Before you install Veeam Backup Enterprise Manager, you must check that the virtual environment and
machines that you plan to use as backup infrastructure components meet the product hardware
recommendations and system requirements.
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System Requirements

Make sure that servers that you plan to use as Veeam Backup Enterprise Manager infrastructure components
meet the system requirements listed in this section.

All backup servers must be based on the same database engine as Veeam Backup Enterprise Manager
(PostgreSQL or Microsoft SQL Server). For more considerations and limitations on adding backup servers, see

Adding Backup Servers.

Veeam Backup Enterprise Manager

Server Side

Hardware

CPU: x86-64 processor.

Memory: 4 GB RAM (minimum recommended).

Hard disk space: 2 GB for product installation plus sufficient disk space
to store guest file system catalog from connected backup servers
(according to data retention policy).

Network: 1 Mbps or faster connection to Veeam Backup & Replication
servers. Slow or unstable links will impact the performance of Veeam
Backup Enterprise Manager data collection operations from Veeam
Backup servers.

0s 64-bit versions of the following operating systems are supported:

Microsoft Windows Server 2022

Microsoft Windows Server 2019

Microsoft Windows Server 2016

Microsoft Windows Server 2012 R2

Microsoft Windows Server 2012

Microsoft Windows Server Semi-Annual Channel 20H2 (versions 1803 to
20H2)

Microsoft Windows 11 (versions 21H2, 22H2, 23H2)

Microsoft Windows 10 (versions 1909 to 22H2)

Microsoft Windows 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

' This version requires Veeam Backup Enterprise Manager 12.1 (build 12.1.0.2131) or

later.

PostgreSQL Local or remote installation of the following versions of PostgreSQL:

PostgreSQL 14

PostgreSQL 15 (PostgreSQL 15.1 is included in the

Veeam Backup & Replication 12 setup; PostgreSQL 15.5 — in
Veeam Backup & Replication 12.1 or later)
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Microsoft SQL Server

Software

IMPORTANT

Local or remote installation of the following versions of Microsoft SQL Server
(both Full and Express Editions are supported):
e Microsoft SQL Server 2022
e Microsoft SQL Server 2019
e Microsoft SQL Server 2017
e Microsoft SQL Server 2016
e Microsoft SQL Server 2014 with Microsoft SQL Server 2014
Management Objects and Microsoft System CLR for Microsoft SQL
Server 2014
e Microsoft SQL Server 2012

Microsoft SQL Server 2012 databases and later with compatibility to Microsoft
SQL Server 2005 are not supported.

All editions of Microsoft SQL Server are supported. The usage of Microsoft SQL
Server Express Edition is limited by the database size up to 10 GB. If you plan
to have larger databases, use other editions of Microsoft SQL Server.

Veeam Backup & Replication and Veeam Backup Enterprise Manager
configuration databases can be deployed in Microsoft SQL AlwaysOn
Availability Groups. For more information, see this Veeam KB article.

During installation and upgrade, the setup wizard system performs
configuration check to determine if all prerequisite software is available on the
machine where you plan to install Enterprise Manager. If some of the required
software components are missing, the setup wizard tries to install missing
software automatically. This refers to the following software:

e Microsoft .NET Framework 4.7.2 (included in the setup)

e Microsoft SQL Server System CLR Types (both for SQL Server and
PostgreSQL, included in the setup)

e Microsoft Report Viewer Redistributable 2015 (included in the setup)

e Microsoft Universal C Runtime (included in the setup)

e Microsoft Visual C++ 2015-2019 Redistributable (included in the setup)

e Microsoft Internet Information Services 7.5 or later

e Microsoft URL Rewrite 2.0 for IS 7

e Windows Installer 4.5 (included in the setup)

If you plan to install Veeam Backup Enterprise Manager in the unattended
mode using the command line interface, manually install all prerequisite
software before that. For more information, see the Veeam Backup Enterprise
Manager Server subsection of the Installing Veeam Backup & Replication in
Unattended Mode section of the Veeam Backup & Replication User Guide.

To restore Microsoft Exchange items with Veeam Backup Enterprise Manager, Microsoft Exchange servers
must be members of the same Microsoft Active Directory forest.
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Client Side

Browsers Mozilla Firefox, Google Chrome and Microsoft Edge. The browser must have
JavaScript and WebSocket protocol enabled.

Enterprise Manager User Interface may not work correctly in Mozilla Firefox
running on Microsoft Windows 11 22H2.

Microsoft Excel Microsoft Excel (to view reports exported to Microsoft Excel format).

[Optional] Veeam Cloud Connect Portal

Hardware and software Refer to hardware system requirements and software system requirements
for Veeam Backup Enterprise Manager.

e For PC: Microsoft Edge, Mozilla Firefox and Google Chrome
e For portable devices (tablets): Safari for iOS or Google Chrome for
Android

Supported browsers

[Optional] VMware Cloud Director

VMware Cloud Director VMware Cloud Director 10.1 to 10.5.

Note the following:

e You can use VMware Cloud Director on a backup server that is based on
Microsoft Windows Server 2016 or later.

e VMware Cloud Director 10.5 requires Veeam Backup & Replication 12.1
(build 12.1.0.2131) or later.

Other software If your Enterprise Manager deployment uses IIS 8.5, a URL rewrite module is
required to work with Veeam Self-Service Backup Portal for VMware Cloud
Director.
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[Optional] Veeam Plug-in for VMware vSphere Client

VMware vSphere VMware vSphere 6.0 to 8.0 (up to 8.0 U1).

VMware vSphere 8.0 U1 requires Veeam Backup & Replication 12 P20230412
(build 12.0.0.1420 P20230412) or later. For more information, see this Veeam
KB article.
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Permissions

This section provides information on the account permissions required for installing/upgrading and using Veeam
Backup Enterprise Manager and its components.

Veeam Backup Enterprise Manager

Required Permission

The account used to run the setup must have the local Administrator permissions on
the target machine.

[Configuration database on PostgreSQL] The PostgreSQL account must be a
superuser.

[Configuration database on Microsoft SQL Server] You require different sets of
Microsoft SQL Server permissions in the following cases:

Setup accounts e To create a new Veeam Backup Enterprise Manager database during the setup
process, the account must have the CREATE ANY DATABASE permission on
the Microsoft SQL Server level. After the database is created, this account
automatically gets the db ownerrole and can perform all operations with the
database. If a database is created in advance (by a database administrator or
Microsoft SQL Server administrator), the setup account must have the
db_ownerrole for the database.

e To upgrade an existing Microsoft SQL Server database, the account must have
the db_ownerrole.
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Required Permission

Veeam Backup
Enterprise Manager
service account

Enterprise Manager
user

vSphere Client Plug-
in for Veeam Backup
& Replication
(optional)

vSphere Self-Service
Backup Portal user

Use the Local System account as the Veeam Backup Enterprise Manager Service
account. If you set another account to run this service, this account must have the
following permissions:

Local Administrator permissions on the Veeam Backup Enterprise Manager
server.

Log on as serviceright (granted automatically to the Veeam Backup Enterprise
Manager Service account).

[Configuration database on PostgreSQL] The PostgreSQL account must be a
superuser.

[Configuration database on Microsoft SQL Server] Db datareader and

db _datawriterroles, as well as permissions to execute stored procedures for
the Enterprise Manager configuration database. Alternatively, you can assign
this account the db_ownerrole for the this database to the service account.
Full Control NTFS permissions for the VVBRCatalog or another folder where
index files are stored.

To add Active Directory user or group accounts to the Veeam Backup Enterprise
Manager roles, the Veeam Backup Enterprise Manager service must be started under
the Active Directory service account that has permissions to enumerate Active
Directory domains. Active Directory users have enough permissions to enumerate
Active Directory domains by default. If you use the local machine account instead,
you will get the " Cannot find user account DOMAIN |username" error.

To work with the Veeam Backup Enterprise Manager web Ul, users must be assigned
the Portal Administrator, Portal User, or Restore Operator role. For more
information, see Configuring Accounts and Roles.

The account used to install the plug-in and the vCenter Server account must belong
to the same Active Directory domain in case of cross-domain access.

The account used to install the plug-in must be assigned the following vCenter
Server permissions:

To install the plug-in: Extension > Register extension
To uninstall the plug-in: Extension > Unregister extension

The account used to work with vSphere Self-Service Backup Portal must have
interactive logon permissions on the Enterprise Manager server.
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Ports

This section covers typical Veeam Backup Enterprise Manager connections and default ports required for
communication between Enterprise Manager components. The ports must be open on the target machine for
inbound connections.

NOTE

For more information on ports specific for Veeam Backup & Replication infrastructure components, see the
Ports section of the Veeam Backup & Replication User Guide.

Veeam Backup Enterprise Manager Connections

The following ports must be opened to ensure proper operation of Veeam Backup Enterprise Manager and
communication between components.

_

Veeam Backup server 9405 Default certificate port used by

Backup Enterprise Manager for collecting data
Enterprise from backup servers that have
Manager Veeam Backup & Replication 12 or later
server installed.

You can customize the port when you
add a backup server. For more
information, see Adding Backup
Servers.

9392 Default port required for initial
connection to a backup server (no
matter what version it has).

The port is also used by Enterprise
Manager for collecting data from
backup servers that have

Veeam Backup & Replication 11a or
earlier installed.

You can customize the port when you
add a backup server. For more
information, see Adding Backup
Servers.

9393 Default port used by the Veeam Guest
Catalog service for catalog replication.
Can be customized during Veeam
Backup & Replication installation.
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PostgreSQL hosting
the Enterprise Manager
configuration database

Microsoft SQL Server
hosting the Enterprise
Manager configuration
database

VMware vCenter Server

Active Directory
Domain Controller

TCP

TCP

TCP

TCP, UDP

TCP
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2500 to
2600

135

49152 to
65535 (for
Microsoft
Windows
Server 2012
and later)

5432

1433

443

389

636

Ports used by the Veeam Guest Catalog
service for replicating catalog data.

Default RPC port.

Dynamic RPC port range. For more
information, see this Microsoft KB
article.

Default port used for communication
with PostgreSQL hosting the
Enterprise Manager configuration
database.

Default port used for communication
with Microsoft SQL Server hosting the
Enterprise Manager configuration
database.

Additional ports may be needed
depending on your configuration. For
more information, see the Microsoft
SQL Docs Configure the Windows
Firewall to Allow SQL Server Access
article.

Default port used for connection to a
vCenter Server and deploying the
Veeam Plug-in for vSphere Client. Can
be customized during Enterprise
Manager installation. For more
information, see Specify Service Ports.

Port used by Enterprise Manager
service to communicate with Active
Directory over the LDAP protocol.

Port used by Enterprise Manager
service to communicate with Active
Directory over the LDAPS (LDAP over
TLS/SSL) protocol.


https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista
https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista
https://docs.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-allow-sql-server-access?view=sql-server-2014#BKMK_ssde
https://docs.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-allow-sql-server-access?view=sql-server-2014#BKMK_ssde

_

3268 Port used by Enterprise Manager
service to communicate with LDAP
Global Catalog.
TCP 3269 Port used by Enterprise Manager

service to communicate with LDAP
Global Catalog over TLS/SSL.

TCP 49152 to Ports used by Enterprise Manager
65535 (for service to communicate with Active
Microsoft Directory. These ports are also used
Windows during restore through Veeam Self-
2008 and Service File Restore Portal. This is a
later) default dynamic port range. For more
information, see Microsoft Support KB
832017.
Veeam License Update  TCP 443 Default port used for license auto-
Server update.
(vbr.butler.veeam.com,
autolk.veeam.com)
Veeam Veeam Backup TCP 9394 Default port used by IIS extension to
Backup Enterprise Manager communicate with Veeam Backup
Enterprise service Enterprise Manager. Can be
Manager customized during Veeam Backup
website (11S Enterprise Manager installation. For
extension) more information, see Specify Service
Ports.
Veeam Veeam Backup TCP 9397 Default port used by IIS extension to
Cloud Enterprise Manager communicate with Veeam Backup
Connect service Enterprise Manager. This port value is
Portal built-in and cannot be customized
website (11S during installation.
extension)
Browser HTTP 9080
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Veeam Backup HTTPS 9443 Default ports used to communicate
Enterprise Manager with the website. Can be customized
website (IIS extension) during Veeam Backup Enterprise

Manager installation. For more
information, see Specify Service Ports.

When you work with Veeam Self-
Service Backup Portal (accessed by the
portal URL or from the native VMware
Cloud Director environment) and
vSphere Self-Service Backup Portal,
your browser also communicates with
the Veeam Backup Enterprise Manager
website over this port.

Veeam Cloud Connect HTTPS 6443 Default ports used to communicate
Portal website (IS with the website. Can be customized
extension) during Veeam Backup Enterprise

Manager installation. For more
information, see Specify Service Ports.

Veeam Veeam Backup HTTP 9399 Default ports used to communicate
Backup Enterprise Manager with Veeam Backup Enterprise
Enterprise REST API Manager REST API. Can be customized
Manager HTTPS 9398 during Veeam Backup Enterprise
REST API Manager installation. For more

client information, see Specify Service Ports.
and

VMware

vSphere

Client

plug-in

Veeam Veeam Backup TCP Dynamically If you add the Veeam Backup

ONE Server  Enterprise Manager assigned Enterprise Manager server to the
(optional) server ports Veeam ONE monitoring scope, you

must open ports required to gather
data through WMI. For more
information on enabling and disabling
WMI traffic, see the Connecting to WMI
Remotely with VBScript and Setting up
a Remote WMI Connection articles of
the Microsoft Windows Dev Center.
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NOTE

Consider the following:

For communication between the Veeam Backup Enterprise Manager server and backup servers,
Kerberos authentication is used by default.

During installation, Veeam Backup & Replication automatically creates firewall rules for default
ports to allow communication for the application components.

For more information on Enterprise Manager network connectivity, refer to the Enterprise Manager
article of the Veeam Backup and Replication Best Practices documentation.

Ports for Restore Operations

Guest OS File Restore (Windows)

-

Veeam Mount server 2500 to Ports used for file download.
Backup associated 6000

Enterprise with backup

Manager repository

server

Guest OS File Restore (non-Windows)

-

Veeam Mount server 2500 to Ports used for file download. For more
Backup (helper host 6000 information on the mount server, see
Enterprise or helper Preparing for File Search and Restore
Manager appliance) (non-Windows machines).
server

NOTE

Consider the following:

For more information on the list of ports used by the mount server associated with the backup
repository during file-level restore, see the Mount Server Connections section of the Veeam Backup
& Replication User Guide.

For more information on the list of ports used by the components involved in 1-Click Restore to
Original Location, see the Ports section of the Veeam Backup & Replication User Guide.
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Microsoft SQL Server Database Restore

-

Target Mount server 3260 t0 3270  Ports used for transfer of iSCSI traffic
remote associated during database restore to the original
Microsoft SQL  with backup Microsoft SQL Server. These ports are
Server repository used during the restore process only.

Oracle Database Restore (1-Click)

-

Target Machine 3260 t0 3270 Ports used by Veeam Backup and
remote running Replication for iSCSI traffic. Ports are
machine to mount open only during the application item
which service' restore session.

application

items are

restored

" Mount server associated with the repository (if restoring from backup), or a backup server (if restoring from replica).

NOTE

For more information on 1-Click Database Restore to the original Oracle server machine (remote machine),
see 1-Click Restore to Original Location.

Oracle Database Restore (Custom Settings)

Protocol

Machine Oracle on TCP 49152 to Recommended dynamic RPC port range
running Windows 65535 for Microsoft Windows 2008 and later.
mount server For more information, see Microsoft
service' Support KB 832017.

TCP 1025t0 1034  Default port range for the runtime

component installed on the guest
machine to support restore operations in
most scenarios. These ports are opened
only during application item restore.

Oracle on TCP 22 Default SSH port used as a control
Linux server channel.
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TCP 2500 to Default port range for data transmission.
5000

" Mount server associated with the repository (if restoring from backup), or a backup server (if restoring from replica).

NOTE

For more information on the process of database restore with custom settings, see Restore with Custom
Settings.
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Kerberos Authentication

Veeam Backup Enterprise Manager supports Kerberos authentication for communication with backup servers
and file-level restore. Although Veeam Backup Enterprise Manager works in a Kerberos-only environment,
NTLM authentication is still supported as a fallback.

For more information on Kerberos authentication and requirements for a Kerberos-only environment, see the
KKerberos Authentication section of the Veeam Backup & Replication User Guide.

NOTE

Backup servers with Veeam Backup & Replication 11a or earlier require NTLM for communication.
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Licensing

The Veeam Backup & Replication infrastructure requires license instances to process backup and replication jobs.

When you run a job, Veeam Backup & Replication uses a number of instances required for each type of protected
workloads (for per-instance licenses) or applies a license to the protected hosts (for per-socket license).

Veeam Backup Enterprise Manager collects information about the type of license installed on Veeam backup
servers connected to it and the number of instances in the license. When Veeam Enterprise Manager replicates
databases from backup servers, it also synchronizes license data: checks if the license installed on the Veeam
backup server coincides with the license installed on the Veeam Backup Enterprise Manager server. If the
licenses do not coincide, the license on the Veeam backup server is automatically updated with that on the
Veeam Backup Enterprise Manager server.

Keep in mind that you cannot use the same Veeam Backup Enterprise Manager server to manage backup servers
that require different licenses, for example, a backup server of a Veeam Cloud Connect service provider and a
regular backup server used to process Veeam Backup & Replication jobs.

For example, you add to Veeam Backup Enterprise Manager a backup server with the Veeam Cloud Connect
service provider license installed. Veeam Backup Enterprise Manager will obtain information about the license
and save it to its database. If you then add another backup server with a different type of license installed,
Veeam Backup Enterprise Manager will install the Veeam Cloud Connect service provider license on this backup
server. As a result, you will be able to use the second backup server to configure the Veeam Cloud Connect
infrastructure, and will not be able to use this server to run backup and replication jobs.

Using Veeam Backup Enterprise Manager to work with Veeam Backup & Replication licenses reduces
administration overhead. You can manage and activate licenses for the entire backup infrastructure from a
single web console. You can view what workloads consume instances in the license, install a new license, or
revoke the license from protected workloads.

For information on Veeam Backup & Replication license types, see the Licensing section of the
Veeam Backup & Replication User Guide.

For information on Veeam Cloud Connect license types and license management tasks, see the Licensing for
Service Providers section of the Veeam Cloud Connect Guide.

For more information on Veeam licensing, see Veeam Licensing Policy.
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Installing License

You can install a new license on the Veeam Backup Enterprise Manager server. The new license is automatically
applied to all backup servers connected to Enterprise Manager. This approach simplifies tracking license usage
and license updates across multiple backup servers.

If you have a Perpetual Socket license installed, you can install an instance license over it. In this case, the
licenses will be merged. For more information on licenses available for merging, see the Merging Licenses
section of the Veeam Backup & Replication User Guide. After the merge, you can remove an unnecessary part of
the merged license. For details, see Removing License.

NOTE

Starting from version 12.1 (build 12.1.0.2131), Veeam Backup Enterprise Manager supports the new socket-
based Subscription license and can apply this license to connected backup servers that have

Veeam Backup & Replication 12.1 or later installed. If a backup server with an earlier version uses another
license type, its license remains unchanged.

To install a license, take the following steps:

—_

Sign in to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.
To open the Configuration view, click Configuration in the top right corner.
In the Configuration view, open the Licensing section.

2
3
4. On the Summary tab, click Install license.
5

Select the necessary LIC file and click Open.

Dashbeard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @
@ Exit Configuration Summary Instances
el 5 Install license

License edition: Enterprise Plus
Your subscription license will expire on 3/1/2021, and following the short grace period all product
functionality will be disabled.

vCenter Servers

g Self-service
To continue using the product without interruption, please renew your license key or download

your existing production license from the customer portal.

2]
-
@® Sessions
2

Rl Instances

Platform Count Multiplier Instances
3 Settings

Virtual Machines
@ Licensing
Servers

A Notifications Workstations (3 PCs pack)
Cloud Machines

About
Applications

o o a e o N

1
1
1
1
1
1

o o a e o N

File Shares (500 GB)
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Viewing License Details

You can view information about the license edition, license state and a spreadsheet of the available and used
instances per each type of protected workloads: virtual machines, physical servers and workstations, cloud
machines, applications and file shares.

Each type of workloads processed by Veeam Backup & Replication consumes a specific number of instances in
the license. For more information on Veeam licensing, see Veeam Licensing Policy.

To view license details:
1. Signin to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.

2. To open the Configuration view, click Configuration in the top right corner.

3. Inthe Configuration view, open the Licensing section.

Dashbeard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @
@ Exit Configuration Summary Instances.
et b Install license
B vcenters License edition: Enterprise Plus
UEEE RS our subscription license will expire on 3/1/2021, and following the short grace period all product
functionality will be disabled.
W Self-service
To continue using the product without interruption, please renew your license key or download
your existing production license from the customer partal.
(@® sessions
2 Roles Instances
Platform Count Multiplier Instances
3¢ Settings P
Virtual Machines 2 1 2
@ Licensing
Servers o 1 o
A nNotifications Workstations (3 PCs pack) [ 1 [
Cloud Machines 6 1 6
@ About
Applications o 1 o
File Shares (500 GB) o 1 o

You can configure Veeam Backup Enterprise Manager to send notifications about expiring license. For more
information on the Veeam Backup Enterprise Manager notification functionality, see the Configuring
Notification Settings section of this guide.

NOTE

Veeam Backup Enterprise Manager does not display information about instances consumed in the Veeam
Cloud Connect service provider license by tenant workloads. This information is available only in the Veeam
backup console on the Veeam backup server of the service provider. For more information, see the
Licensing for Service Providers section of the Veeam Cloud Connect Guide.
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You can display detailed information about the current license, including license type, expiration date and the

number of instances. To do this, click the Details link. To view information about license usage, click the Report
link.

License Details X

License Information

Status Valid

Type Subscription

Edition Enterprize Plus

Support 1D 02067762

Licensed to Veeam Software Group GmbH
Package Backup
Instances

Instances 1000

Expiration date 3/1/2021

Update license key automatically

Update now

Cance'
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Updating License

To be able to use all data protection and disaster recovery features, you must update your license upon expiry.
You can use the following methods to update the license:

e Updating license manually

e Updating license automatically

NOTE

When updating the license, Veeam Backup Enterprise Manager requires internet access to connect to the
Veeam License Update Server. If your network is not connected to the internet, you can download a new
license file from my.veeam.com and install a new license. For more information on license installation, see
Installing License.

Updating License Manually

You can update the license manually on demand. When you update the license manually, Veeam Backup
Enterprise Manager connects to the Veeam License Update Server, downloads a new license from it (if the
license is available) and installs it.

To update the license, take the following steps:

1. Signin to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.
To open the Configuration view, click Configuration in the top right corner.
In the Configuration view, open the Licensing section.

On the Summary tab, click Details.

vor W N

Click the Update now link.

License Details x

License Information

Status valid
Type Subscription
Edition Enterprise Plus
Support 1D 02067762
Licensed to Veeam Software Group GmbH
Package Backup
Instances
Instances 1000
Expiration date 3/1/2021

Update license key automatically

Update now

[anEE|

31| Veeam Backup Enterprise Manager | User Guide


https://my.veeam.com/

Updating License Automatically

You can instruct Veeam Backup Enterprise Manager to schedule automatic connection with Veeam License
Update Server and periodically send requests for a new license. When the automatic update is enabled,
Enterprise Manager requests a new license weekly, and 7 days before current license expiration date — daily.

To enable automatic update, do the following:

1. Signin to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.

2. To open the Configuration view, click Configuration in the top right corner.

3. In the Configuration view, open the Licensing section.

4. On the Summary tab, click Details.

5. In the Details window, select the Update license key automatically check box.
NOTE

If this option is enabled in Enterprise Manager (even if deactivated in the Veeam backup console),
automatic update will be performed anyway: Enterprise Manager will obtain a new key from Veeam
licensing server and propagate it to all managed Veeam backup servers.

For information on license management in Veeam Backup and Replication, see the Licensing section of the
Veeam Backup & Replication User Guide.

For information on license management for Veeam Cloud Connect Server Providers, see the Licensing for
Service Providers section of the Veeam Cloud Connect Guide.

Grace Period

Veeam Backup Enterprise Manager supports a grace period after the license expiration date. For subscription
license, it lasts for 30 days, for rental license — 2 months. During this period the product will be running, but a

warning about license expiration (grace period) will appear on the Dashboard tab and in the sessions
information.

Dashboard Trais Jobs Policies Unstructured Data Machines  Flles  ltems e @ TECH\shela.d.cory v @ Configuration @

1. Warning: Your subscriptien license will expire on 3/1/2021, and following the short grace period all product functionality will be disabled. To continue using the product without interruption, please renew your license key or download your existing production
license from the customer portal.

Last 24 hours Last 7 days 0 Refresh

summary Image Data File Data Last 24 hours | Status

Backup servers 2 Processing speed 0KB/s Processing speed 0KB/s ® Total job runs 0 Backups QoK

Jobs 9 Source size 134.5GB Source size 3.6GB @ Success 0 Backup servers © oK
Machines 10 Full backups 64.2 GB Backup 34GB % Warning 0 Managementserver @ OK

File shares 1 Restore points 11 GB Archive 0B © Error ] License L Warning

You must update your license before the end of the grace period.

Messages that can appear in the automatic license update session log are listed in the License Update Session
Data section. Similar messages are received as pop-ups after you force the immediate update.

32 | Veeam Backup Enterprise Manager | User Guide


https://helpcenter.veeam.com/docs/backup/vsphere/licensing.html?ver=120
https://helpcenter.veeam.com/docs/backup/cloud/cloud_connect_licensing.html?ver=120
https://helpcenter.veeam.com/docs/backup/cloud/cloud_connect_licensing.html?ver=120

License Update Session Data

The table below lists the messages that can appear in the automatic license update session log. Similar
messages are received as pop-ups after you force the immediate update. Recommendations for users (if
applicable) are provided in the Comment field.

Message Reason Comment

“New license key has been
received"”

“New license key has been
installed"

"“License key has been auto-
updated”

“License key type is not
supported at the moment"

“License key is invalid"

"Your existing license key is
up to date"

"Your contract has expired,
so the license key cannot be
updated automatically.
Please contact your Veeam
sales representative to
renew your contract.”

"General license key
generation error has
occurred”

This sequence of messages
means automatic license key
update procedure has
completed successfully.

License key generation failed
due to currently
unsupported license type.

License signature (identifier)
is invalid.

License expiration date is
more than 7 days from now.

Your contract has expired
and needs to be renewed.

Web licensing server did not
return a new key upon
request due to some other
reason.
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You can open the License Information dialog in
Veeam backup console or the Licensing
section in Enterprise Manager to examine the
details.

Currently, automatic update is supported only
for licenses associated with Hosting Rental
contract type.

Contact your Veeam sales representative.

This message could probably been issued due
to an accidental attempt to update the license
manually. Select to update the license key
automatically, and the system will notify you
on time.

Contact your Veeam sales representative for
contract renewal.

Wait for 24 hours (Veeam will re-try to update
the key). Retries will take place for 1 month
after key expiration date.



Revoking License

You can use Enterprise Manager to revoke instances from machines — that is, reclaim the instance used for a
machine to apply it to another machine.

To revoke the license, take the following steps:
1. Signin to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.
To open the Configuration view, click Configuration in the top right corner.
In the Configuration view, open the Licensing section.

2
3
4. Select the Instances tab.
5

Select the required object in the list and click Revoke.

Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @
@ Exit Configuration Summary Instances
¥ Backup servers B Revoke @8 Export ® Refresh
@ vCenter Servers Name T Host License
W seffsenvice \isrv12\share sni2 File Share
apache02 172.17.52.34 Virtual Machine
© Sessions apache0?_replica (c8c3c313-5172-4162-a2a 1-5aef503e7 5ac) 172.17.52.15 Virtual Machine
2 Roles apache02_replica_restored271119T1516 (1bo6bddc-4007-4b24-9... 172.17.52.15 virtual Machine
appsrvo01 172.17.5214 Virtual Machine
K settings amot 172.17.52.34 Virtual Machine
@ Licensing dbserver01 172.17.52.34 Virtual Machine
desktop03 172.17.52.34 Virtual Machine
A nNotifications
filesrv03 172.17.52.34 Virtual Machine
@ About filesrv0d 172.17.52.34 Virtual Machine
filesrvo6 172.17.52.34 virtual Machine
sandbox01 172.17.52.34 virtual Machine
servas 172.17.52.34 Virtual Machine
sqlsn03 172.17.52.14 Virtual Machine
srvi2.tech.local Windows Servers Server
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Removing License

Since Veeam Backup Enterprise Manager does not work without a license, you are not able to remove an
installed license completely. You can replace already installed license by installing a new license.

If you have a merged license installed, you can remove a part of it: a socket license or an instance license. After
you remove a part of the merged license, Veeam Backup Enterprise Manager and connected backup servers will
operate under the other part of the merged license.

To remove a part of a merged license, do the following:

1. Signin to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.
2. To open the Configuration view, click Configuration in the top right corner.
3. Inthe Configuration view, open the Licensing section.
4. On the Summary tab, click Remove Socket License or Remove Instance License.
5. To confirm the removal, click Yes.
Bxted  Epws (8 REs  Wesmnsbnn CGdns B Qo Do @) reonshataceon~ | (7)
@© extcontigraton summary  Sockes  Instances

b3

-

8 vCenter Servers
@® Sessions

2 Roles
Settings Hypervisor sockets ] 100
@ Licensing

Notifications

About

License edition: Enterprise
License is valid

Sockets X Remove Socket License

Platform Used Sockets Licensed Sockets

Instances ¥ Remove Instance License
Platform Count Multiplier Instances
Applications
Cloud VMs

File Shares (500 GB)

0

1

1

Servers 1
1

Virtual Machines

o o - o o o

0
0
o
1

o
o

Workstations (3 PCs pack) 0.33
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Managing Monthly Usage Reports

Veeam Cloud & Service Provides (VCSPs) who have a rental license installed in Veeam Backup Enterprise
Manager must monthly submit a license usage report from Enterprise Manager.

Veeam offers two methods of usage reporting: automatic and manual. The automatic reporting is used if
automatic license update is enabled. For more information about how license usage reporting works, see the
License Usage Reporting section of the Veeam Cloud Connect Guide.

Veeam Backup Enterprise Manager generates a monthly usage report on the first day of the month. The report is
based on the number of instances used for backup and replication in the previous month.
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Reviewing Monthly Usage Report

You can review a monthly usage report before sending it to Veeam.

To review a report:

1. In the monthly usage report notification, click the submit link.

2. In the Monthly Usage Report window, click Review.

3. Inthe monthly usage report, check the number of reported instances. The report contains the following
data:

o License information: Veeam Backup & Replication edition, license expiration date, name of the

company to which the license was issued and support ID.

o The number of instances used by each type of protected workloads (VMs, workstations, servers and

file shares) and the total number of used instances.

o For each type of protected workloads, the report displays information about processed workloads and

jobs that process these workloads.

o For each type of protected workloads, the report also displays the number of new objects that are not

included in the report.

On the report page, you can perform the following actions:

e Print the report

e Adjust the number of processed VMs in the report

e Download the report

e [For automatic reporting] Submit the report

S Print

April 2021

License information

Editio

Expiration Date
Company
Support ID
Installation ID

Summary

VMs

VMs (22 instances)

dbservero1
winsrvi00

Type Coun

enterprise06.tech.lot

/" Adjust.. ¥ Download.. v 7 Send

Enterprise Plus

6/1/2021

Veeam Software Group GmbH

02067762
1050A970-0493-449A-900C-5842B4DETCFO

t  Muitiplier  Instances

22 (rounded)

cal (22 instances)

Instances Type Job name Last processed Note

n vSphere Backup Job 1
n vSphere Backup Job 1

04/07/2021
04/07/2021
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Adjusting Monthly Usage Report

You can remove specific VMs from a monthly usage report. For every VM removal, you must specify a reason.

To adjust a report:

1.

A owoN

6.

TIP

In the monthly usage report notification, click the submit link.

In the Monthly Usage Report window, click Review.

On the report page, click Adjust.

In the list of VMs, select the VM that you want to remove from the report and click Remove.

By default, the list of VMs contains all managed VMs included in the report. To quickly find the necessary
VM, you can use the search field at the top of the window. You can also select a backup server and job
from the drop-down lists to view a list of VMs added to a specific job on a specific backup server.

In the Remove Instance window, in the Type in note field, provide a reason for removing the VM from the
report.

Click OK, then click Finish. The change will be reflected in the report.

To reset changes introduced in the report, in the Monthly Usage Report window, click Reset.

Edition

Company

Support ID

Summary

Type
WM

Name

=

2 Siprine 4 Adjust ¥ pownload.. v 47 Send

April 2021
Lice

ense information

Expiration Date  6/1/2021

Installation ID 1050A070-0403-4404-000C-584284DE] X Remove. Raser 2 Refresh

enterprise0s.tech. local (22 instances)

VMe (22 instances: )

Enterprise Plus

Monthly Usage Report

Veeam Software Group GmbH

All servers ~ ‘ ‘A\Ijubs - ‘ ‘ Instance name Q
02067762

Instance t  Backup Server Last Processe d

dlbseryer il enterprise06 tach ocal 26 dlays ag0 (2021-04-07)

Count  Multiplier Instances

winsrv100
Remave Instance

22 (rounded) winsrveg.tech.loc:
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Downloading Monthly Usage Report

You can download a monthly usage report as a PDF or JSON file.
To download a monthly usage report:
1. In the monthly usage report notification, click the submit link.

2. Download the report. The procedure differs depending on the reporting method. For more information,
see the License Usage Reporting section of the Veeam Cloud Connect Guide.

o In case of automatic reporting, do the following:
i. In the Monthly Usage Report window, click Review.
ii. On the report page, click Download and select the report format: PDF or JSON.

o In case of manual reporting, in the Monthly Usage Report window, click Download and select the
report format: PDF or JSON.

You can also download the report after review. To do this, take the same steps as in case of automatic

Dashboard Reports Jobs Policies Unstructured Data Machines Files ltems Requests el ey {u} configuration (2
# Warning: Please submit a monthly usage report (7 days lefty
Last 24 hours Last 7 days T Refresh
Summary Image Data File Data Last 24 hours Status
Backup servers 1 Processing speed 18 MB/s Processing speed 0 KB/s ® Total job runs 2 Backups QoK
Jobs 2 Source size 32GB Source size 45MB © Success 2 Backup servers © oK
Machines 2 Full backups 8GB Backup 42MB & Warning 0 Management server @ 0K
File shares 1 Restore points 53GB Archive 0B @ Error 0 License.
Monthly Usage Report
Backup Servers Show: All None
Monthly usage report has been generated.
56.23 Number of managed Instances for the previous month:3. .
Please review and submit the report within the next 7 days. ame.
Tt rise06.tech.local
e @ enterprise06.tech.local
17.78 )\ PR
_ [t 1soN
E)
£ 1000
-
£
g
g se
=
316
178
100
10:00 am 12:00 pm 02:00 pm 04:00 pm 0600 pm 08:00 pm 10:00 pm 12:00 am 02:00 am 04:00 am 06:00am  08:00 am
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Submitting Monthly Usage Report

On the first day of the month, Veeam Backup Enterprise Manager shows a warning on the Dashboard tab. The
warning prompts to submit a monthly usage report and informs on the number of days within which the report
must be submitted.

You can submit a monthly usage report in one of the following ways:
e Automatically
e Manually

For more information about how license usage reporting works, see the License Usage Reporting section of the
Veeam Cloud Connect Guide.

Submitting Report Automatically

Automatic report submission allows you to send the report to Veeam directly from Veeam Backup Enterprise
Manager. If you do not submit the report within 10 days, Veeam Backup Enterprise Manager sends the report on
the eleventh day of the month.

To submit a monthly usage report automatically:
1. In the monthly usage report notification, click the submit link.
2. In the Monthly Usage Report window, to check or change the number of used instances, click Review.
For more information, see Reviewing Monthly Usage Report and Adjusting Monthly Usage Report.
3. To submit the report, click Send.

You can also postpone the report submission. To do this, click Postpone. In this case, Veeam Backup
Enterprise Manager closes the Monthly Usage Report window. Until the report is sent to Veeam, on the
Dashboard tab, Enterprise Manager keeps displaying a warning prompting to submit the report.

Dashboard Reparts Jobs Palicies Unstructured Data Machines Files Items Requests

©)

::'u } Configuration

& Warning; Please submit a monthly usage report (6 days lefo

Last 24 hours

Last 7 days

10 000.00

3162.28

1000.00

16,23

100.00

Throughput (KB/s)

3162

10.00

316

1.00

Backup Servers

Menthly Usage Report

e

Monthly usage report has been generated,

MNumber of managed Instances for the previous month:3.

Please reviaw and submit the report within the next days.

Reviews

RN B

08100 pm

08:00 pm

10:00 pm 12:00 am 02100 am

04300 am 06:00 am 08:00 am
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12:00 pm 02:00 pm

04100 pm

7 Refresh

summary Image Data File Data Last 24 hours Status

Backup servers. 1 Processing speed 3 MB/s Pracessing speed OKB/fs ® Total job runs 2 Backups QoK
Jobs 2 Saurce size 32GB Source size 8.5MB @ Success 2 Backup servers © oK
Machines 2 Full backups 8GB Backup 7.8 MB & Warning 0 Management server QCK
File shares 1 Restore points 6.1 GB Archive 0B @ Error o License

Show: All | None
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Submitting Report Manually

You must send the report before the day defined by the agreement with Veeam or your Aggregator (if any is
involved). The default day is the tenth day of the month.

To submit a monthly usage report manually:
1. In the monthly usage report notification, click the submit link.

2. In the Monthly Usage Report window, to check or change the number of used instances, click Review. For
more information, see Reviewing Monthly Usage Report and Adjusting Monthly Usage Report.

3. To download the report, click Download.

You can also postpone the report submission. To do this, click Postpone. In this case, Veeam Backup
Enterprise Manager closes the Monthly Usage Report window. Until the report is sent to Veeam, on the
Dashboard tab, Enterprise Manager keeps displaying a warning prompting to submit the report.

4. Send the downloaded report to Veeam.
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Deployment

To start working with Veeam Backup Enterprise Manager, you must install Veeam Backup Enterprise Manager
components on a machine that meets the system requirements. To do this, you can use the setup wizard or
install the product in the unattended mode.

You can install Veeam Backup Enterprise Manager either on a physical or virtual machine, co-install it with
Veeam Backup & Replication or install it separately.
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Installing Veeam Backup Enterprise
Manager

Before you install Veeam Backup Enterprise Manager, check prerequisites. Then use the setup wizard to install
the product.

1. Start the setup wizard.

Select Enterprise Manager as a product to install.
Read and accept the license agreements.

Provide a license file.

Install missing software.

Review the default installation settings.

Specify a service account.

Specify a database server.

© ©® N o v oA W N

Specify data locations.

o

. Specify service ports.
11. Begin installation.

For more information on Veeam Backup Enterprise Manager installation in unattended mode, see the Veeam
Backup Enterprise Manager Server subsection of the Installing Veeam Backup & Replication in Unattended Mode
section of the Veeam Backup & Replication User Guide.
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Before You Begin

Before you install Veeam Backup Enterprise Manager, check the following prerequisites:

A machine on which you plan to install Veeam Backup Enterprise Manager must meet the system
requirements. For more information, see System Requirements.

A user account that you plan to use for installation must have sufficient permissions. For more
information, see Permissions.

Backup infrastructure components communicate with each other over specific ports. These ports must be
open. For more information, see Ports.

Local antivirus or antimalware software can interfere with Veeam Backup Enterprise Manager installation.
If you receive the Failed to create website Ox80070020 message, disable your local antivirus or
antimalware software and run the installation process again. You can re-enable your antivirus software
once the installation completes. For more information, see this Veeam KB article.

.NET 3.5.1 WCF HTTP Activation Windows component prevents Veeam Backup Enterprise Manager from
functioning. Make sure there is no .NET 3.5.1 WCF HTTP Activation Windows component on the Veeam
Backup Enterprise Manager server prior to the installation.

Make sure there is no Microsoft Search Server installed on the machine. If you have Microsoft Search
Server, uninstall it prior to the Veeam Backup Enterprise Manager installation.

If you want to use an already installed PostgreSQL instance for the Enterprise Manager configuration
database, make sure the instance can use sufficient resources. For more information, see Configuring
PostgreSQL Instance.

If you want to use an already installed PostgreSQL instance for the Enterprise Manager configuration
database, make sure the instance contains the default postgres database. If you allow the setup to install
a new PostgreSQL instance, the postgres database will be created on the instance automatically.

Since Enterprise Manager connects to the postgres database to access the configuration database, do not
rename the postgres database upon the Enterprise Manager installation.

Check the Known Issues section of the Veeam Backup & Replication 12.1 Release Notes.

Configuring PostgreSQL Instance

When you create a new PostgreSQL instance, the default setup is configured to consume a minimum amount of
resources, which may not be enough for Enterprise Manager performance.

When installing Veeam Backup Enterprise Manager, you can choose what PostgreSQL instance to use for the
Enterprise Manager configuration database. You can use an existing PostgreSQL instance or create a new one.

If you let the setup create a new PostgreSQL instance, it will be configured automatically.

If you want to use an existing PostgreSQL instance, make sure that the instance configuration is sufficient
for the Enterprise Manager performance.
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To adjust the configuration of an existing PostgreSQL instance, take the following steps before you install
Enterprise Manager:

1. On a backup server, run the Set-VBRPSQLDatabaseServerLimits cmdlet. The cmdlet generates the
necessary PostgreSQL configuration and saves it to a dump SQL file.

Set-VBRPSQLDatabaseServerLimits -OSType <String> -CPUCount <number of CPU
cores> -RamGb <RAM in GB> -DumpToFile <file path>

For example:

Set-VBRPSQLDatabaseServerLimits -0SType Windows -CPUCount 16 -RamGb 32 -Du
mpToFile "C:\config.sgl"

2. On the machine with the PostgreSQL instance where you want to deploy the Enterprise Manager
configuration database, use the psgl tool to apply the configuration from the dump file.

The tool is located in the PostgreSQL installation folder.

psgl -U <user> -f <file path>

For example:

psgl -U postgres -f "C:\config.sgl"

3. Include the pg_stat_statements library to the PostgreSQL configuration. To add the library, you can
manually edit the shared preload libraries optioninthe postgres.conf file.

Alternatively, you can do it by by executing the SQL code:

a. Check the content of the shared preload libraries variable.

SELECT * FROM pg settings
WHERE name = 'shared preload libraries’';

b. Add the pg stat statements library to the shared preloaded libraries.

= |fthe shared preload libraries valueisempty, assignpg stat statements to the
shared preload libraries variable.

ALTER SYSTEM SET shared preload libraries = pg stat statements;
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= |fthe shared preload libraries valueisnot empty, add pg stat statements tothe
current value separated by comma.

ALTER SYSTEM SET shared preload libraries = <existing libraries>, pg
_stat_statements;

4. Restart the PostgreSQL service for the new configuration to take effect.

5. Installthe pg stat statements extension. The extension is used to analyze the PostgreSQL
performance.

CREATE EXTENSION IF NOT EXISTS "pg stat statements";
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Step 1. Start Setup Wizard

To start the setup wizard, take the following steps:

1. Download the latest version of the Veeam Backup & Replication installation image from the Veeam
Product Downloads page.

2. Mount the installation image to the machine where you plan to install Veeam Backup Enterprise Manager
or burn the image file to a flash drive or other removable storage device. If you plan to install Veeam
Backup Enterprise Manager on a VM, use built-in tools of the virtualization management software to
mount the installation image to the VM.

To extract the content of the ISO file, you can also use the latest versions of utilities that can properly
extract data from ISO files of large size and can properly work with long file paths.

3. After you mount the image or insert the disk, Autorun opens a splash screen. If Autorun is not available or
disabled, run the setup.exe file from the image or disk.

4. Click Install.

IMPORTANT

It is strongly recommended that you install Veeam Backup Enterprise Manager using Autorun or the
Setup.exe file. If you run other installation files from the ISO folders, you may miss some components
that need to be installed, and Veeam Backup Enterprise Manager may not work as expected.
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Step 2. Select Product

At this step of the wizard, select Install Veeam Backup Enterprise Manager.

To open Veeam Help Center from the setup wizard, click View Documentation.
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E-'a Weeam Backup & Replication —

Install Veeam Backup & Replication

Weeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your applications and data.

Install Veeam Backup Enterprise Manager

Weeam Backup Enterprise Manger is an optional web-based management and reporting
console for Vesam Backup & Replication.

Install Veeam Backup & Replication Console

Weeam Backup & Replication console is a client-side component that provides access to
the backup server.

© View Documentation
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Step 3. Read and Accept License Agreements

At the License Agreement step of the wizard, read Veeam License Agreement and licensing policy as well as
license agreements of 3rd party components that Veeam incorporates and license agreements of required
software. To accept the license agreements and continue installing Veeam Backup Enterprise Manager, click |
Accept.

E@ Weeam Backup Enterprise Manager — e

License Agreement
Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
* Agree and consent to the terms of Veeam License Agreement and licensing policy
= Agree and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software
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Step 4. Provide License File

At the License step of the wizard, specify what license you want to install for Veeam Backup Enterprise
Manager. You can install the following types of licenses:

e Trial license that was sent to you after you downloaded the product.
e Purchased full license.

If a valid license is already installed on the machine, the setup wizard will display the license details. In this case,
you can skip the License step and move on to the next step of the wizard.

To install a license, choose one of the following options:

e Browse your local server or network locations for a license file:
a. Click Browse license file.
b. Choose a valid license file for Veeam Backup Enterprise Manager.

e [For Enterprise Manager 12.1 and later] Select a license from your account at the Veeam website:
a. Click Sign in with Veeam.
b. Enter your credentials for accessing the Veeam website and click Sign in.
c. Select one of the available licenses and click Install selected license.

To install new licenses automatically when you renew or expand your contract, select the Update license
automatically check box. If you enable the automatic license update, and therefore enable usage reporting, you
will double the number of workloads by which you can exceed your installed license. For more information on
license update, see Updating License.

EE Weeam Backup Enterprise Manager - >

License
Provide license file for Veeam Backup Enterprise Manager.

Select license provisioning method:

A& Sign in with Vieeam Browse license file

License details:

Subscription, Suite, 100 Instances, License expires on 31/12/2024

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation D, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

Back Cancel
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Step 5. Install Missing Software

At the System Configuration Check step of the wizard, the setup checks whether required software is installed
on the machine. If some of the required components are missing, the setup will try to install them
automatically. After the components are installed successfully, reboot is required. When you are ready to reboot
the machine, click Reboot.

If the setup is not able to install some of the required software automatically, install it manually and click Retry.

NOTE

If all required software is already installed on the machine, the System Configuration Check step will be
skipped. For more information on the necessary software, see System Requirements.

EE Weeamn Backup Enterprise Manager — b4

System Configuration Check

System is being verified for potential installation problems.

| To finalize required components installation, system reboot is required.

E Installation process will continue automatically.

Requirement Status
Microsoft .MET Framework 4.7.2 Q Passed
Microsoft Visual C++ 2015-2019 Redistributable !. Reboot required
Microsoft System CLR Types for SQOL Server 2014 @ Passed
115 URL Rewrite Module 2 0 Passed
Microsoft 115 Q Passed
Default Document Companent Q Passed
Directory Browsing Component @ Passed
HTTP Errors Component 0 Passed
Static Content Component 0 Passed
Windows Authentication Component Q Passed
WebSocket Protocel Component Q Passed
ASP.MET 4.5 Component ® Passed

Back Cancel
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Step 6. Review Default Installation Settings

At the Ready to Install step of the wizard, you can select to install Veeam Backup Enterprise Manager with
default installation settings or specify custom installation settings.

e To use the default installation settings, click Install.

e Touse custom installation settings, click Customize Settings. The setup wizard will include additional
steps that will let you configure installation settings.

The table below lists the default installation settings.

Installation folder  %ProgramFiles % |Veeam|Backup Folder where Veeam Backup Enterprise Manager is

and Replication installed.
Guest catalog C:|VBRCatalog The VBRCatalog folder on a volume with the
folder maximum amount of free space.

The guest catalog folder stores indexing data for
VM guest OS files. Indexing data is required for
browsing and searching for VM guest OS files inside
backups and performing 1-click restore.

Service account LOCAL SYSTEM Account under which the Veeam Backup Enterprise
Manager runs.

Database engine PostgreSQL The setup installs PostgreSQL 15.1 locally on the
Veeam Backup Enterprise Manager server.

Database name VeeamBackupReporting The setup deploys the Veeam Backup Enterprise
Manager configuration database on the locally
installed instance of PostgreSQL.

Catalog service 9393 The catalog service port is used by the Veeam Guest

port Catalog Service to replicate catalog data from
backup servers to Veeam Backup Enterprise
Manager.

Service port 9394 The service port is used by Veeam Backup
Enterprise Manager to collect data from backup
servers.

Web Ul ports For HTTP protocol: 9080 These ports are used for accessing Veeam Backup

Enterprise Manager web interface.
For HTTPS protocol: 9443
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REST API service For HTTP protocol: 9399 These ports are used for accessing Veeam Backup

ports Enterprise Manager REST API.
For HTTPS protocol: 9398
Certificate Self-signed certificate will be During installation a self-signed certificate is
generated automatically generated that will be used for all Enterprise
Manager connections. You can update the
certificate upon installation. For more information,
see TLS Certificates.
Check for updates = Automatically Veeam Backup Enterprise Manager will check for
product updates weekly. When a new product build
is published on the Veeam update server, a
notification is displayed in the Windows Action
Center.
NEE Weeam Backup Enterprise Manager - X

Ready to Install

Installation will begin with the following settings.

Installation folder: CA\Program Files\Veeam\Backup and Replication

Guest catalog folder: CAVBRCatalog

Service account: LOCAL SYSTEM

Database engine: PostgreSQL

Database name: VeeamBackupReporting
SAL server: winsrv88:5432

Catalog service port: 9393

Service port: 9394

Web Ul ports: 9080 (HTTP). 9443 (HTTPS)

REST APl service ports:
Certificate:

Check for product updates:

¥ Customize Settings

9399 (HTTP), 9398 (HTTPS)
Self-signed certificate will be generated automatically
Automatically

Install

Back

Cancel
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Step 7. Specify Service Account

The Service Account step of the wizard is available if you have selected to configure installation settings
manually.

You can select an account under which you want to run the Veeam Backup Enterprise Manager Service:
e LOCAL SYSTEM account (recommended, used by default)
e Another user account

The user name of the custom account must be specified in the DOMAIN|USERNAME format.
NOTE

The user account must have Veeam Backup Enterprise Manager service account permissions to run the
Veeam Backup Enterprise Manager Service. For more information, see Permissions.

EE Weeam Backup Enterprise Manager — o

Service Account

Specify account for Veeam Backup Enterprise Manager.

O LOCAL SYSTEM account (Recommended)

@ The following user account:

User name:

| WINSRVB&\Administrator v | & choose..

Type in the user name in the DOMAINVUSERNAME format.
The specified user account must have local administrator privileges on this server,

Password:

Back Cancel
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Step 8. Specify Database Server

The Database step of the wizard is available if you have selected to configure installation settings manually.

At this step of the wizard, you can choose a database engine (Microsoft SQL Server or PostgreSQL) for the
Enterprise Manager configuration database, specify a new or existing instance where you want to deploy the
configuration database, and specify the authentication mode.

NOTE

Configuration databases of the Enterprise Manager server and backup servers added to the Enterprise
Manager infrastructure must use the same database engine.

1. Select one of the following database engines that you want to use for the configuration database:
PostgreSQL or Microsoft SQL Server.

2. Specify instance settings:
o [For PostgreSQL] You can use an existing PostgreSQL instance or create a new one.

= To create a new PostgreSQL instance, select the Install new instance option. The setup will
install PostgreSQL 15.1 (or 15.5 — for Enterprise Manager 12.1) on the Enterprise Manager server
and create a database with the VeeamBackupReporting name.

= To use an existing PostgreSQL instance, select the Use existing instance option. Enter the
instance name in the HOSTNAME:PORT format. In the Database name field, specify a name for
the Enterprise Manager configuration database.

IMPORTANT

If you want to use an existing PostgreSQL instance, make sure that the instance can use
sufficient resources. For more information, see Configuring PostgreSQL Instance.

E@ Vesam Backup Enterprise Manager — w0

Database

Choose database engine and instance for Veeam Backup Enterprise Manager.

Use following database engine: |PostgreSQL Server ~

@ Install new instance

O Use existing instance (HOSTMNAMEPORT)

Database name

Connect to PostgreSAL Server using:
@ Windows authentication credentials of service account

(O Native authentication using the following credentials:

[t=]

Password

Back Cancel
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o [For Microsoft SQL Server] You can use an already installed Microsoft SQL Server database only.

i. Inthe SQL Server instance field, enter the instance name in the HOSTNAME|INSTANCE format or
select an instance from the drop-down list. You can also click Browse to choose a Microsoft SQL
Server on a remote machine.

ii. In the Database name field, specify a name for the Enterprise Manager configuration database.

EE Veeamn Backup Enterprise Manager — b4

Database
Choose database engine and instance for Veeam Backup Enterprise Manager.
Use following database engine:

SQL Server instance (HOSTMAME\MSTANCE):
ENTERPRISEOS\VEEAMSQL2016 V| Bl Browse...

Database name:
VeeamBackupReporting
Connect to SQL Server using:
@ Windows authentication credentials of service account

(O sQL Server authentication using the following credentials:

Back Cancel

3. Select an authentication mode to connect to the database server instance: Microsoft Windows
authentication or native database server authentication. If you select the native authentication, enter
credentials of the database account.

If a configuration database with the specified name already exists (for example, it was created by a previous
installation of Enterprise Manager), the setup wizard will notify about it. To connect to the detected database,
click Yes. If necessary, Enterprise Manager will automatically upgrade the database to the latest version.
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Step 9. Specify Data Locations

The Data Locations step is available if you have selected to configure installation settings manually and to
install a new instance of the database server.

At this step of the wizard, you can specify an installation folder and a folder for the guest file system catalog.
Service providers that use Veeam Backup & Replication to offer disaster recovery as a service to their tenants
can also choose to install Veeam Cloud Connect Portal. For more information on the portal, see the Veeam
Cloud Connect Portal section of the Veeam Cloud Connect Guide.

1. To change the default installation folder, click Browse next to the Installation path field.
The default installation folder is $ProgramFiles%\Veeam\Backup and Replication.

2. Toinstall Veeam Cloud Connect Portal, select the Add Cloud Connect Portal for Service Providers check
box.

3. Tochange a path to the folder where index files must be stored, click Browse next to the Catalog location
field.

By default, the setup wizard creates the VBRCatalog folder on a volume with the maximum amount of
free space, for example: C: \VBRCatalog.

E!E Weeamn Backup Enterprise Manager —_ b4

Data Locations

Specify paths for persistent and non-persistent data storage locations.

Installation path:

C:\Program Files\Veeam\Backup and Replication | M Erowse..
@ Disk space: 143.94 GE available, 1.55 GB required

(1 Add Cloud Connect Portal for Service Providers

Catalog location:

| C:\VBRCatalog | Ml Browse...

Back Cancel
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Step 10. Specify Service Ports

The Port Configuration step of the wizard is available if you have selected to configure installation settings
manually.

At this step of the wizard, you can customize ports that will be used for communication between backup
infrastructure components. For more information about Veeam Backup Enterprise Manager used ports, see
Ports.

1. Provide HTTP and HTTPS port numbers.

If you are installing Veeam Cloud Connect Portal, you can also specify a port number that will be used by
browser to access its website (the default port is 6443).

2. Specify the certificate to be used by Veeam Backup Enterprise Manager. This certificate is needed to
establish secure communication with the Enterprise Manager website using HTTPS; Veeam plug-in for
vSphere Client and REST API client also will use this certificate to receive data using HTTPS protocol. If the
setup wizard does not find an appropriate certificate, it will generate a self-signed certificate.

Click View certificate to review the details of the selected certificate.

3. To enforce TLS 1.2 encryption protocol for network connections, select the High security mode check box.

This option disables using weak ciphers for all communications with the machine on which Veeam Backup
Enterprise Manager runs. This may interfere with the operation of 3rd party software installed on the same
machine.

EE Weeam Backup Enterprise Manager —_ b

Port Configuration
Specify port configuration to be used by Veeam Backup & Replication.

HTTP port: 9080
HTTPS port: 9443
RestAPI HTTP port: 9399
RestAPI HTTPS port: 9398

Enterprise Manager service port: 9394

Cloud Connect Portal port: 6443
Catalog service port: 9393
Use certificate: Generate new self-signed certificate View certificate

High security mode (forces TLS 1.2 usage and disables weak ciphers)

These server-side settings may not be compatible with legacy applications running en the same server

Back Cancel
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Step 11. Begin Installation

The Ready to Install step of the wizard is available if you have selected to configure installation settings

manually.

At this step of the wizard, you can review the Veeam Backup Enterprise Manager installation settings and start

the installation process:

1. If you want Veeam Backup Enterprise Manager to check for product updates weekly, select the Check for
product updates automatically check box. When a new product build is published on the Veeam update
server, a notification will be displayed in the Windows Action Center.

2. Click Install to begin the installation.

Wait for the installation process to complete and click Finish to exit the setup wizard.

EE Weeam Backup Enterprise Manager

Ready to Install

Installation will begin with the following settings.

Check for product updates automatically

Back

Installation folder: C\Program Files\Veeam\Backup and Replication
Guest catalog folder: CA\VBRCatalog

Service account: WINSRVE8\Administrator

Database engine: Postgre5QL

Database name: WeeamBackupReporting

SQOL Server: winsrv88:5432

Catalog service port: 9393

Service port: 9394

Web Ul ports: 9080 (HTTP). 9443 (HTTPS)

REST API ports: 9399 (HTTP), 9398 (HTTPS)

Cloud Connect Portal port: 6443

Certificate: Self-signed certificate will be generated automatically.

Cancel

bt
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Upgrading to Veeam Backup Enterprise
Manager 12.1

Before you upgrade Veeam Backup Enterprise Manager to version 12.1, check prerequisites.
To upgrade Veeam Backup Enterprise Manager, take the following steps:
1. Start the upgrade wizard.
Select Enterprise Manager as a product to upgrade.
Read and accept the license agreements.
Review Enterprise Manager components to upgrade.

Provide a license file.

Specify a database server.

2.

3

4

5

6. Specify a service account.
7

8. Begin upgrade.

9

Finalize upgrade.
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Before You Begin

Before starting the upgrade procedure, read and follow the recommendations below:

To upgrade Veeam Backup Enterprise Manager to version 12.1, you must be running version 10a
(build 10.0.1.4854) or later. To upgrade from earlier versions, contact Veeam Customer Support.

A machine on which you plan to install Veeam Backup Enterprise Manager must meet the system
requirements. For more information, see System Requirements.

A user account that you plan to use for upgrade must have sufficient permissions. For more information,
see Permissions.

Backup infrastructure components communicate with each other over specific ports. These ports must be
open. For more information, see Ports.

Local antivirus or antimalware software can interfere with Veeam Backup Enterprise Manager upgrade. If
you receive the Failed to create website Ox80070020 message, disable your local antivirus or
antimalware software and start the upgrade process again. You can re-enable your antivirus software once
the upgrade completes. For more information, see this Veeam KB article.

.NET 3.5.1 WCF HTTP Activation Windows component prevents Veeam Backup Enterprise Manager from
functioning. Make sure there is no .NET 3.5.1 WCF HTTP Activation Windows component on the Veeam
Backup Enterprise Manager server prior to the installation.

Check the Known Issues section of the Veeam Backup & Replication 12.1 Release Notes.

With Veeam Backup Enterprise Manager and connected Veeam backup servers, remember to begin the
backup infrastructure upgrade process with Veeam Backup Enterprise Manager. Backup servers should be
upgraded after that.

If you have a backup server installed on the same machine, upgrade it immediately after completing
upgrade of the Veeam Backup Enterprise Manager server. Otherwise, the Configuration Database
Connection Settings utility will not work properly for Veeam Backup & Replication. For more information
about the utility, see Configuration Database Connection Settings Utility.
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Step 1. Start Upgrade Wizard

To start the upgrade wizard, take the following steps:

1. Download the latest version of the Veeam Backup & Replication installation image from the Veeam
Product Downloads page.

2. Mount the installation image to the machine where Veeam Backup Enterprise Manager is installed, or burn
the image file to a flash drive or other removable storage device. If you plan to upgrade Veeam Backup
Enterprise Manager on a VM, use built-in tools of the virtualization management software to mount the
image to the VM.

To extract the content of the ISO file, you can also use the latest versions of utilities that can properly
extract data from ISO files of large size and can properly work with long file paths.

3. After you mount the image or insert the disk, Autorun opens a splash screen. If Autorun is not available or
disabled, run the setup.exe file from the image or disk.

4. Click Upgrade.

Veeam Backup & Replication 12

Part of Veeam Availability Suite
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Step 2. Select Product

At this step of the wizard, select Upgrade Veeam Backup Enterprise Manager.

To open Veeam Help Center from the upgrade wizard, click View Documentation.

E-'a Weeam Backup & Replication —

fag

Al Upgrade Veeam Be
IE.g Please upgrade Enterprise Manage

(T

N@ Upgrade Veeam Backup Enterprise Manager
=

Weeam Backup Enterprise Manger is an optional web-based management and reporting
console for Veeam Backup & Replication.

N =] Upgrade Veeam Backup & Replication Console

I. EI Please upgrade backup server first

© View Documentation
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Step 3. Read and Accept License Agreements

At the License Agreement step of the wizard, read Veeam License Agreement and licensing policy as well as
license agreements of 3rd party components that Veeam incorporates and license agreements of required
software. To accept the license agreements and continue installing Veeam Backup Enterprise Manager, click |
Accept.

EE Weeam Backup Enterprise Manager — e

License Agreement
Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
* Agree and consent to the terms of Veeam License Agreement and licensing policy
= Agree and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software

64 | Veeam Backup Enterprise Manager | User Guide



Step 4. Review Components

At the Upgrade step of the wizard, you can review the components that will be upgraded.

E@ Weeam Backup Enterprise Manager — e

Upgrade

Review VYeeam Backup Enterprise Manager components that will be upgraded.

Product Version
Veeam Backup Catalog 11.0.1.1261 — 12.0.0.1326
Veeam Backup Enterprise Manager 11.0.1.1261 — 12.0.0.1326

Back Cancel
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Step 5. Provide License File

At the License step of the wizard, specify what license you want to install for Veeam Backup Enterprise
Manager. You can leave the license file used in the previous version of Veeam Backup Enterprise Manager or
install a new one.

To install a license, choose one of the following options:

e Browse your local server or network locations for a license file:
a. Click Browse license file.
b. Choose a valid license file for Veeam Backup Enterprise Manager.

e [For Enterprise Manager 12.1 and later] Select a license from your account at the Veeam website:
a. Click Sign in with Veeam.
b. Enter your credentials for accessing the Veeam website and click Sign in.
c. Select one of the available licenses and click Install selected license.

To install new licenses automatically when you renew or expand your contract, select the Update license
automatically check box. If you enable the automatic license update, and therefore enable usage reporting, you
will double the number of workloads by which you can exceed your installed license. For more information on
license update, see Updating License.

EE Weeam Backup Enterprise Manager —_ e

License

Provide license file for Veeam Backup Enterprise Manager.

Select license provisioning method:

A Sign in with Veeam Browse license file

License details:

Subscription, Suite, 100 Instances, License expires on 31/12/2024

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation 1D, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workleads you can exceed your installed license by.

Back Cancel
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Step 6. Specify Service Account

The Service Account step of the wizard is available if you have selected to configure installation settings
manually.

You can select an account under which you want to run the Veeam Backup Enterprise Manager Service:
e LOCAL SYSTEM account (recommended, used by default)
e Another user account

The user name of the custom account must be specified in the DOMAIN|USERNAME format.
NOTE

The user account must have Veeam Backup Enterprise Manager service account permissions to run the
Veeam Backup Enterprise Manager Service. For more information, see Permissions.

EE Weeam Backup Enterprise Manager — o

Service Account

Specify account for Veeam Backup Enterprise Manager.

O LOCAL SYSTEM account (Recommended)

@ The following user account:

User name:

| WINSRVB&\Administrator v | & choose..

Type in the user name in the DOMAINVUSERNAME format.
The specified user account must have local administrator privileges on this server,

Password:

Back Cancel
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Step 7. Specify Database Server

At the Database step of the wizard, you can choose a database engine (Microsoft SQL Server or PostgreSQL) for
the Enterprise Manager configuration database, specify a new or existing instance where you want to deploy the
configuration database, and specify the authentication mode.

NOTE

e Configuration databases of the Enterprise Manager server and backup servers added to the
Enterprise Manager infrastructure must use the same database engine.

e After you upgrade Veeam Backup Enterprise Manager, you can migrate its configuration database
from Microsoft SQL Server to PostgreSQL using the Enterprise Manager Database Migration and
Configuration Database Connection Settings utilities. For more information, see Veeam Backup
Enterprise Manager Utilities.

1. Select one of the following database engines that you want to use for the configuration database:
o PostgreSQL
o Microsoft SQL Server

2. Specify instance settings:
o [For PostgreSQL] You can use an existing PostgreSQL instance or create a new one.

= To create a new PostgreSQL instance, select the Install new instance option. The setup will
install PostgreSQL 15.1 (or 15.5 — for Enterprise Manager 12.1) on the Enterprise Manager server
and create a database with the VeeamBackupReporting name.

= To use an existing PostgreSQL instance, select the Use existing instance option. Enter the
instance name in the HOSTNAME:PORT format. In the Database name field, specify a name for
the Enterprise Manager configuration database.
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IMPORTANT

If you want to use an existing PostgreSQL instance, make sure that the instance can use
sufficient resources. For more information, see Configuring PostgreSQL Instance.

EE Weeam Backup Enterprise Manager — e

Database

Choose database engine and instance for Veeam Backup Enterprise Manager.

Use following database engine: |PostgreSQL Server v

@ Install new instance

O Use existing instance (HOSTMNAME:PORT)

Database name:

Connect to Postgre5QL Server using:

@ Windows authentication credentials of service account

() Mative authentication using the following credentials:
Login:

Password:

Back Next Cancel
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o [For Microsoft SQL Server] You can use an already installed Microsoft SQL Server database only.

i. Inthe SQL Server instance field, enter the instance name in the HOSTNAME|INSTANCE format or
select an instance from the drop-down list. You can also click Browse to choose a Microsoft SQL
Server on a remote machine.

ii. In the Database name field, specify a name for the Enterprise Manager configuration database.

EE Veeamn Backup Enterprise Manager — b4

Database
Choose database engine and instance for Veeam Backup Enterprise Manager.
Use following database engine:

SQL Server instance (HOSTMAME\MSTANCE):
ENTERPRISEOS\VEEAMSQL2016 V| Bl Browse...

Database name:
VeeamBackupReporting
Connect to SQL Server using:
@ Windows authentication credentials of service account

(O sQL Server authentication using the following credentials:

Back Cancel

3. Select an authentication mode to connect to the database server instance: Microsoft Windows
authentication or native database server authentication. If you select the native authentication, enter
credentials of the database account.

If a configuration database with the specified name already exists (for example, it was created by a previous
installation of Enterprise Manager), the setup wizard will notify about it. To connect to the detected database,
click Yes. If necessary, Enterprise Manager will automatically upgrade the database to the latest version.
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Step 8. Begin Upgrade

At the Ready to Upgrade step of the wizard, you can review the upgrade configuration and start the upgrade.

Wait for the upgrade process to complete and click Finish to exit the wizard.

E@ Weeam Backup Enterprise Manager — e

Ready to Upgrade

Upgrade will begin with the following settings.

Service account: LOCAL SYSTEM

Database engine: Microsoft SQL Server

Database name: VeeamBackupReporting

SQL server: EMTERPRISEOS\WEEAMSQL2016

Back Cancel
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Step 9. Finalize Upgrade

After you successfully upgraded Veeam Backup Enterprise Manager, consider the following recommendations:

1. If you have Veeam Backup & Replication installed on the same machine, upgrade it immediately after
completing upgrade of the Veeam Backup Enterprise Manager server.

2. Proceed with upgrade of remote backup servers.

After you upgrade backup servers, Veeam Backup Enterprise Manager starts a maintenance job to optimize
the state of its database. The initial maintenance job session may take significant amount of time (up to an
hour, depending on the database size). After the job finishes, the database will be brought to an optimal
state, and subsequent maintenance job sessions will take much less time.

3. New features of Veeam Backup Enterprise Manager version 12.1 will be available after all connected
backup servers are upgraded, and initial collection of data from these servers in Veeam Backup Enterprise
Manager completes successfully.

4. Download and install the latest available update (if any). For more information, see Updating Veeam
Backup Enterprise Manager.
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Updating Veeam Backup Enterprise
Manager

Over the life cycle of a Veeam Backup Enterprise Manager version, Veeam Software releases updates —
cumulative patches containing bug fixes, performance enhancements, and new features. When you update
Veeam Backup Enterprise Manager, you apply a cumulative patch to it (as opposed to product upgrade, which is
moving between major release versions).

Before You Begin

Before you install a cumulative patch for Veeam Backup Enterprise Manager 12, check the following
prerequisites:

Make sure you have Veeam Backup Enterprise Manager 12.0 or later installed.

For information on how to upgrade from product version 10a or later, see Upgrading to Veeam Backup
Enterprise Manager 12.

With Veeam Backup Enterprise Manager and connected backup servers, remember to begin the update
process with Veeam Backup Enterprise Manager. Backup servers should be updated after that. If you have
Veeam Backup & Replication and Veeam Backup Enterprise Manager deployed on the same machine, the
update wizard will update both products at once.

For more information on the backup server update procedure and prerequisites, see the Updating Veeam
Backup & Replication 12 section of the Veeam Backup & Replication User Guide.

Performing Update

To install the latest update for Veeam Backup & Replication, perform the following steps:

1.

ooR W

Review this Veeam KB article to check if a cumulative patch is available for the version of
Veeam Backup & Replication that is installed.

If a cumulative patch is listed as available, click the Veeam KB article link for that cumulative patch.
In the Download Information section of the Veeam KB article, click DOWNLOAD PATCH.
To launch the update wizard, unzip the downloaded file and run the cumulative patch installer.

In the update wizard, click Next, then click Install.
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Repairing Veeam Backup Enterprise
Manager

If some of the Veeam Backup Enterprise Manager components are damaged, you can try repairing the Enterprise
Manager installation. To repair Enterprise Manager, use the Veeam Backup & Replication setup wizard. The
wizard will re-install the Enterprise Manager components over the existing installation. It will replace broken or
missing files, restore shortcuts and registry values.

IMPORTANT

If you have any problems with Veeam Backup Enterprise Manager, contact Veeam Customer Support.

To repair the Enterprise Manager installation, take the following steps:
1. Start the setup wizard.

Select Enterprise Manager as a product to repair.

Select the repair option.

Specify a service account.

oo W

Begin installation.
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Step 1. Start Setup Wizard

To start the setup wizard, take the following steps:

1. Download a Veeam Backup & Replication installation image from the Veeam Product Downloads page.

The build number of the image file must be the same as your current installation build. You can check the
Enterprise Manager build number in the Programs and Features tool.

2. Mount the installation image to the machine where Veeam Backup Enterprise Manager is installed, or burn
the image file to a flash drive or other removable storage device. If you plan to repair Veeam Backup
Enterprise Manager on a VM, use built-in tools of the virtualization management software to mount the
image to the VM.

To extract the content of the ISO file, you can also use the latest versions of utilities that can properly
extract data from ISO files of large size and can properly work with long file paths.

3. After you mount the image or insert the disk, Autorun opens a splash screen. If Autorun is not available or
disabled, run the setup. exe file from the image or disk.

4, Click Install.

Install
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Step 2. Select Product

At this step of the wizard, select Install Veeam Backup Enterprise Manager.

To open Veeam Help Center from the wizard, click View Documentation.

gl
oy

=4
i

i

E-'a Weeam Backup & Replication —

Install Veeam Backup & Replication

Weeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your applications and data.

Install Veeam Backup Enterprise Manager

Weeam Backup Enterprise Manger is an optional web-based management and reporting
console for Vesam Backup & Replication.

Install Veeam Backup & Replication Console

Weeam Backup & Replication console is a client-side component that provides access to
the backup server.

© View Documentation
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Step 3. Select Repair Option

At the Maintenance Mode step of the setup wizard, select the Repair option and click Next.

EE Weeam Backup Enterprise Manager — e

Maintenance mode
Change your installation of Veeam Backup Enterprise Manager.

@ x Repair

Repair installation errors in the program.
This option fixes missing or corrupted files, shortcuts and registry entries.

O X Remove

Remove Veeam Backup Enterprise Manager components from your system.
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Step 4. Specify Service Account

At the Service Account step of the wizard, select an account that will be used during the Veeam Backup
Enterprise Manager repair.

e LOCAL SYSTEM account (recommended, used by default)
e Another user account

The user name of the custom account must be specified in the DOMAIN|USERNAME format.
NOTE

The user account must have Veeam Backup Enterprise Manager service account permissions to run the
Veeam Backup Enterprise Manager Service. For more information, see Permissions.

EE Weeam Backup Enterprise Manager — =

Service Account
Specify account for Veeam Backup Enterprise Manager.
O LOCAL SYSTEM account (Recommended)

@ The following user account:

User name:

| WINSRVB8\Administrator v| & Choose..

Type in the user name in the DOMAINVUSERMAME format.
The specified user account must have local administrator privileges on this server.

Password:

Back Cancel
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Step 5. Begin Installation

At the Ready to Install step of the wizard, click Install to start the repair process.

The setup wizard will re-install the Veeam Backup Enterprise Manager components. Wait for the installation
process to complete and click Finish to exit the setup wizard.

E@ Weeamn Backup Enterprise Manager — b

Ready to Install

The wizard is ready to begin the Installation.

Service account: TECH\sheila.d.cory

Back Install Cancel
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Uninstalling Veeam Backup Enterprise
Manager

When you uninstall Veeam Backup Enterprise Manager, only the application itself is removed. The Enterprise
Manager configuration database (the default name is VeeamBackupReporting) and all configuration data that is
stored in the database remain. This lets you install Enterprise Manager again and use the preconfigured settings.
If you are not going to reuse the Enterprise Manager configuration, you can delete the database manually.

The Enterprise Manager server is also recorded in configuration databases of added backup servers, which binds
the backup servers to the Enterprise Manager server. If you are not going to use Enterprise Manager on this or
another machine, it is recommended that you unbind the backup servers by removing them from Enterprise
Manager before you uninstall the application. For more information, see Removing Backup Servers.

To uninstall Veeam Backup Enterprise Manager:
1. From the Start menu, select Control Panel > Programs and Features.
2. Inthe programs list, right-click Veeam Backup & Replication and select Uninstall.

3. Inthe Uninstall window, make sure the check box next to Veeam Backup Enterprise Manager is selected. If
this component is co-installed with the Veeam Backup & Replication server, make sure the check box next
to Veeam Backup & Replication is cleared. Click Remove and wait for the process to complete.

Veeam Backup & Replication Setup — >

Uninstall Nnl
The components below will be removed from your system, IE N

Weeam Backup & Replication ~
Weeam Backup Enterprise Manager

Mutanix AHY Plug-In for Veeam Backup & Replication

Red Hat Vintualization Plug-In for Veeam Backup & Replication

AWS Plug-In for Yeeam Backup & Replication

Microsoft Azure Plug-In for Veeam Backup & Replication

Google Cloud Platform Plug-In for Veeam Backup & Replication

Kasten K10 Plug-In for Veeam Backup & Replication

Weeam Plug-ns for Enterprise Applications Redistributable

Weeam Agent for Microsoft Windows Redistributable
Veaam Anart far | imw Badistrib tahla

B | O N |

Click Remove to uninstall Veeam Backup & Replication components.

cu
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Migrating Veeam Backup Enterprise
Manager

You may need to migrate Veeam Backup Enterprise Manager or its configuration database, or both to another
server.

Before you migrate Enterprise Manager, you must export Enterprise Manager keysets and prepare the
credentials stored in the Enterprise Manager configuration database so you will be able to re-enter the

credentials on a new server. If you migrate the Enterprise Manager configuration database only, the credentials
and keysets will remain valid.

For more information on migration scenarios, see this Veeam KB article.
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Silent Installation, Upgrade and
Uninstallation

You can install, upgrade and uninstall Veeam Backup Enterprise Manager in the silent mode with a special XML
answer file by using the command line interface. The answer file contains all the necessary installation settings

in the proper order and their thorough description.

You can find the template answer file on the Veeam Backup & Replication installation disk in the
\Setup\Silent\AnswerFiles\EM folder. This folder contains the following templates of answer files:

e EmAnswerFile install.xml — forinstalling Veeam Backup Enterprise Manager
¢ EmAnswerFile uninstall.xml — for uninstalling Veeam Backup Enterprise Manager

e EmAnswerFile upgrade.xml — for upgrading Veeam Backup Enterprise Manager
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Installing Veeam Backup Enterprise Manager in
Silent Mode

You can install Veeam Backup Enterprise Manager in the silent mode with a special XML answer file by using the
command line interface. The answer file contains all the necessary installation settings in the proper order and
their thorough description.

Before You Begin

Before starting the installation of Veeam Backup Enterprise Manager in the silent mode, consider the following:

e The user account that you use to run the silent installation must be in the local Administrators group on
the machine where the silent installation will run. The silent installation cannot be run under the
LocalSystem and NetworkService accounts.

e If the user account that you use to run the silent installation is logged on the machine using the network
logon method, the silent installation will fail. To avoid this, use an additional
/SkipNetworkLogonErrors command line key. For example, it is required when the silent installation
is started using a remote PowerShell session.

e When configuring the answer file, remove or comment out unused [Optional] parameters. Otherwise,
the installation session will fail.

Installing Veeam Backup Enterprise Manager

To install Veeam Backup Enterprise Manager in the silent mode with, take the following steps:
1. Copythe EmAnswerFile install.xml file to your local drive.

You can find the template answer file on the Veeam Backup & Replication installation disk in the
\Setup\Silent\AnswerFiles\EM folder.

2. Configure installation parameters according to your needs. For details, see Configuration Parameters.

Check that the answer file has the correct bundle (Em) and mode (instal1l) specified in line 2:

<unattendedInstallationConfiguration bundle="Em" mode="install" version="1
.0">

3. After you make all the necessary changes in your answer file, start the installation by running the
Veeam.Silent.Install.exe file located on the Veeam Backup Enterprise Manager installation disk in
the \setup\silent folder. Use the following command line keys in your command:

D:\Setup\Silent\Veeam.Silent.Install.exe /AnswerFile E:\MyAnswerFileEMInst
all.xml /SkipNetworkLogonErrors

where:

o /AnswerFile —required key for specifying the path to your custom answer file, for example:
E:\MyAnswerFileEMInstall.xml.

83 | Veeam Backup Enterprise Manager | User Guide


https://learn.microsoft.com/en-us/windows-server/security/windows-authentication/windows-logon-scenarios#BKMK_NetworkLogon
https://learn.microsoft.com/en-us/windows-server/security/windows-authentication/windows-logon-scenarios#BKMK_NetworkLogon

o /SkipNetworkLogonErrors — optional key that allows skipping additional pre-installation
validations that do not work under the network logon, which will block the silent installation from
running.

o /LogFolder — optional key for specifying the path where the setup should save log files if it is
different from the default path. The default pathis: C: \ProgrambData\Veeam\Setup\Temp.

Configuration Parameters

The configuration file contains the following parameters:

Parameter Require | Default Value Description

d

ACCEPT_EULA Yes - Specify 1 to accept the Veeam
license agreement.

ACCEPT_LICENSING_POLICY Yes — Specify 1 to accept the Veeam
licensing policy.

ACCEPT_THIRDPARTY_LICENSES Yes - Specify 1 to accept the license
agreement for 3rd party
components that Veeam
incorporates.

ACCEPT_REQUIRED_SOFTWARE Yes - Specify 1 to accept all required
software license agreements.

VBREM_LICENSE_FILE No - Path to the license file on the
machine where you want to
install Veeam Backup Enterprise
Manager. If you do not specify
this parameter (or leave it empty
value), Veeam Backup Enterprise
Manager will be installed using
the current license file.

VBREM_LICENSE_AUTOUPDATE No 1 Specify 1 to enable automatic
license update and usage
reporting. Specify 0 if you want
to update the license manually.
For NFR and Evaluation licenses,
specify 1. For licenses without ID
information, specify 0.
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Parameter

VBREM_SERVICE_USER

VBREM_SERVICE_PASSWORD

VBREM_SQLSERVER_INSTALL

VBREM_SQLSERVER_ENGINE

VBREM_SQLSERVER_SERVER

VBREM_SQLSERVER_DATABASE

VBREM_SQLSERVER_AUTHENTICATI
ON
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Require

d

No

No

Yes

No

No

No

No

Default Value

localhost:5432

VeeamBackupReporti
ng

Description

User account under which Veeam
Backup Enterprise Manager
Service will run. If you do not
specify this parameter, the
service will run under the
LocalSystem account.

Password for the account under
which Veeam Backup Enterprise
Manager Service will run.

Specify 0 to use an existing SQL
server instance or specify 1 to
create a new SQL server instance.

Specify 0 to use PostgreSQL
engine or specify 1 to use
Microsoft SQL engine. Note that
if you want to create a new SQL
server instance, you can only
choose the PostgreSQL engine.

SQL server and instance (for
Microsoft SQL) or SQL server an
port (for PostgreSQL) where the
configuration database will be
deployed. Note that if you want
to create a new SQL instance, you
can only connect to a local host.

Configuration database name. If
you do not specify this
parameter, the default
VeeamBackupReporting name
is used.

Authentication mode to connect
to the SQL Server where the
Veeam Backup & Replication
configuration database is
deployed. Specify 1 to use the
SQL Server authentication mode
or specify 0 to use the Microsoft
Windows authentication mode.



Parameter Require | Default Value Description
d

VBREM_SQLSERVER_USERNAME No - LoginID to connect to the SQL
Server in the SQL Server
authentication mode.

VBREM_SQLSERVER_PASSWORD No - Password to connect to the SQL
Server in the SQL Server
authentication mode. The

parameter is required if
VBREM SQLSERVER USERNAME

is specified.

VBRC_SERVICE_PORT No 9393 TCP port to be used by the
Veeam Guest Catalog Service. If
you do not specify this
parameter, the default 9393 port
is used.

VBREM_SERVICE_PORT No 9394 TCP port to be used by the
Veeam Backup Service. If you do
not specify this parameter, the
default 9394 port is used. If the
specified port number is already
occupied, the setup will assign
the next available port number to
the component.

VBREM_TCPPORT No 9080 TCP port be used by the Veeam
Backup Enterprise Manager
website. If you do not specify this
parameter, the default 9080 port
is used.

VBREM_SSLPORT No 9443 SSL port be used by the Veeam
Backup Enterprise Manager
website. If you do not specify this
parameter, the default 9443 port
is used.

VBREM_RESTSERVICE_PORT No 9399 TCP port used for communication
with Veeam Backup Enterprise
Manager REST API Service. If you
do not specify this parameter, the
default 9399 port is used.
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Parameter Require | Default Value Description
d

VBREM_RESTAPISVC_SSLPORT No 9398 SSL port used for Veeam Backup
Enterprise Manager REST API
Service. If you do not specify this
parameter, the default 9398 port
is used.

VBCP_SSLPORT No 6443 SSL port used for Veeam Cloud
Connect Portal website. If you do
not specify this parameter, the
default 6443 port is used.

VBREM_THUMBPRINT No — Certificate to be used by Veeam
Backup Enterprise Manager
Service and Veeam Backup
Enterprise Manager REST API
Service. If you do not specify this
parameter, a new certificate will
be generated by openssl.exe

INSTALLDIR No C:\Program Path to the directory where
Files\Veeam\Backup Veeam Backup Enterprise
and Replication Manager will be installed. If you
do not specify this parameter, the
default
$ProgramFiles%\Veeam\Back
up and Replication

installation path is used.

VM_CATALOGPATH No C:\VBRCatalog Path to the catalog folder where
index files will be stored. If you
do not specify this parameter, a
path is selected based on the free
space across all available disks.

VBREM_CHECK_UPDATES No 1 Specify 1 to automatically check
for new product versions and
updates. Specify 0 if you do not
want Veeam Backup Enterprise
Manager to check for updates
automatically.

VBCP_INSTALL No 0 Specify 1 if you want to install
Veeam Cloud Connect Portal.
Specify 0 if you do not want to
install the portal.
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Parameter Require | Default Value Description

d
VBREM_CONFIG_SCHANNEL No 1 Specify 1 if you want to use the
TLS 1.2 protocol for secure
communication with the Veeam
Backup Enterprise Manager
website.
REBOOT_IF_REQUIRED No 0 Specify 1 if you want to reboot

the machine where you install
Veeam Backup Enterprise
Manager after the installation
finishes. Specify 0 if you do not
want to reboot the machine.

Note that you must specify 7in ACCEPT EULA, ACCEPT LICENSING POLICY,
ACCEPT THIRDPARTY LICENSES and ACCEPT REQUIRED SOFTWARE parameters to proceed with the
installation.

Installation Result Codes

The installation result is written into the installation log file located at your selected log folder. It may show one
of the following result codes:

Result Result

Code

0 success

1603 install failure
3010 reboot required
30M logoff required
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Installation Error Codes

The installation error codes accompanied by their detailed description are displayed in the command line dialog.
They can also be found in the UnattendedInstallationResult $DATE% %TIMES.xml filein the log folder
(by default, c: \ProgramData\Veeam\Setup\Temp). The error message may show one of the following error

codes:

Error
Code

1

12

13

14

101

102

103

104

105

106

107

108

109

Description

Installation has been completed successfully.

Product is already installed.

Uninstallation has been completed successfully.

Unable to start the setup program, because machine's reboot is pending.

Reboot is required to finalize prerequisites installation.

Reboot is required to finalize the product installation.

Logoff is required to finalize the product installation.

Failed to start the installer.

Invalid answer file provided.

Invalid launch conditions.

Failed to initialize setup properties.

Failed to validate setup properties.

System configuration check detected some issues.

Failed to install prerequisites.

Failed to install a database server.

Failed to install the product.
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Error Description

Code

110 Failed to update the product.

m Failed to change a service status.
112 Failed to uninstall the product.
113 Unexpected error occurred.
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Upgrading Veeam Backup Enterprise Manager in
Silent Mode

You can upgrade Veeam Backup Enterprise Manager in the silent mode with a special XML answer file by using
the command line interface. The answer file contains all the necessary upgrade settings in the proper order and
their thorough description.

Before You Begin

Before starting the upgrade of Veeam Backup Enterprise Manager in the silent mode, consider the following:

e The user account that you use to run the silent upgrade must be in the local Administrators group on the
machine where the silent upgrade will run. The silent upgrade cannot be run under the LocalSystem and
NetworkService accounts.

e If the user account that you use to run the silent upgrade is logged on the machine using the network
logon method, the silent installation will fail. To avoid this, use an additional
/SkipNetworkLogonErrors command line key. For example, it is required when the silent installation
is started using a remote PowerShell session.

e When configuring the answer file, remove or comment out unused [Optional] parameters. Otherwise,
the upgrade session will fail.

Upgrading Veeam Backup Enterprise Manager

To upgrade Veeam Backup Enterprise Manager in the silent mode, take the following steps:
1. Copy the EmAnswerFile upgrade.xml file to your local drive.

You can find the template answer file on the Veeam Backup & Replication installation disk in the
\Setup\Silent\AnswerFiles\EM folder.

2. Configure installation parameters according to your needs. For details, see Configuration Parameters.

Check that the answer file has the correct bundle (Em) and mode (upgrade) specified in line 2:

<unattendedInstallationConfiguration bundle="Em" mode="upgrade" version="1
.0">

3. After you make all the necessary changes in your answer file, start the upgrade by running the
Veeam.Silent.Install.exe file located on the Veeam Backup Enterprise Manager installation disk in
the \Setup\Silent folder. Use the following command line keys in your command:

D:\Setup\Silent\Veeam.Silent.Install.exe /AnswerFile E:\MyAnswerFileEMUpgr
ade.xml /SkipNetworkLogonErrors

where:

o /AnswerFile — required key for specifying the path to your custom answer file, for example:
E:\MyAnswerFileEMUpgrade.xml.
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o /SkipNetworkLogonErrors — optional key that allows skipping additional pre-installation
validations that do not work under the network logon, which will block the silent installation from
running.

o /LogFolder — optional key for specifying the path where the setup should save log files if it is
different from the default path. The default pathis: C: \ProgrambData\Veeam\Setup\Temp.

Configuration Parameters

The configuration file contains the following parameters:

ACCEPT_EULA Yes — Specify 1 to accept the Veeam license
agreement.

ACCEPT_LICENSING_POLICY Yes - Specify 1 to accept the Veeam licensing
policy.

ACCEPT_THIRDPARTY_LICENSES Yes — Specify 1 to accept the license agreement for
3rd party components that Veeam
incorporates.

ACCEPT_REQUIRED_SOFTWARE Yes — Specify 1 to accept all required software

license agreements.

VBREM_LICENSE_FILE No - Path to the license file on the machine where
you want to upgrade Veeam Backup
Enterprise Manager. If you do not specify
this parameter (or leave it empty value),
Veeam Backup Enterprise Manager will be
upgraded using the current license file.

VBREM_LICENSE_AUTOUPDATE No 1 Specify 1 to enable automatic license update
and usage reporting. Specify 0 if you want to
update the license manually. For NFR and
Evaluation licenses, specify 1. For licenses
without ID information, specify 0.

VBREM_SERVICE_PASSWORD No — Password for the account under which
Veeam Backup Enterprise Manager Service
will run.

VBREM_SQLSERVER_PASSWORD No - Password to connect to the SQL Server in the

SQL Server authentication mode.
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REBOOT_IF_REQUIRED No Specify 1 if you want to reboot the machine
where you install Veeam Backup Enterprise
Manager after the installation finishes.
Specify 0 if you do not want to reboot the
machine.

Note that you must specify 7in ACCEPT EULA, ACCEPT LICENSING POLICY,
ACCEPT THIRDPARTY LICENSES and ACCEPT REQUIRED SOFTWARE parameters to proceed with the
installation.

Upgrade Result Codes

The installation result is written into the installation log file located at your selected log folder. It may show one
of the following result codes:

Result Result

Code

0 success

1603 install failure
3010 reboot required
301 logoff required

Upgrade Error Codes

The installation error codes accompanied by their detailed description are displayed in the command line dialog.
They can also be found in the UnattendedInstallationResult $DATE% %TIMES.xml file in the log folder
(by default, c: \ProgramData\Veeam\Setup\Temp). The error message may show one of the following error

codes:

Error Description

Code

0 Installation has been completed successfully.

1 Product is already installed.

2 Uninstallation has been completed successfully.
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Error Description

Code

1 Unable to start the setup program, because machine's reboot is pending.
12 Reboot is required to finalize prerequisites installation.
13 Reboot is required to finalize the product installation.
14 Logoff is required to finalize the product installation.
101 Failed to start the installer.

102 Invalid answer file provided.

103 Invalid launch conditions.

104 Failed to initialize setup properties.

105 Failed to validate setup properties.

106 System configuration check detected some issues.

107 Failed to install prerequisites.

108 Failed to install a database server.

109 Failed to install the product.

110 Failed to update the product.

m Failed to change a service status.

112 Failed to uninstall the product.

113 Unexpected error occurred.
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Uninstalling Veeam Backup Enterprise Manager
in Silent Mode

You can uninstall Veeam Backup Enterprise Manager in the silent mode with a special XML answer file by using
the command line interface. The answer file contains all the necessary uninstallation settings in the proper order
and their thorough description.

Before You Begin

Before starting the uninstallation of Veeam Backup Enterprise Manager in the silent mode, consider the
following:

e The user account that you use to run the silent uninstallation must be in the local Administrators group on
the machine where the silent uninstallation will run. The silent uninstallation cannot be run under the
LocalSystem and NetworkService accounts.

e If the user account that you use to run the silent uninstallation is logged on the machine using the
network logon method, the silent uninstallation will fail. To avoid this, use an additional
/SkipNetworkLogonErrors command line key. For example, it is required when the silent
uninstallation is started using a remote PowerShell session.

e When configuring the answer file, remove or comment out unused [Optional] parameters. Otherwise,
the uninstallation session will fail.

Uninstalling Veeam Backup Enterprise Manager

To uninstall Veeam Backup Enterprise Manager in the silent mode with the answer file, take the following steps:

1. Copythe EmAnswerFile uninstall.xml file to your local drive.

You can find the template answer file on the Veeam Backup & Replication installation disk in the
\Setup\Silent\AnswerFiles\EM folder.

2. Configure uninstallation parameters according to your needs. For details, see Configuration Parameters.

Check that the answer file has the correct bundle (Em) and mode (uninstal1l) specified in line 2:

<unattendedInstallationConfiguration bundle="Em" mode="uninstall" version=
"l.oll>

3. After you make all the necessary changes in your answer file, start the uninstallation by running the
Veeam.Silent.Install.exe file located on the Veeam Backup Enterprise Manager installation disk in
the \setup\silent folder. Use the following command line keys in your command:

D:\Setup\Silent\Veeam.Silent.Install.exe /AnswerFile E:\MyAnswerFileEMInin
stall.xml /SkipNetworkLogonErrors

where:

o /AnswerFile — required key for specifying the path to your custom answer file, for example:
E:\MyAnswerFileEMUninstall.xml.
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o /SkipNetworkLogonErrors — optional key that allows skipping additional pre-installation
validations that do not work under the network logon, which will block the silent installation from
running.

o /LogFolder — optional key for specifying the path where the setup should save log files if it is
different from the default path. The default pathis: C: \ProgrambData\Veeam\Setup\Temp.

Configuration Parameters

The configuration file contains the following parameters:

REBOOT_IF_REQUIRED No Specify 1 if you want to reboot the machine where
you uninstall Veeam Backup & Replication after the
uninstallation finishes. Specify 0 if you do not want
to reboot the machine.

Uninstallation Result Codes

The installation result is written into the installation log file located at your selected log folder. It may show one
of the following result codes:

Result Result

Code

0 success

1603 install failure
3010 reboot required
301 logoff required
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Uninstallation Error Codes

The installation error codes accompanied by their detailed description are displayed in the command line dialog.
They can also be found in the UnattendedInstallationResult $DATE% %TIMES.xml filein the log folder
(by default, c: \ProgramData\Veeam\Setup\Temp). The error message may show one of the following error

codes:

Error Description

Code

1 Product is already installed.

2 Uninstallation has been completed successfully.

1 Unable to start the setup program, because machine's reboot is pending.
101 Failed to start the installer.

102 Invalid answer file provided.

103 Invalid launch conditions.

112 Failed to uninstall the product.

113 Unexpected error occurred.
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Getting to Know Veeam Backup
Enterprise Manager

This section describes Veeam Backup Enterprise Manager Ul and basic concepts.
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Accessing Enterprise Manager Website

When you access Veeam Backup Enterprise Manager for the first time, you must log in as a user with
administrative rights. To do that, enter credentials of a user account with local administrative rights or a user
account that was used to install Enterprise Manager. Later you can add other account in Enterprise Manager. For
more information, see Managing Accounts and Roles.

To access the Veeam Backup Enterprise Manager website:

1. Double-click the Veeam Backup Enterprise Manager icon on the desktop or select Programs > Veeam >
Veeam Backup Enterprise Manager from the Start menu.

Alternatively, open your web browser and enter the following URL in the address bar:

https://<hostname>:9443

For example:
https://vbr-em: 9443

2. From the language drop-down list, select a display language.
For more information, see Managing Languages.
3. Login using your credentials:
o To login with Enterprise Manager credentials:

i. Inthe Username and Password fields, specify your Enterprise Manager credentials. Provide the
user account name in the DOMAIN|Username format.

ii. To save the entered credentials for future access, select the Remain signed in option.
iii. Click Sign in.
o To log in with single sign-on, click Use Single Sign-On (SS0). Enterprise Manager will redirect you to
the login webpage of the single sign-on service. Complete the sign-in procedure on the login page. If

the account is already authenticated in the single sign-on service, you will immediately access the
Enterprise Manager website.

NOTE

The Use Single Sign-0On (SSO) option is available if SAML authentication is configured for Veeam
Backup Enterprise Manager. For more information, see Configuring SAML Authentication
Settings.

When you log in under a user account which is not assigned a role for Enterprise Manager, you are automatically
redirected to the Veeam Self-Service File Restore Portal. On this portal, you can browse and restore only
machines on which your user account has local administrative rights. For more information on configuring
Enterprise Manager security roles, see Managing Accounts and Roles.
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NOTE

Veeam Self-Service File Restore Portal is available in the Enterprise Plus edition of Veeam Backup &
Replication.

If you cannot access web Ul over HTTPS, this can be due to several reasons. For more information, see this
Veeam KB article.

After you finish working with the Enterprise Manager website, or if you need to switch the user account, click
the user name in the top right corner of the main window and then click Sign Out.
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Veeam Backup Enterprise Manager Ul

The user interface of Veeam Backup Enterprise Manager consists of two views.

e The Home view allows you to view on-going statistics on added backup servers, manage jobs and CDP
policies, and perform recovery operations.

e The Configuration view allows you to add backup servers to Enterprise Manager, modify Enterprise
Manager settings, and configure self-service restore portals.

TIP

To open online help, click the question mark at the top-right of the window. You will be redirected to the
section of the user guide that explains the features and options available on the open tab.

Home View

After you log in to Veeam Backup Enterprise Manager, the Home view opens. In the Home view, you can
navigate through tabsto perform management and restore operations. A user can navigate only the tabs they
are authorized to view in accordance with their security role. For more information on the Enterprise Manager
roles and operations allowed to them, see Managing Accounts and Roles.

Below is the list of operations that you can perform in the Home view of the Veeam Backup Enterprise Manager
Ul:

e View on-going statistics for your backup infrastructure using the Dashboard tab. For more information,
see Viewing Operation Statistics.

e View detailed information about backup servers managed by Enterprise Manager using the Reports tab.
For more information, see Reports on Backup Servers.

e Manage jobs on all managed backup servers using the Jobs tab. For more information, see Managing Jobs.

e Manage CDP policies on all managed backup servers using the Policies tab. For more information, see
Managing CDP Policies.

e Browse for file share backups, search for file shares, delete file shares and perform tile-level restore from
file share backups using the Unstructured Data tab. For more information, see Working with Unstructured
Data.

e Browse for machine backups, search for machines, delete machines and perform failover and replication
operations with managed virtual or physical machines using the Machines tab. For more information, see
Working with Machines.

e Browse the guest OS file system in a machine backup, search for guest OS files and restore necessary files
using the Files tab. For more information, see Guest OS File Restore.

e Perform item-level recovery from application-aware backups created by Veeam Backup & Replication
using the Items tab. For more information, see Application Item Restore.
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e Approve submitted virtual lab requests, reject them or prolong the time for which a requested virtual lab
should be up using the Requests tab. For more information, see Working with Virtual Lab Requests.
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Configuration View

If you logged in with an administrative account, on the Home view you can click Configuration to open the
Configuration view.

The tabbed pane, located on the left of the window, allows you to navigate to the configuration settings you
need — for example, notifications, security roles, and others. The working area is located on the right; it allows
you to view data, perform the necessary operations or manage the settings you need.

Below is the list of operations that you can perform in the Configuration view of the Veeam Backup Enterprise
Manager Ul:

e Add, edit or remove Veeam Backup servers using the Backup Servers tab. For more information, see
Managing Backup Servers.

e Work with vCenter Servers managed by Enterprise Manager using the vCenter Servers tab. For more
information, see Viewing vCenter Servers.

e Manage VMware Cloud Director organizations and vSphere tenant accounts using the Self-Service tab. For
more information, see Veeam Self-Service Backup Portal for Cloud Director and vSphere Self-Service
Backup Portal.

e View and manage data collection job sessions using the Sessions tab. For more information, see Collecting
Data from Backup Servers.

e Configure Enterprise Manager security roles using the Roles tab. For more information, see Managing
Accounts and Roles.

e Configure Enterprise Manager settings using the Settings tab. For more information, see Managing
Encryption Keys, Configuring SAML Authentication Settings, Customizing Dashboard Chart and
Configuring Retention Settings for Index and History.
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e Manage licenses and view detailed reports on license consumption using the Licensing tab. For more
information, see Licensing.

e Set email notifications using the Notifications tab. For more information, see Configuring Notification
Settings.

e View product versions, URLs and log paths using the About tab. For more information, see Viewing
Information About Enterprise Manager.
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How Veeam Backup Enterprise Manager
Works

Veeam Backup Enterprise Manager aggregates data from multiple Veeam backup servers, as well as from the
underlying VMware vCenter Servers.

1. Veeam Backup Enterprise Manager retrieves data from the managed Veeam backup servers using a data
collection job. This job gets information about the backup and replication jobs, processed machines, and
other data from the configuration databases used by Veeam backup servers.

2. Collected data is stored to the Veeam Backup Enterprise Manager database (hosted on PostgreSQL or
Microsoft SQL Server) and can be accessed by multiple users from the web interface. This web interface
also allows for modifying job settings, license management, installing Veeam plug-in on vCenter Server,
and other tasks.

3. When a user modifies a backup job using Veeam Backup Enterprise Manager, these changes are
communicated to the backup server that manages the job and stored in its configuration database.
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If you have a Veeam Agent integrated with Veeam Backup & Replication, you can use Veeam Backup Enterprise
Manager to browse and restore guest OS files and application items from a backup stored in a Veeam backup
repository. These processes involve appropriate backup job setup, as well as mount and data transfer
operations. For more information, see Support for Veeam Agents.
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Enterprise Manager Components

Veeam Backup Enterprise Manager incorporates the following services and components:

e Veeam Backup Enterprise Manager Service coordinates all operations performed by Veeam Backup
Enterprise Manager such as backup, replication, recovery verification and restore tasks. The Veeam Backup
Enterprise Manager Service runs under the Local System account or an account that has the Local
Administrator permissions on the backup server. This service is installed and started automatically on the
local Windows server.

e VeeamBackup and VeeamBackup site (IS extension) application pools are created and displayed in IIS
Manager. These web applications are deployed on the local IIS web server.

e Web interfaces used to access Veeam Backup Enterprise Manager from different infrastructures:

o Main web interface is used to browse and perform operations with jobs, backups and machines, to
configure Enterprise Manager functionality and control infrastructure. For more information, see
Getting to Know Veeam Backup Enterprise Manager.

o Veeam Self-Service File Restore Portal that allows administrators to restore files or folders from the
guest OS of a virtual or physical machine. For more information, see Using Self-Service Portal to
Restore Machine Guest Files.

o Veeam Self-Service Backup Portal and Veeam Plug-in for VMware Cloud Director that provide
members of VMware Cloud Director organizations with a Ul for self-service operations on machine
protection. For more information, see Veeam Self-Service Backup Portal for Cloud Director.

o VMware vSphere Self-Service Backup Portal that provides Service Providers with a Ul for managing
access permissions and vSphere quotas for their customers. For more information, see vSphere Self-
Service Backup Portal.

NOTE

Veeam Self-Service File Restore Portal, Veeam Self-Service Backup Portal, Veeam Plug-in for
VMware Cloud Director and VMware vSphere Self-Service Backup Portal features are available in the
Enterprise Plus edition of Veeam Backup & Replication.

e Microsoft SQL Server database or PostgreSQL database is used to store configuration and performance
data. For more information, see Deployment.

e Veeam Backup Catalog is used for guest OS file indexing, index data retention and its synchronization with
the information on backup servers. It comprises a Windows service named Veeam Guest Catalog also
installed on the Veeam Backup Enterprise Manager server. For more information, see Veeam Backup
Catalog.

e Veeam Backup Search is an optional component used for guest OS file indexing of protected machines.
This component is included in the installation package to provide backward compatibility with older
existing deployments. For a new deployment, there is no need to install Veeam Backup Search since all
operations related to guest OS file indexing and search will be performed by Veeam proprietary built-in
indexing engine. For more information, see Veeam Backup Search Capabilities.

e Veeam Cloud Connect Portal is an optional component that comprises the Veeam Cloud Connect Portal
website (11S extension) and UL. It is intended for the tenants of Service Providers. For more information,
see the Veeam Cloud Connect Guide.
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e Veeam Backup Enterprise Manager REST API lets developers communicate with Veeam Backup Enterprise
Manager to query information about Veeam Backup Enterprise Manager objects and perform basic
operations with them using HTTP and HTTPS protocols and the principles of REST. For more information,
see the Veeam Backup Enterprise Manager REST API Reference.

e Veeam Plug-in for VMware vSphere Client allows vSphere administrators to manage backup infrastructure
of the virtual environment. For more information, see Veeam Plug-in for VMware vSphere Client.
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Veeam Backup Catalog

Veeam Backup Catalog is a feature that stands for VM guest OS file indexing. Veeam Backup Catalog comprises
Veeam Guest Catalog services that run on a backup server and Enterprise Manager server.

e Veeam Guest Catalog service on backup server works as a local catalog service. It collects index data for
backup jobs on this specific backup server and stores this data locally in the Veeam Backup Catalog folder.

e Veeam Guest Catalog service on the Enterprise Manager server works as a federal catalog service. It
communicates with Veeam Guest Catalog services on backup servers connected to Enterprise Manager and
performs the following tasks:

o Replicates index data from Veeam backup servers to create a federal catalog
o Maintains index data retention
o Lets you search backups for guest OS files

NOTE

If Veeam Backup & Replication and Veeam Backup Enterprise Manager are installed on the same machine,
Veeam Backup Catalog works as a federal catalog service. This makes it impossible to replicate index data
from this catalog to another Enterprise Manager. If you want to connect the backup server to another
Enterprise Manager, uninstall Enterprise Manager from the current machine first.
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Veeam Backup Search Capabilities

Veeam Backup Enterprise Manager allows you to browse the guest OS file system in a machine backup, search
for guest OS files and restore necessary files. These operations are also supported for the backups of physical
machines created by Veeam Agents (Server edition is needed). For more information on Veeam Agents, see
Support for Veeam Agents.

NOTE

While browsing and search possibilities are available to all Veeam Backup Enterprise Manager users, file
restore operations can be performed by authorized users only.

Guest OS Files Indexing

By default, Veeam uses its proprietary file indexing mechanism to index machine guest OS files and facilitate
search for files in backups with Veeam Backup Enterprise Manager. For more information on how to enable
guest OS file system indexing in the backup job settings, see the Application-Aware Processing section of the
Veeam Backup & Replication User Guide.

1. When a backup job with guest OS files indexing enabled is run, Veeam Backup & Replication creates a
catalog (or index) of the machine guest OS files and stores index files on the Veeam backup server.

2. After that, the Veeam Guest Catalog Service performs index replication — it aggregates index data for all
machine image backups from managed backup servers. This consolidated index is stored on the Veeam
Backup Enterprise Manager server in the C: \VBRCatalog\Index\ folder and is used for search queries.

3. Then you can browse or search through machine guest OS files using the search criteria you need. Once
you find a necessary file, you can use the File-Level Restore feature to recover the file from the machine
backup. For more information, see How Indexing Works.

Importing Indexed Guest OS Files

When you move machine backups to an external storage device or tape, indexing data for such machines
remains in the catalog. It means that these machines still appear in search results. You can use the Import
feature to import the backup to the Veeam Backup & Replication backup server, and then recover the file.

However, consider that by default, backup repository is the primary destination for the search. This means, in
particular, that if a backup (with indexed guest) is stored in both locations — repository and tape — then
Enterprise Manager search results will only include files from the backup stored on the repository. Files from
tape-archived backup will appear in search results only if not found on the repository. For more information, see
Configuring Retention Settings.

NOTE

This capability is supported in the Enterprise and Enterprise Plus editions of Veeam Backup & Replication.

Searching for Physical Server Guest OS Files

If your Veeam Backup & Replication server is integrated with Veeam Agent, you can set up the integrated Veeam
Agent to create an index (catalog) of files and folders on the physical machine OS. This allows you to search for
backed-up files and perform 1-Click restore of server files in Veeam Backup Enterprise Manager; all operations
are similar to those performed for virtual machine backup.
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For more information, see the following sections:

Guest File Browsing and 1-Click Restore section of this guide

Guest Processing section of the Veeam Agent for Windows User Guide

File System Indexing section of the Veeam Agent for Linux User Guide

File System Indexing section of the Veeam Agent for Oracle Solaris User Guide

File System Indexing section of the Veeam Agent for IBM AIX User Guide
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File-Level Restore Capabilities

When you restore files from the restore point created for a virtual or physical machine with guest OS file
indexing enabled, Veeam uses the following workflow:

1.
2.

To provide for browsing and search, Veeam uses index data to represent the file system of the guest OS.

If you then select to download the necessary files, Veeam Backup & Replication will mount virtual or
physical machine disks (from the restore point in repository) on the Veeam backup server and then copy
these files from the backup server to the target location.

If you select to restore files to the original location, an additional mount point will be created on the
mount server associated with the backup repository storing the backup file. During restore, machine data
will flow from repository to target, keeping the machine traffic in one site and reducing load on the
network.

After you download or restore the necessary files, and finish the restore session, the machine (or server)
disks will be unmounted.

When you restore files from the restore point that was created without guest OS file indexing, Veeam Backup &
Replication uses the following workflow:

1.

To provide for browsing, disks of the virtual machine or physical server from the backup file are mounted
to Veeam backup server.

If you then select to download the necessary files, Veeam will copy these files from the backup server to
the destination location, using this mount point.

If you select to restore files from the backup to the original location on the production machine, an
additional mount point will be created on the mount server associated with the backup repository storing
the backup file.

If you restore machine files from a VM replica, a single mount point for all these operations (browsing,
download, restore to original location) will be created on the Veeam backup server.

After you download or restore the necessary files, and finish the restore session, the machine (or server)
disks will be unmounted.
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How Indexing Works

When you run a backup job with the file indexing option enabled, Veeam Backup & Replication indexes the
machine file system, collects indexing data and writes it to the GuestindexData.zipfile. The GuestindexData.zip
file is first stored in a temporary folder on the Veeam backup server.

As soon as the backup job completes, Veeam Backup & Replication notifies the local Veeam Backup Catalog
service. The service saves indexing data in the Veeam Backup Catalog folder on the Veeam backup server.
During the next catalog replication session started on Veeam Backup Enterprise Manager, indexing data from
the Veeam backup server is replicated to the Veeam Backup Catalog on Veeam Backup Enterprise Manager
server. By federating indexing data from all connected Veeam backup servers, the Veeam Backup Catalog
service on Veeam Backup Enterprise Manager creates a global catalog for the whole backup infrastructure.

Veeam Backup & Replication supports file-level restore not only for machines included in guest catalog but also
for the machines that are not indexed. Indexing may be disabled at the time of restore point creation, or
indexing operation may fail. In this case, the restore point of a Windows machine is mounted to the backup
server that manages the job, and the restore point of a non-Windows machine is mounted to a helper host or
helper appliance.

Then a user will be able to locate the necessary files and folders and perform restore operation. To learn more
about mount operation, refer to the Veeam Backup & Replication User Guide and to the Search and Restore of
Machine Guest Files section of this guide.
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Indexing Data

Veeam Backup & Replication stores indexing data in the Veeam Backup Catalog folder. By default, the Veeam
Backup Catalog is located in the C: \VBRCatalog folder on the Veeam backup server and on Veeam Backup
Enterprise Manager.

Veeam Backup Catalog comprises the following data:
e Machine index

e Session index

Machine Index

Machine index reproduces the structure of files and folders on the machine guest OS.
Veeam Backup & Replication uses the file index to search for guest OS files within machine backups.

For every machine whose file system has been indexed, there is a dedicated folder that contains indexing data
for all restore points available for the machine.

I = | filesn03 - o X
Home Share View v o
“ v 4 » ThisPC » Local Disk (C:) » VBRCatalog » Index » Machines » filesn3 v O Search filesrv03 »
~
MName Date modified Type Size
> 3k Quick access
2021_0204.2147.cba58c27bb65471385d2200d42c1413b  2/4/2021 3:35 PM File folder
> O This PC 2021_0207.0502.84cfee6723134d19a01ed0925¢a53671  2/6/2021 230PM  File folder
N I_j Network 2021_0208.0502.7cf21452036442a3a84127a85591d6fd7 021 9:32 PM File folder
2021_0211.0501.ebba5c3eeelf4994a62c06e85eb10fec 2/10/2021 9:37 PM File folder
2021_0214.0501.dc85d34e30c84a3 1bab98353c6072a43  2/13/2021 9:23 PM File folder
2021_0215.0502.253f37a5fcd048e3be5997b415a6070e  2/14/2021 9:28 PM File folder
6 items f==| =1

112 | Veeam Backup Enterprise Manager | User Guide



Session Index

Veeam Backup Catalog keeps information for every backup job session. Session indexing data describes which
machine restore points correspond with a specific backup job session and what sets of files are required to
restore a machine to a specific point in time.

Session indexing files vary for incremental and reverse incremental backup chains:

e Forincremental backup chains, a session indexing file contains information about only one restore point —
the restore point that is created with this backup job session. Additionally, it contains information about a
set of files that is required to restore a machine to this point in time. For example, if a backup chain
contains 5 restore points, the 5th session indexing file will contain information about the 5th restore point
and a group of 5 files that are required to restore the machine to this point in time.

BackupServer=BACKUPO1

JobName=srv04

SessionDateUtc=05/13/2014 08:05:57.081

S o

# OIBS

01b0.VmName=srv04

0ib0.BackupTimeUtc=05/13/2014 08:02:04.988
01b0.01ibUID=£81£790c-103e-4351-81lad-e4ec8a8c290c
oib0.Platform=EVmware

0ib0.Group=grp0
diitisisdsdgsdsssssdsssatatatasdadaasd AR AR EEEEEE

# BACKUP FILE GROUPS

grp0.£file0.Server=BACKUPO1
grp0.file0.Path=c:\backup\srv04\srv042014-05-13T010101.vib
grp0.file0.ModifyDateUtc=05/13/2014 08:04:10.293
grp0.filel.Server=BACKUPO1
grp0.filel.Path=c:\backup\srv04\srv042014-05-13T004536.vib
grp0.filel.ModifyDateUtc=05/13/2014 07:47:52.077
grp0.file2.Server=BACKUPO1
grp0.file2.Path=c:\backup\srv04\srv042014-05-13T000053.vib
grp0.file2.ModifyDateUtc=05/13/2014 07:04:24.38
grp0.file3.Server=BACKUPO1
grp0.file3.Path=c:\backup\srv04\srv042014-05-12T230102.vib
grp0.file3.ModifyDateUtc=05/13/2014 06:04:25.003
grp0.filed.Server=BACKUPO1
grp0.filed.Path=c:\backup\srv04\srv042014-05-12T220051.vib
grp0.filed .ModifyDateUtc=05/13/2014 05:03:53.817
grp0.fileb.Server=BACKUPO1
grp0.file5.Path=c:\backup\srv04\srv042014-05-12T210105.vbk
grp0.file5.ModifyDateUtc=05/13/2014 04:07:55.047
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e Forreverse incremental backup chains, a session indexing file contains information about all restore points
engaged in the backup job session. In a reverse incremental chain, the last restore point is always a full
backup. To produce a full backup and calculate incremental changes, Veeam Backup & Replication needs
to address all points in the job. For this reason, the session indexing file refers not only to the restore
point created with the backup job session, but also to all restore points preceding it. Additionally, a
session indexing file describes groups of files that are required to restore a machine to all possible restore
points. For every restore point, there is a separate group of files.

For example, if you have a reverse incremental chain of 3 restore points, the session indexing file for the
last backup job session will contain information about 3 restore points and will describe three groups of
files:

o Group O will list restore points that are required to restore the machine to the 1st, the earliest restore
point.

o Group 1 will list restore points that are required to restore the machine to the 2nd restore point.
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o Group 2 will list restore points that are required to restore the machine to the 3rd, the latest restore
point.

BackupServer=SRV02

JobName=srv0l reversed

SessionDateUtc=05/14/2014 11:20:18.952

S i o

# OIBS

01b0.VmName=srv0l

0ib0.BackupTimeUtc=05/14/2014 10:56:55.993
01ib0.01bUID=47c62e82-3066-478c-8272-1fb65a47d601

oib0.Platform=EVmware

0ib0.Group=grpl

0ibl.VmName=srv0l

0ibl.BackupTimeUtc=05/14/2014 11:02:20.15
01b1.01ibUID=d39f4a3c-2b5b-415a-ae0d-e%acc49£63a0

oibl.Platform=EVmware

oibl.Group=grp2

01b2.VmName=srv0l

0ib2.BackupTimeUtc=05/14/2014 11:16:52.779
01b2.01ibUID=1£f3c31bf-9541-46ac-9826-62ecfd76a291

oib2.Platform=EVmware

0ib2.Group=grp3

FHAEHFE AR

# BACKUP FILE GROUPS

grp0.file0.Server=BACKUP
grp0.filel0.Path=c:\backup\srv0l reversed\srv0l reversed2014-05-14T035606.vrb
grp0.file0.ModifyDateUtc=05/14/2014 10:56:55.993

grp0.filel.Server=BACKUP
grp0.filel.Path=c:\backup\srv0l reversed\srv0l reversed2014-05-14T040137.vrb
grp0.filel.ModifyDateUtc=05/14/2014 11:18:14.43

grp0.file2.Server=BACKUP
grp0.file2.Path=c:\backup\srv0l reversed\srv0l reversed2014-05-14T041612.vbk
grp0.file2.ModifyDateUtc=05/14/2014 11:18:45.973

grpl.file0.Server=BACKUP
grpl.file0.Path=c:\backup\srv0l reversed\srv0l reversed2014-05-14T040137.vrb
grpl.file0.ModifyDateUtc=05/14/2014 11:18:14.43

grpl.filel.Server=BACKUP
grpl.filel.Path=c:\backup\srv0l reversed\srv0l reversed2014-05-14T041612.vbk
grpl.filel.ModifyDateUtc=05/14/2014 11:18:45.973

grp2.file0.Server=BACKUP
grp2.filel0.Path=c:\backup\srv0l reversed\srv0l reversed2014-05-14T041612.vbk
grp2.file0.ModifyDateUtc=05/14/2014 11:18:45.973

BSessionVersion=5

A full backup file "moves forward" with every new backup job run, and Veeam Backup & Replication updates
groups of files. This helps maintain valid groups of files required to restore a machine to a necessary point in
time.

The session indexing files maintain groups of files for all restore points that have ever existed in the backup
chain. This behavior lets you search and restore machine guest OS files in archived backups.
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When a backup is archived to tape or to a secondary backup repository, you can still browse the machine file
system to this point in time using historical indexing data. Once you find a necessary file, Veeam Backup

Enterprise Manager uses the session indexing file to inform you what group of files is required to restore the
machine to the selected point in time.

Outdated Current
restore points restore points

Rest ints

Groups of files M

Current and Historical Indexing Data

Indexing data structures in Veeam Backup Catalog are divided into two groups:

e Current indexing data stores information for valid restore points that are currently available in the backup
chain in the backup repository. For example, if the retention policy for a backup job is set to 14, Veeam
Backup Catalog will contain indexing data for 14 restore points and 14 backup job sessions.

e Historical indexing data stores information for obsolete restore points: the points that were removed from
the backup chain. When you run a backup job to create a new restore point, the earliest restore point is
marked as obsolete and removed from the backup chain. Indexing data for this restore point in the Veeam
Backup Catalog is not removed. Instead, it is marked as historical.

Historical indexing data helps the user accomplish file search in backup files that were archived to tape or
to a secondary backup repository.
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By default, Veeam Backup Enterprise Manager keeps historical indexing data for 3 months. To change this value,
navigate to the Configuration > Settings > Session History > Guest file system catalog section in Veeam Backup
Enterprise Manager.
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Indexing Data Retention

The retention policy for Veeam Backup Catalog helps you maintain the necessary amount of indexing data on
the Veeam Backup Enterprise Manager server.

The retention policy for Veeam Backup Catalog is controlled by two values:

e Retention policy for a backup job on the Veeam backup server: the number of restore points in the backup
chain

e Retention period for indexing data in Veeam Backup Enterprise Manager
The retention period is calculated differently for backup chains created with different backup methods:
e Retention for forward incremental backup chains

e Retention for reverse incremental backup chains

Retention for Forward Incremental Backups

The retention policy for the forward incremental backup chain is calculated by the following formula:
Retention period = MAX (Catalog Retention, X)
where:
e (atalog Retentionis the retention period specified in Veeam Backup Enterprise Manager.
e Xis the amount of time for which restore points are kept by a backup job.
For example, the retention policy settings are specified in the following manner:
e The retention policy for a backup job is set to 5 points. The backup job is run daily.
e The retention period in Veeam Backup Enterprise Manager is set to 1 month, or 30 days.

In this case, Veeam Backup Enterprise Manager will retain indexing data for 30 days, because this value is
greater than the number of restore points in the job.

Retention for Reverse Incremental Backups

For reverse incremental backup chains, Veeam Backup Enterprise Manager keeps more indexing data in Veeam
Backup Catalog than it may seem to be required according to the retention policy. This happens due to
backward nature of reverse incremental backups.

When Veeam Backup Enterprise Manager deletes indexing data by retention, it removes the whole set of files:
machine indexing data and session indexing data. Before removing indexing data for a specific machine restore
point, Veeam Backup Enterprise Manager makes sure that this restore point is not referenced by any of backup
job sessions:

e If norelations are detected, indexing data for this machine restore point is removed from Veeam Backup
Catalog.

e If the machine restore point is referenced by any backup job session, indexing data for this machine
restore point remains in Veeam Backup Catalog.
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However, in reverse incremental chains, session indexing data references the machine restore point that was
created in the backup job sessions, and restore points preceding it. To learn more, see Session Index.

Outdated Current
restore points restore ponts

Restore points

Session 1 Session 2 Session 3 Session 4 Session 3

For this reason, Veeam Backup Enterprise Manager retains more indexing data for reverse incremental chains.
The retention period is calculated by the following formula:

Retention period = MAX (Catalog Retention, X) + X
where:
e (atalog Retentionis the retention period specified in Veeam Backup Enterprise Manager.
e Xis the amount of time for which restore points are kept by a backup job.
For example, the retention policy settings are specified in the following manner:
e The retention policy for the backup job is set to 3 points. The backup job is run daily.
e The retention period in Veeam Backup Enterprise Manager is set to 1 month, or 30 days.

In this case, Veeam Backup Enterprise Manager will retain in Veeam Backup Catalog indexing data for 30 days
plus indexing data for 3 restore points in the backup chain.

IMPORTANT
The longer the backup chain, the more indexing data is stored in Veeam Backup Catalog.

In case of long backup chains, indexing data may take a lot of space on the Veeam Backup Enterprise
Manager server. To overcome this situation, you can adjust the retention policy scheme or provide enough
space for indexing data in Veeam Backup Catalog on Veeam Backup Enterprise Manager.
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SAML Authentication Support

Veeam Backup Enterprise Manager supports single sign-on authentication based on the SAML 2.0 protocol.
Enterprise organizations who use a single sign-on (SS0O) service in their IT infrastructure can extend single sign-
on capabilities to Veeam Backup Enterprise Manager. Once a user of the organization is logged in to the single
sign-on service, the user can access Veeam Backup Enterprise Manager without the need to provide their
credentials.

You can enable SSO for the following Veeam Backup Enterprise Manager components:
e Veeam Backup Enterprise Manager website
e vSphere Self-Service Backup Portal
SAML authentication scenario in Veeam Backup Enterprise Manager comprises the following parties:
e User that logs in to the Veeam Backup Enterprise Manager website or vSphere Self-Service Backup Portal.

e Service provider (SP) — an application accessed by the user. In the Veeam backup infrastructure, the
service provider is the Veeam Backup Enterprise Manager website or vSphere Self-Service Backup Portal.

e Identity provider (IdP) — an external service (hosted on premises or in the public cloud) that facilitates
SSO. The IdP keeps user identity data in a user store (or attribute store). Upon requests from the SP, the
IdP issues SAML authentication assertions, that is, identifies the user and provides the SP with required
information about the user.

Veeam Backup Enterprise Manager supports identity providers that support the SAML 2.0 protocol, for
example, Active Directory Federation Services (AD FS), Azure Active Directory (Azure AD), Okta, AuthO,
Keycloak and so on.

The SP and IdP exchange information in the XML format in accordance with the SAML V2.0 Standard. The
Enterprise Manager administrator can specify what information is required from the IdP to set up SAML
authentication in Enterprise Manager and how SAML requests and responses are sent.

How It Works

In Veeam Backup Enterprise Manager, SAML authentication is performed in the following way:

1. The user accesses the website under an account of the Externaltype. The account must be registered in
advance in Enterprise Manager by the Enterprise Manager administrator.

2. Veeam Backup Enterprise Manager redirects a SAML authentication request to the IdP.

3. If the user has not previously logged in with the single sign-on service of the IdP, the IdP redirects the
user to the URL of the single sign-on webpage.

Alternatively, if the user is already logged in with the single sign-on service, the user proceeds directly to
the step 6.

4. If the user has not previously logged in with the single sign-on service, the user specifies the password of
their account on the single sign-on webpage.

5. The IdP issues a SAML assertion and redirects it to Veeam Backup Enterprise Manager in the SAML
response. The SAML assertion must meet the following requirements:

o Contain a User Principal Name (UPN) of the user in the <Name/D> element of the SAML response.

o Specify that the UPN type is Persistent.
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6. The user gains access to the website and can perform operations according to the role and restore scope

specified for the user account.

Web UI
— 2 -
_ T -
B ——8 -
User | Identity Provider
(External User or 6 (On-premises or
External Group account) l cloud-based service)
Ay
Ll
(- — |
Service Provider
(Veeamn Backup

Enterprise Manager)

Getting Started

To set up SAML authentication, the Enterprise Manager administrator must complete the following tasks in
Enterprise Manager:

1.

Obtain SAML metadata from the IdP and import this metadata to Veeam Backup Enterprise Manager. The
IdP metadata includes the IdP entity ID, login URL, SAML binding and public key certificate that will be
used to validate authentication assertions sent by the IdP. For more information, see Specifying Identity
Provider Settings.

[Optional] If you want to use a digital certificate to encrypt and sign SP SAML requests, specify certificate
settings. For more information, see Selecting SP Certificate.

[Optional] Specify advanced settings for SAML authentication. These settings define how the SP and IdP
will exchange SAML information. You may want to adjust the settings to strengthen SAML information
exchange between the SP and IdP. For more information, see Specifying Advanced SAML Authentication
Settings.

Export SP SAML metadata in Veeam Backup Enterprise Manager and pass this metadata to the IdP. The SP
metadata includes the SP entity ID, assertion consumer URL and public key certificate that will be used to
encrypt SAML responses sent by the IdP. For more information, see Obtaining Service Provider Settings.

Create user accounts. To provide users of a SSO service with access to the Veeam Backup Enterprise
Manager website or vSphere Self-Service Backup Portal, the administrator must create for these users
accounts of the External Useror External Group type. For more information, see Managing Accounts and
Roles and Managing Tenant Accounts.

On the IdP side, the IdP must configure trust relationship with Veeam Backup Enterprise Manager and configure
rules that define what information to provide to the SP. Depending on the IdP, these rules may be configured in
the form of claims, attribute statements and so on. For an example of how to perform this task in AD FS, see
Configuring AD FS for SAML Authentication.
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Configuring Veeam Backup Enterprise
Manager

As part of the Veeam Backup Enterprise Manager configuration process, you can perform the following tasks:

Manage backup servers

Collect data from backup servers

View vCenter Servers and install Veeam plug-in for vSphere Client on necessary servers
Configure retention settings for index and history

Configure Enterprise Manager accounts and roles

Configure SAML authentication settings

Configure notification settings

Update TLS certificates

Manage display languages

To start working with Veeam Backup Enterprise Manager, you must perform initial configuration. For more
information, see Initial Configuration.

NOTE

Configuration backup and restore is not supported for Veeam Backup Enterprise Manager.
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Initial Configuration

To start working with Veeam Backup Enterprise Manager, perform the following steps:

1. Login to the Veeam Backup Enterprise Manager website. For more information, see Accessing Enterprise
Manager Website.

2. Add backup servers you want to manage. For more information, see Adding Backup Servers.
3. Retrieve data from added backup servers. For more information, see Collecting Data from Backup Servers.

4. Assign the Portal Administrator, Restore Operator or Portal User roles to users who will work with Veeam
Backup Enterprise Manager. For more information, see Configuring Accounts and Roles.

5. Provide email notification settings to be able to receive emails with summary on performed backup and
replication jobs, lab request status changes and file restore operations. For more information, see
Configuring Notification Settings.

Once you have performed initial configuration, you can start working with managed backup servers. You can
change the necessary settings in the Configuration view at any time.

NOTE

The initial configuration tasks can be performed either by the user who installed Veeam Backup Enterprise
Manager or any of the users listed in the local Administrators group (these accounts are automatically
included in the Portal Administrators group).
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Managing Backup Servers

Veeam Backup Enterprise Manager allows you to manage jobs across multiple Veeam Backup & Replication
servers and perform recovery operations from backups and replicas using the information from these backup
servers.

In This Section

Adding Backup Servers

e Editing Backup Servers

e Removing Backup Servers

e Collecting Data from Backup Servers
e Reports on Backup Servers

e Audit Reports
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Adding Backup Servers

Veeam Backup Enterprise Manager lets you manage jobs across multiple backup servers and perform recovery
operations in a single application. To get information about configured jobs and backup infrastructure of added
backup servers, Enterprise Manager runs a data collection job. For more information, see Collecting Data from
Backup Servers.

Before you add backup servers, consider the following limitations:

You must not add a backup server to multiple instances of Veeam Backup Enterprise Manager.
You must not add a backup server cloned from an already added backup server.

All backup servers must be based on the same database engine as Veeam Backup Enterprise Manager
(PostgreSQL or Microsoft SQL Server).

You must not add a backup server that holds the same configuration database as an added backup server,
even after you remove the original backup server from Enterprise Manager.

You may have two backup servers with the same configuration database when, for example, you migrate a
configuration database from one backup server to another. To migrate a configuration database, follow
the steps described in the Migrating Veeam Backup & Replication to Another Backup Server section of the
Veeam Backup & Replication User Guide. In this case, the database will be restored with a different ID on
the target backup server, and you will avoid conflicts when adding the backup server to Enterprise
Manager.

Install the same product version on the Veeam Backup Enterprise Manager server and backup servers. If
you use different versions of Veeam Backup Enterprise Manager and Veeam Backup & Replication, you
may not be able to leverage all features in Veeam Backup Enterprise Manager.

Veeam Backup Enterprise Manager supports adding backup servers with Veeam Backup & Replication 10a
or later.

When communicating with backup servers that have Veeam Backup & Replication 12 installed, Veeam
Backup Enterprise Manager uses a TLS certificate for authentication, so that Veeam Backup Enterprise
Manager does not store backup server account credentials. For connections with backup servers with
earlier versions of Veeam Backup & Replication, Veeam Backup Enterprise Manager uses backup server
account credentials. For more information, see Connecting to Backup Servers.

To add a backup server to the Enterprise Manager infrastructure, take the following steps:

1.

oA W

Log in to Enterprise Manager using an administrative account.

To open the Configuration view, click Configuration in the top right corner.
Select the Backup Servers section on the left of the Configuration view.
Click Add at the top of the Backup Servers section.

In the DNS name or IP address of the Veeam backup server field, enter a full DNS name IPv4 or IPv6
address of the server you want to add. For more information on IPv6 support, see the IPv6 Support
section of the Veeam Backup & Replication User Guide.

In the Server description field, specify a backup server description.

Provide a name and password of the backup server account. The account must be assigned the Veeam
Backup Administrator role. For more information, see Configuring Backup Server Roles.
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8. Specify ports used by Veeam Backup Service on the backup server:

o On backup servers with Veeam Backup & Replication 11a or earlier, the port specified in the Port field
will be used. The default port is 9392.

o On backup servers with Veeam Backup & Replication 12, the port specified in the Certificate port field
will be used. The default port is 9405.

9. Click OK to add the server.

10. [For backup servers with Veeam Backup & Replication 12] In the open window that shows a certificate
thumbprint of the backup server, validate the thumbprint:

o Click Yes if you trust the server.

o Click No if you do not trust the server. Veeam Backup Enterprise Manager will display an error
message, and you will not be able to connect to the server.
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Configuring Backup Server Roles

Veeam Backup Enterprise Manager communicates with backup servers using accounts or TLS certificates that
you specified when adding the backup servers. For more information, see Adding Backup Servers.

All operations on the backup server side are performed by Veeam Backup Service. The service verifies
beforehand if Enterprise Manager has rights to accomplish the necessary actions. The account used by
Enterprise Manager must have the Veeam Backup Administrator role assigned in Veeam Backup & Replication.

By default, when you install Veeam Backup & Replication on a backup server, the Veeam Backup Administrator
role is assigned to the Windows Server Administrators group, so you can choose a user from the Administrators
group as an account that will be used to communicate with the backup server. As soon as the group settings can
be changed, it is recommended to explicitly assign the Veeam Backup Administrator role to the user account.
For more information on assigning roles, see the Roles and Users section of the Veeam Backup & Replication
User Guide.
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Editing Backup Servers

After a backup server was added to the Enterprise Manager infrastructure, you can edit connection settings.
After you specify new connection settings, Enterprise Manager will try to connect to the backup server using
these settings. If you specify credentials, Veeam Backup Enterprise Manager Service will send them to the
backup server for the initial authentication. Otherwise, the Enterprise Manager certificate will be used.

To edit connection settings of a backup server, do the following:
1. Login to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.

Select the Backup Servers section on the left of the Configuration view.

ENEWIN

Select a backup sever from the list and click Edit on the toolbar.
Alternatively, you can right-click the selected backup server and select Edit.

5. Specify new connection settings and click OK.

Backup Server Settings x

DNS name or IP address of the Veeam Backup server:

enterprise02.tech.local

Server description:

Enterprise02 backup server

Username:

Certificate port:

9404
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Removing Backup Servers

You can remove an added Veeam backup server added to the Veeam Backup Enterprise Manager infrastructure.

After you remove a backup server, Enterprise Manager stops collecting data from the backup server and
showing information about the backup server such as jobs, backed up machines and so on.

On the backup server side, a record about the Enterprise Manager instance is deleted from the configuration
database. The backup server continues using the license that Enterprise Manager pushed to the backup server
until you remove the license or install a new one.

To remove a backup server, do the following:

1.

A owoN

Log in to Enterprise Manager using an administrative account.

To open the Configuration view, click Configuration in the top right corner.
Select the Backup Servers section on the left of the Configuration view.

Select a backup sever from the list and click Remove on the toolbar.
Alternatively, you can right-click the selected backup server and select Remove.

In the open window, click Yes to confirm the removal.
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Collecting Data from Backup Servers

Veeam Backup Enterprise Manager retrieves data from added backup servers using a data collection job. The
data collection job collects information from configuration databases of backup servers. The collected data is
stored to the Veeam Backup Enterprise Manager configuration database and can be accessed by multiple users
of Veeam Backup Enterprise Manager.

There are two options for running the data collection job:
e Periodic data collection (default)
e Manual data collection

Every run of the data collection job initiates a new job session. For more information, see Data Collection Job
Sessions.

NOTE
e Starting from version 12.1 (build 12.1.0.2131), Enterprise Manager automatically starts the data
collection job right after you add a backup server.
e Data collection job collects data from all added backup servers at once.
e To ensure periodic update of the information available to Veeam Backup Enterprise Manager users,
use periodic data collection.

Periodic Data Collection

By default, Veeam Backup Enterprise Manager collects data from added backup servers every 15 minutes.
To change the data collection interval, do the following:
1. Login to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.
Select the Backup Servers section on the left of the Configuration view.

Click Schedule on the toolbar.

oA W

In the Data Collection Settings window, specify the desired interval in the Periodically every option.
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6. Click OK.
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You can also disable periodic data collection. In this case, you can only start the data collection job manually.
To disable periodic data collection:

1. Select Backup Servers on the left of the Configuration view and click Schedule on the toolbar.

2. In the Data Collection Settings window, select the Manually option.

3. Click OK.

Manual Data Collection

You can start the data collection job manually at any time.

To start the data collection job manually:
1. Select Backup Servers on the left of the Configuration view.
2. Click Start Collecting on the toolbar.

3. To view the details on the started job session, click the Sessions link at the top or open the Sessions
section of the Configuration view.

Data Collection Job Sessions

Every run of the data collection job initiates a new job session.
To view details on job sessions, to the following:
1. Select Sessions on the left of the Configuration view.

2. Inthe list of sessions, select the necessary session and click the link in the Status column.
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3. Inthe displayed window, Veeam Backup Enterprise Manager shows the list of the job session events. For
each job session event, Enterprise Manager shows the time of the event, its current status and information
about the event.

O8 export | 0D Refresh

Status Information

2/13/2023 09:05:29... o Success Starting data collection job...

2/13/2023 09:05:30... @ success Job successfully started.

2/13/202309:0530.. @ Success Checking deleted backup servers removal

2/13/202300:0521... @ Success Preparing te collect data from enterprise01.tech.local
2/13/202309:0531... @ Success Retrieving data from enterprise01.tech.local...

2/13/202309:05147... @ Success Data collection from enterprise01.tech. local completed successfully.
2113/202309:05:47... @ Success Preparing to collect data from backupsrv52.tech.local
2113/202309:05:47... @ Success Retrieving data from backupsrvs2.tech.local...

2/13/202308:06:03.. @ Success Data collection from backupsr52.tech.local completed successfully.
213/202308:06:04.. @ Success Preparing to collect data from enterprise0S.tech.local

2/13/2023 09:06:04... @ Ssuccess Retrieving data from enterprise0s.tech.local...

2/12/2023 09:06:21... @ success Data collection from enterpr .tech.local

2/12/2023 09:06:21... @ success Data collection job finished.
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Reports on Backup Servers

On the Reports tab, you can view statistical information about backup servers added to the Enterprise Manager
infrastructure.

For each backup server, the report contains the following data.

Backup Server Name of the backup server.

Status Status of the last data collection job session for the backup server. For more
information on data collection, see Collecting Data from Backup Servers.

Possible values:

e Never processed — data collection has never been started for the
backup server

e Processing — data collection is in progress

e OK— data was collected successfully

e Warning — data collection completed with a warning

e FError— data collection failed

Jobs Number of jobs on the backup server.

Machines Number of machines processed by the backup server, including the machines
from imported or orphaned backups.

Unstructured Data Number of object storage systems and file shares processed by the backup
server, including the file shares from imported or orphaned backups.

Verification Jobs Count Number of SureBackup jobs on the backup server.
Source Data Size Size of source data processed by the backup server.
Server Description Backup server description that was specified when adding the server to the

Enterprise Manager infrastructure.

You can drill down into this data by clicking a link in the Backup Server column to move through the levels in the
following succession: Backup servers > Jobs > Job sessions > Session details. Each level contains a list of entries
with details for that particular level.
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NOTE

You can export displayed information to a file using the Export link on the toolbar. To open the file on your
machine, use the associated application.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory ¥ ‘{é}‘ Configuration @

All Servers
B8 export % Refresh

Backup Server +  Sstatus Jobs Machines Unstructured Data Verification Jobs Count Source DataSize  Server Description
backupsrvS2 tech.local © Error 1 12 1 0 628.1GB
enterprise01 tech local @ oK 7 7 0 0 239.6GB
enterprise05.tech local © Error 9 28 2 0 657.8GB
2075 @ ok 15 4 15 0 736 GB

httpsi//enterprise03 techlocal:9443/index.aspiireports

133 | Veeam Backup Enterprise Manager | User Guide



Audit Reports

Audit reports contain records of user activity performed on the selected backup server for the specified period.
Users with the Portal Administrator role can generate audit reports for backup servers added to the Veeam

Backup Enterprise Manager infrastructure. For more information, see Generating Audit Report.

Audit Report Overview

Audit reports include the following details about user activity:

e Date and time when a user performed an operation

e User name

e User security identifier (SID)

e Name of the operation initiated by the user

For more information on operations included in the report, see Audited Operations.
e Operation result
e Details on the performed operation
A B T D E F

1 Time User SID Operation Result Details
2 |28.09.2020 19:35:23Z ENTERPRISEO3\Administrator = 5-1-5-21-3589086896-2173654325-2245872042-500 Login Success
3 |29.09.2020 14:24:407 TECH\hue.spenser S-1-5-21-4081262488-3246261347-3296280108-2040 Login Failed errorMsg='Access denied.’
4 |29.09.2020 14:29:46Z TECH\hue.spenser 5-1-5-21-4081262488-3246261347-3296280108-2040 Login Success
5 29.09.2020 18:58:35Z TECH\hue.spenser 5-1-5-21-4081262488-3246261347-3296280108-2040  StartFailover  Success  sessionUid="2c4ee74003764f1aaffd08c47e471fc0" ;vmName="virt03-vm01'
6 30.09.2020 03:29:30Z TECH\hue.spenser 5-1-5-21-4081262488-3246261347-3296280108-2040  StartFailover  Success sessionUid='593f11877¢c314223973619491531f0e4';vmName="virt03-vmo1'
7 102.10.2020 10:31:31Z TECH\sheila.d.cory 5-1-3-21-4081262488-3246261347-3296280108-2170 Login Success
8 |02.10.2020 21:28:33Z TECH\sheila.d.cory JobDisable Success  jobName=Backup Job 2';jobUid="152756dd-65bd-42dd-a3b5-09e53193b5f2"
9 |02.10.2020 21:28:367 TECH\sheila.d.cory JobEnable Success  jobName='"Backup Job 2';jjobUid="152756dd-65bd-42dd-a3b5-09e53193b5f2'
10 05.10.2020 11:37:117 TECH\hue.spenser 5-1-3-21-4081262488-3246261347-3296280108-2040 Login Success
11 08.10.2020 08:50:362 TECH\hue.spenser 5-1-5-21-4081262488-3246261347-3296280108-2040  StartFailover  Success sessionUid='ce6199edccled 7abb0bled47add2felc ;vmName="virt03-vmo1'
12 08.10.2020 10:46:227 TECH\hue.spenser 5-1-5-21-4081262488-3246261347-3296280108-2040  StartFailover  Success sessionUid='6e95a8f34555412b899334986dedf27e ;,vmName="virt03-vm01'
13 /02.10.2020 14:38:08Z tech\hue.spenser JobEdit Success  jobName="Backup Job 1';jobUid="23443dc3-466e-4b30-3eb5-5f633a72c38¢"
14 08.10.2020 15:51:322 TECH\hue.spenser S-1-5-21-4081262488-3246261347-3296280108-2040  StartFailover  Success sessionUid='d0b1640995a2413086077923956f7f88 ;vmName="virt03-vm01'
15 13.10.2020 15:11:397  TECH\hue.spenser 5-1-5-21-4081262488-3246261347-3296280108-2040  StartFailover  Success  sessionUid='fb47bdd80c01493cab2521d1359ef27e";vymName="virt03-vmo01'

Generating Audit Report

When you generate an audit report, it is downloaded in the CSV format to the local machine. The generated file
is also saved on the Enterprise Manager machine. Enterprise Manager does not clean up these files. You can find

all reports in the following folder: $Programbata%\Veeam\Backup\WebRestore.

To generate an audit report:

1.

oA W

Click Audit report.
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Select a backup server whose report you want to export.

Log in to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.

Select the Backup Servers section on the left of the Configuration view.



6. Inthe Audit Report window, specify a time period and click Generate. The report contains only the audit
records whose retention period is not expired. The retention period is defined by the Event history setting
of Enterprise Manager. For details, see Configuring Retention Settings for Index and History.

Export all user activity on the selected backup
server for the following time period:

From:

‘ 117172023 4]

To:

‘ 12/1/2023

Audited Operations

Audit reports contain records about the following operations performed on a backup server:

User Activity Login User login
Operations with Jobs JobEnable Enabling a job
JobDisable Disabling a job
JobStart Starting a job
JobStop Stopping a job
JobRetry Retrying a job
JobActiveFullStart Starting active full backup
JobClone Cloning a job
JobEdit Editing a job

135 | Veeam Backup Enterprise Manager | User Guide



Recovery Operations

JobDelete

BackupDelete

MoveCopyBackup

VmRestore

AzureVmRestore

InstantRestore

VappRestore

VmDiskRestore

QuickMigration

StartFileLevelRestore

RestoreOperation

FlrDownloadFromEm

CopyToOperation

StartFailover

NasRestore

NaslnstantRestore

FileShareMigration

NasFileLevelRestore

Mount
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Deleting a job

Deleting a backup

Moving or copying a backup to another backup job

Restoring entire VM

Restoring entire Azure VM

Performing Instant Recovery

Restoring entire vApp

Performing virtual disk restore

Performing quick migration of VMs or disks

Starting file-level restore

Restoring files to the original location

Downloading files to the local machine

Restoring files to a new location

Performing failover to the VM replica

Restoring entire file share,

Performing instant file share recovery

Migrating a file share

Performing file-level restore

Mounting backup content to a mount server



Customizing Dashboard Chart

You can customize the appearance of the Backup Servers chart that you can see on the Enterprise Manager
dashboard.

IMPORTANT

Backup window interval that you specify here, effects the job settings that you configure for tenants that
use the following portals:

e vSphere Self-Service Backup Portal
e Veeam Self-Service Backup Portal for Cloud Director

To customize the appearance of the chart, do the following:
1. Login to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.

Select the Settings section on the left of the Configuration view.

2

3

4. Select the Chart Settings tab.

5. Use the Activity graph scale options to switch between graph types: Linearand Logarithmic.

6. Select the Show backup window check box to highlight the backup window on the dashboard chart.
7

Specify time interval for the backup window. Default interval is from 8:00 PM to 8:00 AM. You can
change the interval to correlate with your planned backup window by editing the start and stop time.

8. To save the changes, click Save.

Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory ¥ @
@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History
%1 Backup Servers save @ Changes have not been saved yet
B vCenter Servers Activity graph scale: (@) Logarithmic () Linear
W Self-service Show backup window
© Sessions Backup start time:
08:00am v

Roles
2 Backup stop time:
3% settings 07:00 prm hd
@  Licensing
A Notifications
@ About
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Viewing vCenter Servers

On the vCenter Servers tab of the Configuration view, you can view information on vCenter Servers added to
your Veeam backup infrastructure.

You can perform the following operations with vCenter Servers:

e Check version — use this command to request vCenter Server version and operation status. If Veeam Plug-
in for VMware vSphere Client is deployed, its version, status and installation account will be also
displayed.

e Install — use this command to install Veeam Plug-in for VMware vSphere Client on the selected server.

e Remove — use this command to uninstall Veeam Plug-in for VMware vSphere Client from selected server.

For more information on the plug-in, see Veeam Plug-in for VMware vSphere Client.

IMPORTANT

To perform these operations, you should supply a user account with sufficient permissions to access
vCenter Server. User account information is not imported from the Veeam Backup & Replication
configuration database to the Enterprise Manager database for security reasons.

E@ Dashbeard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @
@ Exit Configuration Check version .. nsta Remove T Refresh
8 oeupees | s : Pl stas Puginversion  wtled by

@ vcenter servers veenter001.tech.local 670 @ OK Unknown

veenter01.tech.local 670 @ OK Unknown

W Seffservice veentercdp-virt.tech.local 7040 @ OK Unknown

@® Sessions

&L Roles

3§ Settings

@ Licensing

A Notifications

@ About
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Configuring Accounts and Roles

Veeam Backup Enterprise Manager implements security based on user roles by limiting access to features and
data. This empowers the administrator to delegate permissions in a granular way, on an as-needed basis. For
example, the administrator can grant permissions to another user to recover files without being able to see the
content of the files.

Administrators grant users and groups access to Enterprise Manager by adding accounts. When adding an
account, administrators assign a role to the account to provide it with permissions.

Enterprise Manager offers the following roles:
e Portal Administrator
e Portal User
e Restore Operator

For the Portal User and Restore Operator roles, administrators can also configure restore scope and provide
permissions for guest OS file restore and application item restore.

NOTE

This section describes management of user accounts and roles required to work with the main Enterprise
Manager Ul. If you plan to provide a user with access to vSphere Self-Service Backup Portal (and not to the
main Enterprise Manager Ul), you do not need to configure an account for this user in the Roles tab of the
Configuration view. Such accounts are configured in the Self-service tab of the Configuration view. For
more information, see Managing Tenant Accounts.
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Accounts and Roles Overview

Accounts

Administrators can add accounts to Veeam Backup Enterprise Manager to grant users access to the website.
Enterprise Manager offers the following account types: User, Group, External User and External Group.

User Local or AD user By specifying a user name and  DOMAIN|Username

password o _
Domain is optional

Group Local or AD group By specifying a user name and  DOMAIN|Groupname

password o _
Domain is optional

External User IdP user By using single sign-on* Username@Suffix
External Group IdP group By using single sign-on* Free-form string
vSphere Role VMware vCenter — —

Server role used to
access the Remote
vSphere Client
plug-in

* For more information on the single sign-on capability, see SAML Authentication Support.

Roles

To provide an account with permissions, administrators assign one of the following roles to the account: Portal
Administrator, Portal User or Restore Operator.

How Is Assigned Access to Permissions

Configuration

e Initially by default to .
Portal Yes Full access to all available

Administrator the users listed in the operations on all tabs of the web
local Administrators ul

group and the user
who installed
Enterprise Manager

e By Portal
Administrator in
Configuration > Roles
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How Is Assigned Access to

Configuration

Portal User By Portal Administrator in No
Configuration > Roles

Restore Operator By Portal Administrator in No
Configuration > Roles

Permissions

Access objects from the
restore scope on the
Machines and Files tabs
Run Quick Backup for
machines from the restore
scope on the Machines tab
Perform restore
operations as permitted by
the delegation settings
View information about all
backup servers and jobs on
the Dashboard, Reports,
Jobs and Policies tabs

Access objects from the
restore scope on the
Machines and Files tabs
Perform restore
operations as permitted by
the delegation settings

Users with the Portal User or Restore Operator role can access their restore scope — a list of objects that can be
recovered by appropriate personnel. For example, the restore scope of database administrators is database
servers (Microsoft SQL Server, Oracle or other), the restore scope of Exchange administrators is Exchange server
machines, and so on. For more information on configuring restore scope, see Configuring Restore Scope.

IMPORTANT

Configuring Permissions for File and Application Item Restore.
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You can customize the restore scope if you have the Enterprise Plus edition of Veeam Backup &
Replication. In other editions, this list includes all objects and cannot be customized. However, you can
delegate recovery of entire machines, guest files, or selected file types. For more information, see



Managing Accounts

Users with the Portal Administrator role can perform the following actions with accounts:
e Add account
e Edit account
e Remove account

When you add or edit an account, you can configure permissions for restore operations that the user can
perform. The permissions are defined by restore scope and restore type. For more information, see the
following sections:

e Configuring Restore Scope
e Configuring Permissions for File and Application Item Restore

If you have Veeam ONE deployed in your backup infrastructure, you can view a report that lists Enterprise
Manager users, their roles and restore permissions. For details, see the Delegated Restore Permissions Overview
section of the Veeam ONE Reporting Guide.

Adding Account

To add an account, take the following steps:
1. Login to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration in the top right corner.

3. Select the Roles section on the left of the Configuration view.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory ¥ @
@ Exit Configuration Search by account name Q Y Account Types (All)

& Add.. Edit. Remove (¥ Rebuild Roles @8 Export ® Refresh
¥ Backup Servers

Account T Role

[ vCenter Servers

&% BUILTINVAdministrators Portal Administrator
‘w Selfservice N

& TECH\sheila.d.cory Portal Administrator
@ sessions
& Roles
3% settings
®  Licensing
A Notifications
©@ About

4. Click Add on the toolbar.

5. From the Account type list, select a type of the account: User, Group, External Useror External Group. For
more information, see Accounts.
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6. Inthe Account field, specify an account name in the DOMAIN|Username or Username@Suffix format
depending on the account type. For more information, see Accounts.

7. From the Role list, select a role you want to assign to the account: Portal Administrator, Portal User or
Restore Operator. For more information, see Roles.

NOTE

To be able to assign any of portal roles to Active Directory domain users or groups, make sure that
Veeam Backup Enterprise Manager service account has sufficient rights to enumerate Active
Directory domains (by default, Active Directory users have enough rights to enumerate Active
Directory domains).

8. [For Portal User or Restore Operator] In the Restore scope section, you can allow a user to restore all
objects (machines and file shares) processed by managed backup servers or the selected objects only. For
more information, see Configuring Restore Scope.

In the Allow restore of section, you can configure additional restrictions for the restore scope. For more
information, see Configuring Permissions for File and Application Item Restore.

Add Role X

Account type: User A
Account: tachwilliam.fox
Role: Restore Operator hd

Restore scope:
(®) All objects
i::ﬁl Selected objects only Choose

Allow restore of:

D Entire machines and disks

D Files and folders

(=]
i*]
m
T
:]
5
m
[=]
J
=]

D Microsoft Exchange items

Databases

D Microsoft SQL Server databases

Oracle databases

[ ] postgresqL instances

I:‘ Deny in-place database restores (safer)
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Editing Account

To edit settings of an added user or group, select it in the list of roles and click Edit on the toolbar. Then edit
user or group settings as required.

Removing Account

To remove an added user or group, select it in the list and click Remove on the toolbar.

Configuring Restore Scope

Restore scope is a list of objects (machines and file shares) that can be recovered by appropriate users. By
default, the restore scope for users with a non-administrative role (Portal User and Restore Operator) includes
all objects from available backups. If you have the Enterprise Plus edition of Veeam Backup & Replication, you
can customize the restore scope.

To customize the restore scope, perform the following steps when adding or editing a Portal User or Restore
Operator account:

1. Login to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.
Select the Roles section on the left of the Configuration view.

Click Add to add an account, or select an existing account and click Edit.

ooa W

In the Restore scope section, select the Selected objects only option and click Choose.

Add Role X

Account type: User v
Account: techwwilliam.fox
Role: Portal User v

Restare scope:

'Z':" All objects

._é. Selected ohjects only

Allow restore of:

Entire machines and disks

l:‘ Files and folders

l:‘ Microsoft Exchange items

l:‘ Databases
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6. In the Manage Scope Objects window, click Add object and select what type of objects to display. You can
select from the following types: Hyper-V, vSphere, Cloud Director, Protection Group, Unstructured Data
or Nutanix AHV.

Manage Scope Objects X

4 Add object w Remove

Eda Hyper-v
Type Host
(g vSphere

56 Cloud Director

& protection Group

Bl unstructured Data

% Nutanix AHY @

OK Cancel

7. Inthe Add Objects window, select the objects you allow the user to restore. Consider that reverse DNS
lookup on the Veeam Backup Enterprise Manager server must be functional. Otherwise, the Add Objects
window may display incomplete infrastructure.

To search for an object, type a name or its part in the search field. Specify the type of the object from the
drop-down list next to the search field.

You can also switch between virtual infrastructure views using the buttons in the top right corner:

o For VMware objects, you can switch between the Hosts and Clusters, VMs and Templates, Datastores
and VMs and Tags and VMs views.

o For Hyper-V objects, you can switch between the Hosts and VMs, Hosts and Volumes, and Hosts and
VM Groups views.

Add Objects X

Type in an object name to search for Q, | ¥ Everything v

) Reload &

i

&

s

~Egl COP-CLUSTER
+E esx03-virt.tech.local
+E esx04-virt.tech.local
VLS 2)
- EVCLS (4)
- virt03-sql01
G virt03-srv01
=T
&[] virt03-ubuntuo1
P )
g virto3-ubuntuot_
- virt03-vmo1

A virt03-vmo2
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8. Click OK to save the settings.

After the users log in to Enterprise Manager, they will be able to view objects included in their restore scope.

NOTE

The Machines and Unstructured Data tabs display only machines and unstructured data (file shares and
object storage systems) that have been backed up. The Files tab displays guest OS files only for machines
that have been backed up with guest file indexing enabled. For more information on indexing, see
Preparing for File Browsing and Searching.

Restore scope is automatically refreshed daily on built-in schedule and after any role modification. It may
happen that some newly created machines, file shares and backups are not yet presented to users in the
Machines, Unstructured Data or Files tabs right after the login to Enterprise Manager. If you cannot find an
object after making a search query, click the | don't see my VM link to refresh the view. This link, however, is not
visible until you get unsuccessful search results.

Users with the Portal Administrator role can click Rebuild Roles to refresh all scopes of all accounts manually.
This operation will affect all configured roles. You can watch the progress of the security scope rebuild in the
Sessions section.

E@ Dashboard Temeie IE Pl Unstructured Data MEdtEs s e Fzmre @ TECH\sheila.d.cory v @
@ Exit Configuration Search by account name Q Y Account Types (All)
& add... Edit Remove C Rebuild Roles 8 export ) Refresh
il Backup Servers
Account + Role

[ vCenter Servers

% BULTINAdministrators portal Administrator
W self-service

& TECHsheila.d.cory Portal Administrator
@® Sessions
2 Roles
3¢ Settings
®  Licensing
A Notifications
@ About

Configuring Permissions for File and Application Item Restore

Accounts that you want to use for guest OS file restore and application item restore must have sufficient
permissions.

By default, users can restore all types of files from available backups and replicas. Files can be restored either to
the local machine or the original location. For security purposes, you can configure additional restrictions for the
restore scope. For example, you can specify the list of file types available to the user or prohibit downloading of
restored files at all.

To let users restore application items, you must assign a security role to the user account and allow the account
to access and restore application items. For example, users responsible for Oracle database restore must be
assigned an Enterprise Manager role and be able to restore Oracle databases.
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To configure permissions for file and application item restore, take the following steps:

1.

oor W

9.

Log in to Enterprise Manager using an administrative account.

To open the Configuration view, click Configuration in the top right corner.
Select the Roles section on the left of the Configuration view.

Click Add to add an account, or select an existing account and click Edit.

In the Allow restore of section, to allow restore of entire machines and VM disks of machines included in
the restore scope, select the Entire machines and disks check box.

To allow restore of guest OS files, select the Files and folders check box. If you select this check box, you
can also select the following options:

o Allow in-place file restores only — select this option to allow file-level restore to the original location
only. Consider that the restored files will be available only to accounts that have access to the original
machine.

o Allow restore of files with these extensions only — select this option to define which file types are

allowed for restore. In the text box, enter a list of extensions for allowed file types, separated by
commas.

To allow restore of Microsoft Exchange items (mail, calendars, tasks), select the Microsoft Exchange items
check box.

To allow restore of databases, select the Databases check box. If you select this check box, you can also
select the following options:

o Select Microsoft SQL Server databases to allow restore of Microsoft SQL databases on machines
included in the user's restore scope.

o Select Oracle databases to allow restore of Oracle databases on machines included in the user's
restore scope.

o Select PostgreSQL instances to allow restore of PostgreSQL instances on machines included in the
user's restore scope.

o Select Deny in-place database restores to restrict the user from overwriting the original databases
during the database restore process.

Click OK to save the changes.
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10. [For Microsoft Exchange items restore] Configure the settings of an Active Directory account that will be
used to restore Microsoft Exchange items. For more information, see Configuring Active Directory

Account.
Account type: User b
Account: techiwilliam.fox
Role: Restore Operator -

Restore scope:

() Al objects

ié) Selected objects only

Allow restore of:

Entire machines and disks

D Files and folders

D Microsoft Exchange items

Databases

Microsoft SQL Server databases

Cracle databases
PostgresQL instances

|:| Deny in-place database restores (safer)

Configuring Active Directory Account

Starting from Veeam Backup Enterprise Manager 12.1 (build 12.1.0.2131), you can either preconfigure an Active
Directory account that will be used to restore Microsoft Exchange items or choose to specify an account every
time you perform the restore operation.

To configure Active Directory account settings, take the following steps:

1. Open the Settings section of the Configuration view.
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2. On the Directory Account tab, select one of the following options:

o Select Always use the specified AD account to use a specific account every time you restore Microsoft
Exchange items with Veeam Backup Enterprise Manager. This option is useful if you want to delegate
restore operations to non-administrative users.

In this case, specify an Active Directory account name and password. Make sure the account meets the
following requirements:

= The account must be a member of the Organization Management or Domain Administrators
group.

= The account must have sufficient rights to access mailboxes. To assign these rights, you can use
Exchange Impersonation or grant the Full Access permission to the account. For more
information on Exchange Impersonation, see Microsoft Docs.

o Select Prompt for AD account credentials every time to specify an account every time you perform the
restore operation. This allows you to avoid storing account credentials in the Enterprise Manager
configuration database. This option is required if you have Microsoft Exchange servers in different
domains.

3. Click Save to save the changes.

E@ Dashboard e o Fliees U srchived Data Vhdirs Ms (ewe R @ TECH\sheila.d.cory v @

@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History

it Backup Servers @ Changes have not been saved yet

vCenter Servers (®) Always use the specified AD account

Username:
Self-Service

tech\administrator

Sessions.
Password:

| N CTE S|

Roles ‘ "n“«"{

() Prompt for AD account credentials every time

%

Settings

k=)

Licensing

Notifications

S =

About

Configuring VMware vSphere Roles

If you use a remotely installed Veeam Plug-in for VMware vSphere Client, you need to map one of the Veeam
Backup Enterprise Manager roles with a VMware vSphere role that you will use to log in to the remote vSphere
Client plug-in.

To add a VMware vSphere role, take the following steps:
1. Login to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration in the top right corner.

3. Select the Roles section on the left of the Configuration view.
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Click Add on the toolbar.

N o v oA

From the Account type list, select vSphere Role.
From the vSphere role list, select a vCenter Server role created in VMware vSphere.

From the Role list, select a role you want to assign to the account: Portal Administrator, Portal User or

Restore Operator. For more information, see Roles.

NOTE

Directory domains).

To be able to assign any of portal roles to Active Directory domain users or groups, make sure that
Veeam Backup Enterprise Manager service account has sufficient rights to enumerate Active
Directory domains (by default, Active Directory users have enough rights to enumerate Active

8. [For Portal User or Restore Operator] In the Restore scope section, you can allow a user to restore all
objects (machines and file shares) processed by managed backup servers or the selected objects only. For
more information, see Configuring Restore Scope.

In the Allow restore of section, you can configure additional restrictions for the restore scope. For more
information, see Configuring Permissions for File and Application Item Restore.

Add Role x

Account type: vSphere Role ~
vSphere role: Administrator ~
Role: Portal User A

Restore scope:

( i‘ All ohjects

'é‘ Selected objects only

Allow restore of:

Entire machines and disks

Files and folders
D Allow in-place file restores only

D Allow restore of files with these extensions only:

D Microsoft Exchange items

Databases

Microsoft SQL Server databases

Oracle databases
PostgresQL databases

D Deny in-place database restores (safer)
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Configuring SAML Authentication Settings

Organizations who use single sign-on (SSO) in their IT infrastructure can allow users to access the Veeam Backup
Enterprise Manager website and vSphere Self-Service Backup Portal with their SSO credentials. To do this, the
Enterprise Manager administrator must configure SAML authentication settings.

NOTE

If SAML authentication is enabled, users can log in to vSphere Self-Service Backup Portal under SSO
accounts only.

To configure SAML authentication settings:
1. Login to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.
Open the Settings section on the left of the Configuration view.
Click the SAML Authentication tab.
Select the Enable SAML 2.0 option.

o U or wN

In the Identity Provider Configuration section, specify identity provider settings. For more information, see
Specifying Identity Provider Settings.

7. [Optional] If you want to use a certificate to encrypt and sign service provider SAML requests, specify
certificate settings. For more information, see Selecting Service Provider Certificate.

8. [Optional] Click the Advanced Settings link and specify advanced SAML authentication settings. For more
information, see Specifying Advanced SAML Authentication Settings.

9. In the Enterprise Manager Configuration section, export or manually copy metadata of the service provider
(the Veeam Backup Enterprise Manager website, vSphere Self-Service Backup Portal, or both) for which
you configure SSO. Use the metadata to register the service provider on the identity provider side. For
more information, see Obtaining Service Provider Settings.

10. Click Save.

After you configure SAML authentication settings, you can register user accounts that will be able to log in to
the Veeam Backup Enterprise Manager website or vSphere Self-Service Backup Portal using SSO. For more
information, see Configuring Accounts and Roles and Managing Tenant Accounts.

Specifying Identity Provider Settings

To set up SAML authentication, you must obtain SAML authentication settings from the identity provider and
specify them in Enterprise Manager. You can specify identity provider settings in one of the following ways:

e Import identity provider settings from a SAML metadata file obtained from the identity provider.
e Specify identity provider settings manually.

To import identity provider settings from the SAML metadata file, in the Identity Provider Configuration section
of the SAML Authentication view, click the Import from File link and browse to the metadata file. The metadata
file structure must conform to the SAML 2.0 Metadata Schema.
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Alternatively, you can specify identity provider settings manually:

1. In the Identity Provider Configuration section, in the Entity ID field, specify a unique ID of the identity
provider.

2. Inthe Login URL field, specify the URL of the single sign-on login page provided by the identity provider.

3. From the Binding list, select a SAML binding used by the identity provider to send SAML responses:
HttpRedirect or HttpPost.

4. In the IdP certificate field, specify a certificate that will be used to validate the signature of the signed
authentication assertions and decrypt assertions sent by the identity provider.

NOTE

Veeam Backup Enterprise Manager does not support identity provider certificate rollover.
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Enterprise Manager Configuration

Download metadata for configuring your Identity Provider to accept Veeam Backup & Replication as a Service Provider:
Veeam Backup Enterprise Manager: ¥ Download

vsphere Self-Service Backup Portal: ¥ Download

Alternatively, you configure your Identity Provider manually using the following details:

SP Entity ID / Issuer: httpsi//srvi2.techilocal:9443/sami2 - & Copy Link
Assertion consumer URL: https://sni 2.tech local:9443/Sami2/Acs & Copy Link
Certificate: F74D4ASF6SF34DFB36E499777FCCAZFOBI45F976 (5 Select ¥ Download 3 Remove

Selecting Service Provider Certificate

If you want to sign and encrypt authentication requests sent from Veeam Backup Enterprise Manager to the
identity provider, you must select a certificate with a private key that will be used for encryption and signing. To
select a certificate:

1. In the Enterprise Manager Configuration section of the SAML Authentication view, click the Select link
next to the Certificate field.

2. Inthe Select Service Provider Certificate window, Veeam Backup Enterprise Manager will display
certificates located in the certificate store on the Enterprise Manager server. Choose the necessary
certificate from the list and click Select.

If you use a certificate to sign end encrypt SAML authentication requests, you must pass the public key
certificate to the identity provider. The identity provider will use this certificate to encrypt requests and validate
the request signature. For more information, see Obtaining Service Provider Settings.
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TIP
Consider the following:

e To change the service provider certificate, click the Remove link next to the Certificate field. Then
select another certificate from the certificate store.

e You can choose whether to include the certificate in the service provider metadata. For more
information, see Specifying Advanced SAML Authentication Settings.

Specifying Advanced SAML Authentication Settings

In the SAML Advanced Settings window you can specify advanced settings for SAML authentication.

1. Toinclude in the service provider SAML metadata a security certificate required to decrypt service
provider authentication requests, select the Include encryption certificate in metadata check box.

2. To validate the signature of the signed requests, select the Include signing certificate in metadata check
box.

3. From the Minimum accepted incoming signing algorithm and Outbound sign algorithm lists, select what
type of signed requests and responses Enterprise Manager will be able to send and receive. By default, the
SHA256 option is selected. With this option selected, Enterprise Manager will send and receive requests
and responses signed using the SHA256 or stronger algorithm.

4. By default, to provide for single sign-on authentication for groups of users, Veeam Backup Enterprise
Manager accepts information about groups from the identity provider in statements of the Group type. If
it is required to use for this purpose statements of a different type, in the Group claim type field, specify
the necessary type.

5. If you want to sign authentication requests sent from Enterprise Manager to the identity provider with a
digital certificate, in the Identity Provider Settings section, select the Sign AuthnRequests to IdP check
box.

6. From the Authentication context comparison list, select a comparison method for authentication context:
Exact, Minimum, Maximum or Better.

7. From the Authentication context class list, select one of the classes to specify an authentication method
used by the Identity Provider. For example, for VMware Platform Services Controller, select
PasswordProtectedTransport. By default, the Password option is selected.
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8. Click Apply.

SAML Advanced Settings

Service Provider Settings

Include encryption certificate in metadata

Include signing certificate in metadata

Mininimum accepted incoming signing SHAZSE w
algorithmm:

Outhound signing algorithm: SHAZSE v
Group claim type: httpsschemas.xmlsoap.orgsclaims/Group

Identity Provider Settinge

Sign AuthnReguests to 1dP
Authentication context comparison: Exact hd

Authentication context class: Password v

Obtaining Service Provider Settings

To set up SAML authentication for the Veeam Backup Enterprise Manager website and vSphere Self-Service
Backup Portal, you need to register each of them individually as a service provider on the identity provider side.
To do this, you need to obtain service provider settings and pass them to the identity provider.

You can obtain service provider settings in one of the following ways:
e Export service provider settings to an XML file

e Copy service provider settings

Exporting Service Provider Settings

You can export settings of each service provider to a SAML metadata file — an XML file that conforms to the
SAML 2.0 Metadata Schema. If you plan to use a certificate to sign end encrypt SAML authentication requests,
and need to pass the public key certificate to the identity provider, you must include the certificate in the
metadata file. For more information, see Specifying Advanced SAML Authentication Settings.

e To export service provider settings of the Veeam Backup Enterprise Manager website, click the Download
link next to the Veeam Backup Enterprise Manager field.

e To export service provider settings of vSphere Self-Service Backup Portal, click the Download link next to
the vSphere Self-Service Backup Portal field.

Copying Service Provider Settings

To copy service provider settings:
1. Copy the links next to the SP Entity ID / Issuer and Assertion consumer URL fields.

2. If you have selected a certificate that will be used to sign end encrypt SAML authentication requests, you
must also pass the public key certificate to the identity provider. To copy the certificate, click the
Download link next to the Certificate field.
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Configuring AD FS for SAML Authentication

Active Directory Federation Service (AD FS) is a hosted identity provider implemented as a feature in the
Windows Server OS. It provides single sign-on capabilities for Active Directory (AD) users. If AD FS is used as the
identity provider in the organization, to let AD users log in to the Veeam Backup Enterprise Manager website
and vSphere Self-Service Backup Portal using the single sign-on service, an IT administrator must register the
Veeam Backup Enterprise Manager website and vSphere Self-Service Backup Portal as service providers in AD
FS.

To add a service provider in AD FS:

1. Obtain the service provider metadata exported from Veeam Backup Enterprise Manager. For more
information, see Configuring SAML Authentication Settings.

2. In ADFS, add a Relying Party Trust using the service provider metadata.

3. Edit the Claim Issuance Policy for the added Relying Party Trust to add an issuance transform rule with the
following properties:

o Claim rule template = 7ransform an Incoming Claim
o Incoming claim type = UPN

o Outgoing claim type = Namel/D

o Outgoing name ID format = Persistent Identifier

4. [Optional] To provide single sign-on capabilities to AD groups, add to the Claim Issuance Policy an
issuance transform rule with the following properties:

o Claim rule template = Send Group Membership as a Claim
o User's group = <Name>
where <Name>is a name of the AD group that includes users that will access the service provider.

When a user that belongs to the specified group attempts to access the service provider, the identity
provider will issue an authentication assertion confirming that the user belongs to the group.

o Outgoing claim type = Group

Alternatively, if a different value is specified for the Group claim type option of advanced SAML
settings in Enterprise Manager, the same value must be specified as the outgoing claim type in AD FS.

o Outgoing claim value = <Name>

where <Name> is a name of the group that will be returned to the service provider in authentication
assertions.

This value can be different from the User's group value, for example, if you do not want the service
provider to display AD group names. This value must be the same as the name of the account of the
External Group type added in Enterprise Manager. For more information, see Configuring Accounts

and Roles and Adding Tenant Account.

For example, you want to provide single sign-on capabilities to users that belong to the Backup AD group.
In Enterprise Manager, you have the EnterpriseUsers account of the External Group type, and the default
group claim type is specified in advanced SAML settings.

To allow these users to log in to Enterprise Manager with the single sign-on service, you must create an
issuance transform rule with the following properties:

o Claim rule template = Send Group Membership as a Claim
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o User's group = Backup
o Outgoing claim type = Group

o Outgoing claim value = EnterpriseUsers
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Configuring Retention Settings for Index
and History

Veeam Backup Enterprise Manager allows you to configure retention settings for the index files, as well as for
the event history.

e If you are using the Standard edition of Veeam Backup & Replication in your virtual environment, Veeam
Backup Enterprise Manager will keep index files only for those backups that are currently stored on disk
(that is, the backups are available on backup repositories).

e If you are using the Enterprise or Enterprise Plus edition, Veeam Backup Enterprise Manager will keep
index files for backups that are currently stored on disk and for archived backups (for example, backups
that were recorded to tape). Thus, you will be able to browse and search through backup contents even if
the backup in repository is no longer available or it was removed by Remove from Backups or Remove
from Disk command in Veeam Backup console. For more information, see Managing Backups and
Managing Replicas sections of the Veeam Backup & Replication User Guide.

IMPORTANT

Consider that, by default, backup repository is the primary destination for the search. This means, in
particular, that if a backup (with indexed guest) is stored in both locations — repository and tape — then
Enterprise Manager search results will only include files from backup stored in the repository. Files from
tape-archived backup will appear in search results only if not found in the repository.

To configure retention settings, take the following steps:
1. Login to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.

Open the Settings section on the left of the Configuration view.

ISV

On the Session History tab, in the Guest file system catalog section, specify how long index files must be
stored on the Veeam Backup Enterprise Manager server:

a. Enter the desired number of months in the Retention period, months field. The default value is
3 months, the minimum allowed value is T month, and the maximum allowed value is 99 months.

b. When finished, click the Save button under the Event history section. New retention settings will be
saved in the Enterprise Manager database, and a message notifying you on the update will be
displayed at the top of the window.

5. In the Event history section, specify the period for which Veeam Backup Enterprise Manager should keep
historical data available in the main working area of the Veeam Backup Enterprise Manager website.

a. Enter the desired number of weeks or select Keep all. By default, the retention period for session data
is set to 13 weeks. The minimum allowed value is 1 week, and the maximum allowed value is
999 weeks.
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b. When finished, click Save. New retention settings will be saved in the Enterprise Manager database,
and a message notifying you on the update will be displayed at the top of the window.
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Note that the retention settings you specify in Veeam Backup Enterprise Manager are propagated to all Veeam
backup servers connected to it. These settings override the Session history retention values specified at the
level of the Veeam backup server. For example, if the retention options of the Veeam backup server are
configured to keep the session history for 50 weeks, and in Veeam Backup Enterprise Manager you select to
Keep only last 53 weeks, the latter value will be propagated to the Veeam backup server; so the history will be
kept for 53 weeks.
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This backup server's session history settings are managed by the Yeeam
Backup Emterprise Manager,
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Configuring Notification Settings

Veeam Backup Enterprise Manager allows you to receive email notifications on job results, restore operations
and so on.

Before you configure notification settings, specify settings of the server that will send email notifications to
necessary email addresses. For more information, see Mail Server Settings.

After that, you can fine tune necessary notifications:
e Notifications on job results
e Notifications on lab requests
e Notifications on restore operations
e Notifications on licensing

¢ Notifications on encryption keys operations
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Mail Server Settings

To receive notifications from Veeam Backup Enterprise Manager, you need to specify settings of the server that
will send email notifications to necessary email addresses.

You can allow Veeam Backup Enterprise Manager to send email notifications on behalf of your Google or
Microsoft 365 account using OAuth 2.0 authentication, or you can specify connection settings of your SMTP
server that use basic (with a password) authentication. You can select from the following options:

e Connect Veeam Backup Enterprise Manager with a Google account
e Connect Veeam Backup Enterprise Manager with a Microsoft 365 account

e Use an SMTP server with basic authentication

Google Account Settings

You can authorize Veeam Backup Enterprise Manager to send email notifications on behalf of your Google
account. To send notifications, Enterprise Manager communicates with the Gmail API. For authentication,
Enterprise Manager uses an access token issued by Google Authorization Server. To acquire an access token, you
need to specify OAuth 2.0 client credentials of the application registered in the Google Cloud console. For more
information on obtaining client credentials, see Registering Application in Google Cloud Console.

To connect Veeam Backup Enterprise Manager with your Google account, do the following:
1. Login to Enterprise Manager using an administrative account.

To open the Configuration view, click Configuration in the top right corner.

Open the Notifications section on the left of the Configuration view.

On the Server Settings tab, select Google Gmail from the Mail server list.

In the Application client ID field, specify the obtained client ID.

In the Client secret field, specify the client secret.

To save the credentials, click Save.

® N o U A W N

Click Sign in with Google.
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9. Allow Veeam Backup Enterprise Manager to have access to your Google account and send email
notifications on your behalf.
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Registering Application in Google Cloud Console

Before the Veeam Backup Enterprise Manager web application can obtain an access token, you need to register
the application in the Google Cloud console. Upon registration you will have a client ID and client secret
required for acquiring an access token.

You can register Veeam Backup Enterprise Manager in the Google Cloud console.

1. Login to the Google Cloud console under a Google account that you want to use for sending email
notifications.

2. Create a new project and enable Gmail APIfor the project.
You can do this with the Google setup tool.

3. Create the OAuth client /D credentials — a client ID and client secret for the Veeam Backup Enterprise
Manager application.

As an authorized redirect URI, specify the following:

https://<EnterpriseManagerServer>:9443/api/Notifications/GrantPermissions

where <EnterpriseManagerServer> is a host name of the host where the Enterprise Manager server
resides.

4. Record the following data required for acquiring an access token:
o ClientID

o Client secret
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Microsoft 365 Account Settings

You can authorize Veeam Backup Enterprise Manager to send email notifications on behalf of your Microsoft 365
account. To send notifications, Enterprise Manager communicates with the Microsoft Graph API. For
authentication, Enterprise Manager uses an access token issued by Microsoft identity platform. To acquire an
access token, you need to specify details of an application registered with the Microsoft identity platform. For
more information on obtaining application details, see Registering Application in Azure Portal.

To connect Veeam Backup Enterprise Manager with your Microsoft 365 account, do the following:
1. Login to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.
Open the Notifications section on the left of the Configuration view.
On the Server Settings tab, select Microsoft 365 from the Mail server list.
In the Application client ID field, specify the client ID assigned to your Azure Active Directory application.
In the Tenant ID field, specify your Azure Active Directory tenant ID.
In the Client secret field, specify the client secret assigned to your Azure Active Directory application.

To save the settings, click Save.

© 0 N O U A W N

Click Authorize now.

10. Allow Veeam Backup Enterprise Manager to access your Microsoft 365 account and send email
notifications on your behalf.
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Registering Application in Azure Portal

Before the Veeam Backup Enterprise Manager web application can obtain an access token, you need to register
the application with the Microsoft identity platform. Upon registration you will have application essentials
required for acquiring an access token.

You can register Veeam Backup Enterprise Manager in the Azure portal. For more information on registering
applications, see Microsoft Docs.

1. Login to the Azure portal under an account that you want to use for sending email notifications. The
account must have an active subscription.

2. Register Veeam Backup Enterprise Manager as an application.

As a redirect URI, specify the following:

https://<EnterpriseManagerServer>:9443/api/Notifications/GrantPermissions

where <EnterpriseManagerServer> is a host name or IP address of the host where the Enterprise
Manager server resides.

3. Grant the application the Mail.Send permission of Microsoft Graph. This will allow Veeam Backup
Enterprise Manager to call the Microsoft Graph API for sending email notifications.

4, Add anew client secret. It is used to prove the application identity to the Microsoft identity platform.
5. Record the following data required for acquiring an access token:

o Directory (tenant) ID

o Application (client) ID

o Client secret value

SMTP Server with Basic Authentication

For sending email notifications, you can use a custom SMTP server with basic authentication.

NOTE

When you add an SMTP server, Veeam Backup Enterprise Manager saves its TLS certificate thumbprint. If
the SMTP server certificate is changed and the certificate is not trusted, Enterprise Manager stops sending
email notifications until you validate the new certificate.

To specify SMTP server settings, do the following:

1. Login to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.
Open the Notifications section on the left of the Configuration view.

On the Server Settings tab, select Custom SMTP from the Mail server list.

oor W

On the Server Settings tab, specify a full DNS name or IP address of the SMTP server. If necessary, change
the port number that will be used to communicate with the mail server. The default port number is 25.
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6. Inthe Timeout field, specify a timeout for email server — this should be a value from 1 to 3600 seconds.
Default is 100 seconds.

7. If the SMTP server requires SSL connection, select the Use SSL check box.

8. If the SMTP server requires authentication, select the Requires authentication check box and specify
authentication credentials.

9. C(lick Save.

E@ Bt G (R Geies UnemmeeelEme Wedbrss Bk Geme R @ TECH\sheila.d.cory v @

@ Exit Configuration Server Settings Job Summary Lab Requests Restore Operations License Information Key Management

2 Backup servers @ Changes have not been saved yet

B vCenter Servers Mail server:
Custom SMTP (Basic authentication) ~
W Self-Service
SMTP server name or address: Port:
~
(@ sessions 172.17.23.12 587 z
Timeout (1 to 3600 seconds):
& Roles 100 2
¥ settings UsessL
@ Licensing [] Requires authentication
A Notifications
@ About

164 | Veeam Backup Enterprise Manager | User Guide



Notifications on Job Results

You can configure Veeam Backup Enterprise Manager to send daily email notifications with the results of
finished jobs. The email message contains a detailed list of jobs performed with the £rror, Warning and Success
statuses. If you want to receive a notification after each job run, configure notification setting for this job in
Veeam Backup & Replication. For details, see the Notification Settings section of the Veeam Backup &
Replication User Guide.
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To receive daily email notifications about job results, do the following:

1. Login to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration in the top right corner.

3. Open the Notifications section on the left of the Configuration view.

4. Open the Job Summary tab.

5. Select the Send daily notification at check box and specify the time when you want a notification email to
be sent.

6. Inthe From field, enter an email address of the notification sender.

7. Inthe To field, enter an email address of the notification recipient. Use a comma to specify multiple
addresses.

8. In the Subject field, enter a subject of email notifications. You can use the following variables in the
subject:

o %1 — number of jobs that ended with errors for the last 24 hours

o %2 — number of jobs that ended with warnings for the last 24 hours
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o %3 — number of jobs that ended successfully for the last 24 hours
Job retries performed in the last 24 hours are also included in the report.
o %4 — number of jobs whose last session ended with an error.
o %5 — number of jobs whose last session ended with a warning.
o %6 — number of jobs whose last session ended successfully.
Jobs which were in Disabled state during the last session are also included in the report.

9. C(lick Save.

TIP

To verify that you have configured email settings correctly, click Test. Veeam Backup Enterprise Manager
will send a test email to all specified email addresses.
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Notifications on Lab Requests

You can configure Veeam Backup Enterprise Manager to send notification emails about virtual lab requests
created by users who need to perform universal application item-level restore.

To receive notifications about lab requests, do the following:
1. Login to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.
Open the Notifications section on the left of the Configuration view.
Open the Lab Requests tab.
Select the Send lab request notifications check box.

In the From field, enter an email address of the notification sender.

N o ouoA W

In the To field, enter an email address of the notification recipient. Use a comma to specify multiple
addresses.

oo

Specify the subject of the email message.

9. Select request statuses for a report. The notification email will be sent if the request is Pending, Ready,
Canceled, Approved, Failed or Stopped.

10. Click Save.
TIP

To verify that you have configured email settings correctly, click Test. Veeam Backup Enterprise Manager
will send a test email to all specified email addresses.

For more information about the universal application item-level restore, see Veeam Universal Application Item
Recovery Guide.
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Notifications on Restore Operations

You can configure Enterprise Manager to send email notifications about the following recovery operations:
e Instant VM Recovery
e Entire VM Restore
e Guest OS file restore
e Instant File Share Recovery
e Application Item Restore
To receive notifications about performed file restore operations, do the following:

1. Login to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration in the top right corner.

3. Open the Notifications section on the left of the Configuration view.

4. Open the Restore Operations tab.

5. Select Send notifications on restore operations.

6. Inthe From field, enter an email address of the notification sender.

7. Inthe To field, enter an email address of the notification recipient. Use a comma to specify multiple
addresses.

8. Click Save.

TIP

To verify that you have configured email settings correctly, click Test. Veeam Backup Enterprise Manager
will send a test email to all specified email addresses.
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Notifications on Licensing

You can configure Veeam Backup Enterprise Manager to send the following email notifications:
e Notifications on product updates
e [For perpetual licenses] Notifications on support contract expiration

e [For rental licenses] Notifications on license usage

Notifications on Product Updates

By default, Veeam Backup Enterprise Manager checks periodically and notifies you about new product versions
and patches available on the Veeam website. Leave the update notifications enabled so you do not miss critical
updates and patches.

To disable notifications on product updates:

1. Login to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.
Open the Notifications section on the left of the Configuration view.

Open the License Information tab.

ooa W

Select the Check for product and hypervisor updates periodically check box.

Notifications on Support Contract Expiration

If you have a perpetual license installed and your support contract is expired, Veeam Backup Enterprise Manager
adds the SUPPORT EXPIRED prefix to the subject of all its email messages. You can configure Enterprise
Manager to remove the prefix.

To remove the SUPPORT EXPIRED prefix from the message subject:

1. Login to Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.
Open the Notifications section on the left of the Configuration view.

Open the License Information tab.

oA W

Select the Disable support contract expiration notifications check box.

Notifications on License Usage

If you have a rental license installed, you can configure Veeam Backup Enterprise Manager to send email
notifications on license usage. Every notification contains a monthly usage report about instances used for
backup and replication in the previous month. For more information on the reports, see Managing Monthly
Usage Reports.

Enterprise Manager sends notifications on license usage on the first day of the month. If
Veeam Backup & Replication does not perform any backup and replication jobs for the whole month, Enterprise
Manager does not send the notifications.
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To enable email notifications on license usage:

1. Login to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration in the top right corner.

3. Open the Notifications section on the left of the Configuration view.

4. Open the License Information tab.

5. Select the Send notifications on license usage check box.

6. Inthe From field, enter an email address of the notification sender.

7. Inthe To field, enter an email address of the notification recipient. Use a comma to specify multiple
addresses.

8. Click Save.

TIP

To verify that you have configured email settings correctly, click Test. Veeam Backup Enterprise Manager
will send a test email message to all specified email addresses.
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Notifications on Key Management

Veeam Backup Enterprise Manager allows you to perform operations with encryption keys. For more
information, see Managing Encryption Keys.

You can configure Enterprise Manager to send notifications about the following key management operations:
key expiration, key deletion, key modification.

To receive key management notifications, do the following:

1. Login to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration in the top right corner.

3. Open the Notifications section on the left of the Configuration view.

4. Open the Key Management tab.

5. Select the Send notifications on key management operations check box.

6. Inthe From field, enter an email address of the notification sender.

7. Inthe To field, enter an email address of the notification recipient. Use a comma to specify multiple
addresses.

8. Click Save.

TIP

To verify that you have configured email settings correctly, click Test. Veeam Backup Enterprise Manager
will send a test email to all specified email addresses.
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Viewing Information About Enterprise
Manager

You can view detailed information about Enterprise Manager and its components, URLs of REST APl and Veeam
Self-Service File Restore Portal, as well as the paths to the Enterprise Manager logs.

To view information about Enterprise Manager, do the following:
1. Login to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration in the top right corner.

3. Open the About section on the left of the Configuration view.

Enterprise Manager Logs

Veeam Backup Enterprise Manager provides detailed logging of performed activities, data protection and
disaster recovery tasks.

Log files are stored on the Enterprise Manager server at the following paths:

e Veeam Backup Enterprise Manager Service logs
C:\ProgramData\Veeam\Backup\Svc.VeeamBES. log

e Veeam Guest Catalog Service logs
C:\ProgramData\Veeam\Backup\Svc.VeeamCatalog.log

e Veeam Backup Enterprise Manager web app logs
C:\ProgramData\Veeam\Backup\Veeam.WebApp.log

You can use Veeam Backup Enterprise Manager logs to submit a support ticket at the Veeam Customer Support
Portal. To ensure that overall and comprehensive information is provided to Veeam Customer Support, send all

log files when submitting a support ticket.
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To download Enterprise Manager logs, in the About section of the Configuration view, click Download support
logs.
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TLS Certificates

TLS certificates ensure secure connection with Veeam Backup Enterprise Manager over HTTPS. During the
Enterprise Manager installation, you can select an existing certificate or generate a new self-signed certificate.
The certificate is bound to Enterprise Manager, the REST API and their ports.

Initially, Veeam Backup Enterprise Manager uses the same TLS certificate for all connections. If you want to use
different certificates, you can update your current certificate. For more information, see Updating TLS
Certificates.

TLS certificates are used for the following purposes:

e Veeam Backup Enterprise Manager Service and Veeam Guest Catalog Service communicate with backup
servers added to the Enterprise Manager infrastructure.

For more information, see Connecting to Backup Servers.

e Veeam Backup Enterprise Manager web app and Veeam vSphere Client plug-in communicate with a
browser.

e Veeam Backup Enterprise Manager REST API service communicates with a REST API client.
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Connecting to Backup Servers

When communicating with backup servers that have Veeam Backup & Replication 12 installed, Veeam Backup
Enterprise Manager uses a TLS certificate for authentication so that Veeam Backup Enterprise Manager does not
store backup server account credentials. For connections with backup servers with earlier versions of

Veeam Backup & Replication, Veeam Backup Enterprise Manager uses backup server account credentials for
authentication.

Certificate-based connection works in the following way:

1.

When adding a backup server, you specify connection settings including an account with Veeam Backup
Administrator role assigned on the backup server.

For more information, see Adding Backup Servers.

Veeam Backup Enterprise Manager sends the credentials as well as the certificate thumbprint that will be
used by Veeam Backup Enterprise Manager Service and Veeam Guest Catalog Service for authentication.

Veeam Backup & Replication validates the credentials and saves Enterprise Manager data including the
certificate thumbprint.

Veeam Backup & Replication sends its certificate thumbprint to Enterprise Manager.

For more information on managing backup server certificates, see the Backup Server Certificate section of
the Veeam Backup & Replication User Guide.

You validate the certificate. If you trust the certificate, Enterprise Manager adds the backup server to the
infrastructure and saves the thumbprint to the database.

If a backup server is not available at the moment, Enterprise Manager stores the backup server account
credentials until the connection is established. Then the credentials are deleted from the Enterprise
Manager database.

The next time Enterprise Manager connects to Veeam Backup & Replication, the Enterprise Manager
certificate is used for authentication.

If a backup server certificate is updated, you will have to validate it from Enterprise Manager. Until you
validate the certificate, Enterprise Manager cannot collect data from the backup server.

Thirty days before the Enterprise Manager certificate is expired, you are prompted to update it.

For more information, see Updating TLS Certificates.
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Updating TLS Certificates

If an existing TLS certificate expires, or if you want to use another certificate, for example, the one obtained
from a Certificate Authority, you can update the current certificate.

e To update the certificate used by Veeam Backup Enterprise Manager Service and Veeam Guest Catalog
Service, go to Configuration > Backup Servers and click Update certificate.

e To update the certificate used by Veeam Backup Enterprise Manager web app and Veeam vSphere Client

plug-in, you can use Internet Information Services (I1S) Manager. For more information, see this Microsoft
Docs article.

If you want to use a certificate obtained from a Certificate Authority, make sure that the fully qualified

domain name of the Enterprise Manager server is specified in the certificate subject or subject alternative
name.

e To update the Veeam Backup Enterprise Manager REST API certificate, use the netsh command. For more
information, see the TLS Certificate section of the Veeam Backup Enterprise Manager REST API Reference.
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Veeam Backup Enterprise Manager interface is available in several languages. You can select a language for the
following Veeam Backup Enterprise Manager components:

e Veeam Backup Enterprise Manager website

e Veeam Self-Service Backup Portal

e vSphere Self-Service Backup Portal

Available Languages

Veeam Backup Enterprise Manager is available in the following languages:

e Chinese (Simplified, PRC)

e English
e French

e German
e ltalian

e Japanese
e Spanish

Selecting Language

The first time you visit one of the Veeam Backup Enterprise Manager components, the content is displayed in
the language of your browser. If the website does not support the browser language, the interface is displayed
in English.

You can select a preferred language from the drop-down list on the login page. If the language you need is not
available, you can add it. For more information, see Adding Languages.
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Language Files Overview

To support multiple languages, Veeam Backup Enterprise Manager uses the GNU gettext tools. Veeam Backup
Enterprise Manager languages are stored in POT, JSON and PO files. The files are located in the 1ang folder on

the Enterprise Manager server. By default, the path to the folder is the following:
$PROGRAMFILES%\Veeam\Backup and Replication\Enterprise

Manager\WebApp\scripts\build\production\resources\lang.

All files names must follow the naming conventions. For more information, see File Names.

File Formats

Enterprise Manager languages are stored in text files of the following formats:

e POT files that contain Ul texts in the source language. The source language of Enterprise Manager is
English.

e [Optional] PO files that contain Ul texts as pairs of strings: source string and its translation. Each language
is stored in a separate file. You can create PO files from the POT files and use them in the translation
process. After you finish the translation, you must convert PO files to the JSON format.

e JSON files that contain Ul texts as pairs of strings: source string and its translation. Enterprise Manager
uses these files to display the interface in a language other than English.

File Names

In order for Veeam Backup Enterprise Manager to recognize files within the 1ang folder as language files, their
names must follow the naming conventions.

POT files must have the following names:
e messages.pot — file used for the Veeam Backup Enterprise Manager website
e vcloud messages.pot — file used for Veeam Self-Service Backup Portal
e vsphere messages.pot — file used for vSphere Self-Service Backup Portal
JSON files must have the following names:
e messages.<code>.json — file used for the Veeam Backup Enterprise Manager website
e vcloud messages.<code>.json — file used for Veeam Self-Service Backup Portal
e vsphere messages.<code>.json — file used for vSphere Self-Service Backup Portal

where <code> is an ISO 639-1 code that represents the language. The code consists of a two-letter lowercase
culture code and optional two-letter uppercase region code. For example: en, fr-CA, fr-FR, pt-BR OF pt-PT.
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Adding Languages

Veeam Backup Enterprise Manager is available in several languages. If the language you need is not available,
you can add it. Before you start adding new languages, check whether the languages are supported by the
server where Veeam Backup Enterprise Manager is deployed.

To check whether a language is supported, run the following command:
New-Object -TypeName 'System.Globalization.CulturelInfo' -ArgumentList "<code>"

where <code> is an ISO 639-1 code that represents the language. The code consists of a two-letter lowercase
culture code and optional two-letter uppercase region code. For example: en, fr-CA, fr-FR, pt-BR Of pt-PT.

To add new languages:
1. Translate source Ul texts to the new languages.
For more information, see Translating Source Texts.
2. Convert the translation files.
For more information, see Converting PO to JSON.

3. Save the translation files to the 1ang folder. The default path is the following:
$PROGRAMFILES%\Veeam\Backup and Replication\Enterprise

Manager\WebApp\scripts\build\production\resources\lang.

IMPORTANT

Make sure the JSON translation files are named as follows: messages.xx.json,
vcloud messages.xx.json, vsphere messages.xx.json. For more information on file
naming, see File Names.

4. InlIS Manager, restart the VeeamBackup website and recycle the VeeamBackup application pool. For more
information, see the Site <site> and Recycling Settings for an Application Pool <recycling> sections of
Microsoft Docs.

Translating Source Texts

Source texts are stored in POT files. The files are located in the 1ang folder on the Enterprise Manager server.
By default, the path to the folder is the following: $PROGRAMFILESS%\Veeam\Backup and
Replication\Enterprise Manager\WebApp\scripts\build\production\resources\lang.

To translate source texts:
1. Get the source files from the 1ang folder:
O messages.pot
o vcloud messages.pot
o vsphere messages.pot

For more information on file names and formats, see Language Files Overview.
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2. For each language, create PO files using the POT files as templates.

For more information, see this GNU gettext article.

3. Name the PO files as follows:

o0 messages.<code>.po

o vcloud messages.<code>.po

o0 vsphere messages.<code>.po

For more information, see File Names.

4. Translate PO files in a text editor or a CAT tool.

For more information on PO files, see PO File Structure.

TIP

Although PO files are not used by Veeam Backup Enterprise Manager, you can save them in the 1ang
folder to keep them together with other language files.

PO File Structure

Each PO file contains the following elements:

e Header

e Translation entries

Header

Header contains meta data of the PO file: language code in the ISO 639-1 format, content type and encoding,

and plural form information.

IHHHHHHHIIIIIIIIIIIIHHHHHHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Language

MIME-Version

Content-Type

Content-Transfer-
Encoding:

Plural-Forms

ISO 639-1 code of the translation language.

MIME version. Set it to 7.0.

Content type and character encoding used for the translation language. Set the
type value to text/plain.You can use the UTF-8 encoding for any language.

Content transfer encoding. Set the value to 8bit.

Number of plural forms and the plural form formula of the translation language.

180 | Veeam Backup Enterprise Manager | User Guide


https://www.gnu.org/software/gettext/manual/html_node/Creating.html#Creating

For example:

"Project-Id-Version: \n"

"POT-Creation-Date: \n"

"PO-Revision-Date: \n"

"Language-Team: \n"

"Language: de\n"

"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=UTF-8\n"
"Content-Transfer-Encoding: 8bit\n"
"Plural-Forms: nplurals=2; plural=(n != 1);\n"
"X-Generator: \n"

For more information on the PO header, see this GNU gettext article.

Translation entries

In a PO file, translation entries are separated with a blank string. Each entry consists of the following elements:
e msgid — string in the source language
e [Optionall msgid plural — plural form of the msgid string
e msgstr — string in the translation language

Before you begin translating, consider the following:

e Do not modify msgid strings. They are references to the source code. Veeam Backup Enterprise Manager
uses them to find their translation.

e If anmsgid string contains variables, do not translate them.

Variables are placed inside braces. For example, the following entry contains the restoreItemsCount
variable:

msgid "Pending restore ({restoreltemsCount} items)"
msgstr "Ausstehende Wiederherstellung ({restoreltemsCount} Elemente)"

e If anmsgid string is followed by its plural form msgid plural, provide translation for each form.

For example:

msgid "${ pointsCount } point"

msgid plural "S${ pointsCount } points"
msgstr[0] "${ pointsCount } Punkt"
msgstr[1l] "${ pointsCount } Punkte"

For more information on translating plural forms, see this GNU gettext article.
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Converting PO to JSON

Veeam Backup Enterprise Manager loads translated strings from JSON files. After you finish translating PO files,
convert them to the JSON format.

To convert a file from the PO format to the JSON format, use the
Veeam.Backup.Localization.PoConverter.exe utility.

1. To locate the utility, use the cd command. By default, the utility is located in the Enterprise Manager
folder.

cd '"<path>'

where <path> is a path to the utility file.

For example:
cd 'C:\Program Files\Veeam\Backup and Replication\Enterprise Manager'
2. Run the utility with the following command:

.\Veeam.Backup.Localization.PoConverter.exe '<po file>'

where <po_file> is a path to the PO file.
For example:
.\Veeam.Backup.Localization.PoConverter.exe 'C:\Program Files\Veeam\Backup
and Replication\Enterprise Manager\WebApp\scripts\build\production\resourc
es\lang\messages.zh CN.po'
The JSON file will be created in the folder of the PO file.

TIP

To view help for the Veeam.Backup.Localization.PoConverter.exe utility, run the utility with the /help
parameter.
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Viewing Statistics

On the Dashboard tab of the home page, you can see on-going statistics on backup servers and a chart that
shows date and time when backup jobs were performed, and the network throughput rate during the backup
jobs.

Backup Servers Statistics

Veeam Backup Enterprise Manager displays on-going statistics on backup servers, their jobs, processed
machines and file shares as well as data size, processing speed and so on.

You can view statistics for one of the following time ranges:
e Last 24 hours
e last7days
To switch between the ranges, select the necessary tab in the top left corner.
The Summary widget contains the following information:
e Backup servers — number of backup servers added to the Enterprise Manager infrastructure.

e Jobs— number of jobs configured on the added backup servers (including backup, backup copy,
replication, sure backup, backup to tape and file to tape jobs).

Starting from version 12.1 (build 12.1.0.2131), this number also includes Veeam Agent backup jobs
managed by Veeam Agent.

e  Machines — number of machines processed by the backup servers (including VMware VMs, Microsoft
Hyper-V VMs, and Veeam Agent machines). If a machine is processed by multiple jobs, it is counted as a
single machine.

Starting from version 12.1 (build 12.1.0.2131), this number also includes machines that are processed by
Veeam Agent backup jobs managed by Veeam Agent.

e file shares — number of file shares processed by the backup servers.

The Image Data widget contains information about backups of VMware VMs, Microsoft Hyper-V VMs, and
Veeam Agent machines managed by backup servers. Note that the data covers all Veeam Agent backup modes:
image-level, volume-level and file-level.

e Processing speed — average processing speed.

e Source size — total size of processed machines. If a machine is processed by multiple jobs (including
backup copy jobs), it is counted as a single machine.

e full backups — total size of full backups. This number does not include backups created by backup copy
jobs.

e Restore points — total size of incremental backups. This number does not include backups created by
backup copy jobs.

The File Data widget contains the following information about file share backups:
e Processing speed — average speed of file share processing.
e  Source size — total size of processed source files.

e  Backup — total size of backup files.
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e Archive — total size backup files moved to the archive repository.
The Last 24 hours / Last 7 days widget reports on the job session results for the selected period.
e Total job runs — total number of job runs.
e Success — number of jobs completed successfully.
e Warning — number of jobs completed with a warning.
e  Error— number of failed jobs.
The Status widget contains the following information:
e  Backups — status of backups that are verified by SureBackup jobs.
e Backup servers — status of the last collection job session.
e Management server — status of the Veeam Backup Enterprise Manager management server.
e License — status of licenses.
o OK— current license is valid
o Warning — working in grace period, or failed to update the license
o Error— license is expired, and grace period is over

You can use the links in these blocks to drill down into detailed reports on specific aspects of the backup
infrastructure.
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Backup Servers Chart

The Backup Servers chart shows date and time when backup jobs were performed, and the network throughput
rate during the backup jobs. Jobs related to each backup server have their own color on the chart. The legend on
the right interprets the color scheme used for all backup servers added to the Enterprise Manager
infrastructure.

You can view the chart for one of the time following ranges:
e Last 24 hours
e Last7days
To switch between the ranges, select the necessary tab in the top left corner.

In the Last 24 hours view, the highlighted part of the chart represents the configured backup window. You can
configure the backup window in the chart settings. For more information, see Customizing Dashboard Chart.
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Managing Jobs

Veeam Backup Enterprise Manager acts as a single point for managing jobs from all added backup servers. Users
with the Portal Administrator role can centrally manage jobs that have been previously configured on added
backup servers: start, stop, retry, clone, delete jobs and edit selective job settings.

Consider the following limitations:

e Enterprise Manager does not display backup policies created with the following Veeam solutions for cloud
environments:

o Veeam Backup for AWS

o Veeam Backup for Google Cloud

o Veeam Backup for Microsoft Azure
e For Nutanix AHV VMs, Enterprise Manager displays only backup copy jobs.
e For physical machines, Enterprise Manager displays the following job types:

o [Starting from version 12.1 (build 12.1.0.2131)] Both Veeam Agent backup jobs managed by Veeam
Agent and Veeam Agent backup jobs managed by the backup server. For more information, see
Support for Veeam Agents.

o Backup copy jobs

186 | Veeam Backup Enterprise Manager | User Guide



Viewing Jobs

From Veeam Backup Enterprise Manager, you can view information about jobs configured on all backup servers
added to Enterprise Manager. To view the jobs, open the Jobs tab. Every job in the list is described with the
following data: job name, type, platform of the objects it processes, backup server on which the job was
created, current job status, date of the latest run, date of the next run (if the job is scheduled) and job
description.

To quickly find a job, you can use filters and the search field.
e To view jobs of a specific backup server, select the server from the Backup server drop-down list.

e Tofilter job by job types or job statuses, use the Filter Options filter.

Once you have selected necessary job types and statuses, click Apply to apply the filter.
e Tofind ajob by its name, use the search field.
Besides the information presented in the list of jobs, the Jobs tab allows you to view advanced job data:
e Tosee a list of job sessions, click the job name link in the Name column.

e To see detailed statistics on the last job run, click the state link in the Status column.

NOTE

You can export displayed information to a file using the Export link on the toolbar. This file then can be
opened on the client machine using the associated application.
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Starting, Stopping and Retrying Jobs

Users with the Portal Administrator role can control backup and replication jobs without the need to access the
Veeam Backup & Replication console on the backup server.

On the Jobs tab, you can start, stop or retry a job.
e Tostart ajob, select the job from the list and click Start.
e Tostop ajob, select the job from the list and click Stop.
e Toretry a failed job, select the job from the list and click Retry.

NOTE

e For more information on starting a backup copy job, see the Starting and Stopping Backup Copy Jobs
section of the Veeam Backup & Replication User Guide.

e For more information on starting and stopping an Microsoft SQL Server, Oracle or PostgreSQL backup
job with transaction log processing enabled, see the Starting and Stopping Transaction Log Backup
Jobs section of the Veeam Backup & Replication User Guide.
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Enabling and Disabling Jobs

Veeam Backup Enterprise Manager allows you to enable and disable jobs of the following types:

e Scheduled backup jobs

Disabled backup jobs do not start by the specified schedule. When you disable a job that backs up
Microsoft SQL Server, Oracle or PostgreSQL machines, transaction log processing (if enabled for that job)
will be also disabled.

e Scheduled replication jobs
Disabled replication jobs are not started by the specified schedule.

e Backup copy jobs

Disabled backup copy jobs do not monitor source backup repositories and do not copy restore points to
the target backup repository.

To enable or disable a job:
1. On the Jobs tab, select a job from the list.

2. On the toolbar, click Job.

3. Select Enable or Disable from the list of commands.
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Editing Jobs

Users with the Portal Administrator role can modify settings of VMware and Hyper-V backup and replication
jobs that have been previously configured on backup servers connected to Veeam Backup Enterprise Manager.
In Enterprise Manager, you can change only a subset of the job settings. To edit other job settings, use the
Veeam Backup & Replication console.

IMPORTANT
e You can edit jobs if you have an Enterprise or Enterprise Plus license installed.
e From Veeam Backup Enterprise Manager, you cannot edit jobs that are managed by backup servers
of earlier versions as well as Veeam Agent backup jobs, file share backup jobs, and backup copy jobs.
To edit settings of such jobs, use the Veeam Backup & Replication console.

In Veeam Backup Enterprise Manager, you can change the following job settings:
e Change a job name, description and retention settings for the restore points.

e Manage a list of machines that the job should process (add and remove machines or containers, exclude
individual machines from containers, change the order in which the job will process machines).

e Configure guest processing settings.

e Change a job schedule.

The changes take effect with the next job run.

NOTE

If the Location properties of the source object and target object do not match, you will receive a warning
message after you finish editing. For example, you may have a backup job targeted at repository located in
Sydney, and source machines located in London.

To edit a job, use the Edit Backup Job (or Edit Replication Job) wizard.
1. Launch the wizard for job editing.
Edit job name and retention settings.

Edit the list of VMs.

2

3

4. Change the VM processing order.

5. Configure guest processing settings.
6

Edit job scheduling settings.
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Step 1. Launch Wizard

To launch the wizard for job editing:

1. On Jobs tab, select the necessary job from the list.

2. On the toolbar, click Job to expand the list of available actions.

3. Select Edit.

Alternatively, you can right-click a job and select Job > Edit.
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Step 2. Edit Job Name and Retention Settings

At the Job Settings step of the wizard, you can modify name and description for the selected job, as well as its
retention policy.

1. In the Job name field, enter a name for the job.

2. Inthe Description field, provide an optional description for future reference. The default description
contains information about the user who created the job, date and time when the job was created.

3. Specify backup retention policy settings:

o From the Retention policy list, select Restore points and specify the number of restore points that you
want to store in the backup repository. When this number is exceeded, the earliest restore point will
be removed from the backup chain.

o From the Retention policy list, select Days and specify the number of days for which you want to store
restore points in the backup repository. After this period is over, a restore point will be removed from
the backup chain.

For more information on retention, see the Short-Term Retention Policy section of the Veeam Backup &
Replication User Guide. Also, see this Veeam KB article.

4. To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups longer
for archival purposes check box and click Configure. In the Configure GFS window, specify how often full
backups are retained. For more information, see the Long-Term Retention Policy (GFS) section of the
Veeam Backup & Replication User Guide.
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5. Select the High priority check box if you want the resource scheduler of Veeam Backup & Replication to
prioritize this job higher than other similar jobs and to allocate resources to it in the first place. For more
information on job priorities, see the Job Priorities section of the Veeam Backup & Replication User Guide.
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Step 3. Edit List of VMs

At the Virtual Machines step of the wizard, you can add or remove individual VMs or VM containers, for example,
entire hosts or clusters. Jobs with VM containers are dynamic in their nature: if a new machine is added to the
container after the job is created, the job is automatically updated to include the added machine.

NOTE
e For VMware Cloud Director backup jobs, you can add and remove the following Cloud Director
objects: VMs, vApps, organization VDCs, organizations and the Cloud Director instance. The scope
depends on your Cloud Director access rights.
e For VMware Cloud Director replication jobs, you cannot add or remove single VMs. You can manage
only vApps and other Cloud Director containers.

Adding VMs and VM containers

To add a VM or a VM container:

1. Click the Add.

Edit Backup Job X
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2. Inthe virtual infrastructure tree, select the necessary VMs or VM containers.

If you select a VM container and later add a new VM to the container, Veeam Backup & Replication will
update job settings automatically to include the VM.
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TIP
To quickly find the necessary objects, you can do the following:

e Search for objects: type a name or part of a name in the search field. Specify the type of the
object from a scroll list next to the search field.
e Switch between virtual infrastructure views using the buttons in the top right corner:
o For VMware objects, you can switch between the Hosts and Clusters, VMs and
Templates, Datastores and VMs and Tags and VMs views.
o For Hyper-V objects, you can switch between the Hosts and VMs, Hosts and Volumes,

and Hosts and VM Groups views.

3. Click OK to save the changes.

Removing VMs and VM containers

To remove a VM or VM container, select it in the list and click Remove.

Excluding VMs

You can also exclude individual VMs from VM containers (for example, if you need to back up the whole VMware
or Hyper-V server except several machines running on this server).

To exclude VMs from a VM container:
1. Select a VM container in the list and click Exclusions.

2. Inthe Exclusions window, click Add and select machines that you want to exclude.
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Step 4. Change VM Processing Order

At the Virtual Machines step of the wizard, you can change the VM processing order. It can be helpful if specific
VMs must be processed first, if you want to ensure that processing of a MV does not overlap with other
scheduled activities, or that VM processing is completed before the certain time.

To change the VM processing order, select the necessary machines and move them up or down the list using the
Up and Down buttons on the right. In the same manner, you can set the backup order for containers in the
backup list.

NOTE

e VMs inside a VM container are processed at random. To ensure that VMs are processed in the
defined order, add them as standalone VMs, not as a part of containers.

e The processing order may differ from the order that you have defined. For example, if resources of a
VM that is higher in the priority are not available, and resources of a VM that is lower in the priority
are available, the VM with the lower priority will be processed first.

e For VMware Cloud Director backup jobs, you can change the order of the following Cloud Director
objects: VMs, vApps, organization VDCs, organizations and the Cloud Director instance. The scope
depends on your Cloud Director access rights.

e For VMware Cloud Director replication jobs, you cannot change the VM processing order. You can
manage only vApps and other Cloud Director containers.
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Step 5. Configure Guest Processing Settings

At the Guest Processing step of the wizard, you can configure the following settings for VM guest OS
processing:

e Application-Aware Processing
e Guest OS File Indexing

e Guest OS Credentials

Edit Backup Job x
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Job Settings
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&1 Customize Application
Guest Processing Customize application handling options for individual machines and applications
Job Schedule Enable guest file system indexing €
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Application-Aware Processing

At the Guest Processing step of the wizard, you can enable application-aware processing. Application-aware
processing is a Veeam technology based on Microsoft VSS and used to create transactionally consistent backups
or replicas of VMs that run Microsoft Active Directory, Microsoft SQL Server, Microsoft SharePoint, Microsoft
Exchange, Oracle or PostgreSQL. For more information, see the Application-Aware Processing section of the
Veeam Backup & Replication User Guide.

To configure application-aware processing, take the following steps:
1. Select the Enable application-aware processing check box.

2. Click the Customize Application link.
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3. To define custom settings for a machine, select it and click Edit.

To customize settings of a machine added to the job as part of a container, add the machine as a
standalone instance. For that, click Add machine and choose the necessary VM. Next, select the machine
from the list and click Edit to customize VM settings.

To discard custom settings of a machine, select the machine in the list and click Remove.
4. Configure the necessary settings for the selected application server:
o General Settings
o Microsoft SQL Server Transaction Log Settings
o Oracle Archived Redo Log Settings
o PostgreSQL Archive Log Settings

o VM Guest OS File Exclusion

Application-Aware Processing Options x

& o Damaua
& add... 4 E‘i;" Remove
Object Vvss Transaction logs Excludes
53 rhelo1 Require success Exchange: Truncate, SQL: Truncate Disable
51 mssqlo2 Require success Exchange: Truncate, SQL: Backup Disable
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|'—__'|TI winsrvasd Require success Exchange: Truncate, SQL: Truncate Disable

General Settings

On the General tab, you can specify general application-aware processing settings.

1. In the Applications section, select the option that corresponds to your transactionally-consistent backup
creation scenario.

o Select Require successful processing (default option) if you want Veeam Backup & Replication to stop
the backup job if an error occurs.

o Select Try application processing, but ignore failures if you want to continue the backup process even
if an error occurs. This option guarantees completion of the job. The created backup image will not be
transactionally consistent, but rather crash-consistent.

o Select Disable application processing if you do not want to enable application-aware processing for
the VM. This option makes the Transaction Logs Processing section unavailable.
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2. If you want Veeam Backup & Replication to process application logs or create copy-only backups, do one
of the following:

o [For Microsoft Exchange and Microsoft SQL VMs] If you want Veeam Backup & Replication to process
application logs, select Process transaction logs with this job and specify settings on the SQL tab. For
more information, see Microsoft SQL Server Transaction Log Settings.

NOTE

[For Microsoft Exchange VMs] If you select this option, Veeam Backup & Replication will back
up the Exchange database and its logs. The non-persistent runtime components or persistent
components that run on the VM guest OS will wait for a backup job to complete successfully.
After that, they will trigger truncation of transaction logs on a Microsoft Exchange server. If the
backup job fails, the logs on this server will remain untouched.

o [For Microsoft Exchange and Microsoft SQL VMs] If you use a third-party backup tool to perform VM
guest level backup, and this tool maintains consistency of the database state, select Perform copy
only. Veeam Backup & Replication will create a copy-only backup for the selected VM. The copy-only
backup preserves the chain of full or differential backup files and transaction logs on the VM. For
more information, see Microsoft Docs.

Note that if you select this option, the SQL tab will not be available in the VM Processing Settings
window.

e [For Oracle VMs and PostgreSQL VMs] You must specify settings for application log handling on the
Oracle and PostgreSQL tabs of the VM Processing Settings window. For more information, see Oracle
Archived Redo Log Settings and PostgreSQL Archive Log Settings.

3. Inthe Persistent guest agent section, specify if Veeam Backup & Replication must use persistent guest
agents on each protected VM for application-aware processing.

By default, Veeam Backup & Replication uses non-persistent runtime components.
Veeam Backup & Replication deploys runtime components on each protected VM when the backup job
starts, and removes the runtime components as soon as the backup job finishes.

Select the Use persistent guest agent check box to enable persistent agent components for guest
processing. For more information, see the Non-Persistent Runtime Components and Persistent Agent
Components section of the Veeam Backup & Replication User Guide.
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IMPORTANT

If both Microsoft SQL Server and Oracle Server are installed on the same VM, and this VM is processed by a
job with log backup enabled for both applications, Veeam Backup & Replication will back up only Oracle
transaction logs. Microsoft SQL Server transaction logs will not be processed.

mssql02: Processing Settings x

Applications €9

@) Require successful processing (recommended)

[__) Try application processing, but ignore failures
'ﬁ:::ﬁ' Disable application processing
Microsoft VSS settings €)

i::l:] Process transaction logs with this job (recommended)

'ﬁ::) Perform copy only (lets another application use logs)

Persistent guest agent )

D Use persistent guest agent (optional)

General sSQL Oracle PostgreSQL

File Exclusions

Cancel

Microsoft SQL Server Transaction Log Settings

If you back up a Microsoft SQL VM, you can specify how Veeam Backup & Replication must process transaction

logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box

is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select the Microsoft SQL Server VM from the list and click Edit.

4. On the General tab of the VM Processing Settings window, make sure the following options are selected:

o Inthe Applications section, either the Require successful processing or Try application processing, but

ignore failures option must be selected.
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o Inthe Microsoft VSS settings section, the Process transaction logs with this job option must be

selected.
mssql02: Processing Settings x
General sQL Oracle PostgreSQL File Exclusions

Applications €
'ZEZ' Require successful processing (recommendead)
i::ﬁ' Try application processing, but ignore failures
'I::I' Disable application processing

Microsoft VSS settings )

iiﬁl Process transaction logs with this job (recommended)

i::ﬁl Perform copy only (lets another application use logs)

Persistent guest agent )

[ ] use persistent guest agent (optional)

5. Open the SQL tab of the VM Processing Settings window.
6. Specify how Veeam Backup & Replication will process SQL transaction logs.

o Select Truncate logs to truncate transaction logs after successful backup. The non-persistent runtime
components or persistent components running on the VM guest OS will wait for the backup to
complete successfully and then truncate transaction logs. If the job does not manage to back up the
Microsoft SQL Server VM, the logs will remain untouched on the VM guest OS until the next start of
the non-persistent runtime components or persistent components.

NOTE

If the account specified at the Guest Processing step does not have enough rights,

Veeam Backup & Replication tries to truncate logs using the NT AUTHORITY|SYSTEM account.
Make sure that the account has permissions listed in the Permissions section of the Veeam
Explorers User Guide.

o Select Do not truncate logs to preserve transaction logs. When the backup job completes,
Veeam Backup & Replication will not truncate transaction logs on the Microsoft SQL Server VM.

Select this option for databases that use the Simple recovery model. If you enable this option for
databases that use the Full or Bulk-logged recovery model, transaction logs on the VM guest OS may
grow large and consume all disk space. In this case, the database administrators must take care of
transaction logs themselves.

201 | Veeam Backup Enterprise Manager | User Guide


https://helpcenter.veeam.com/docs/backup/explorers/vesql_permissions.html?ver=120

o Select Backup logs periodically to back up transaction logs with Veeam Backup & Replication. Veeam
Backup & Replication will periodically copy transaction logs to the backup repository and store them
together with the image-level backup of the Microsoft SQL Server VM. During the backup job session,
transaction logs on the VM guest OS will be truncated.

For more information, see the Microsoft SQL Server Transaction Log Settings sections of the Veeam
Backup & Replication User Guide.

7. If you have selected the Backup logs periodically option, specify settings for transaction log backup:

a. In the Backup logs every <N> minutes field, specify the frequency for transaction log backup. By
default, transaction logs are backed up every 15 minutes. The maximum log backup interval is 480
minutes.

b. In the Retain log backups section, specify retention policy for transaction logs stored in the backup
repository.

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and transaction log backups.

= Select Keep only last <N> days to keep transaction logs for a specific number of days. By
default, transaction logs are kept for 15 days. If you select this option, you must make sure that
retention for transaction logs is not greater than retention for the image-level backups. For
more information, see Retention for Transaction Log Backups section of the Veeam Backup &
Replication User Guide.

NOTE

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport transaction logs. For more information, see the Microsoft SQL Server Transaction Log
Settings section of the Veeam Backup & Replication User Guide.

dbserver01: Processing Settings x

General SQL QOracle File Exclusions

Choose how this job should process Microsoft SQL Server transaction logs

'___Z' Truncate logs (prevents logs from growing forever)
'___Z' Do not truncate logs (requires simple recovery model)
@) Backup logs periodically (backed up logs are truncated)
Eal -
Backup logs every 15 + | minutes

Retain log backups:

iél Until the corresponding image-level backup is deleted

'Z_:_B Keep only last 15 days
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Oracle Archived Redo Log Settings

If you back up a VM where Oracle Database is deployed, you can specify how Veeam Backup & Replication must
process archived redo logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box
is selected.

2. Click the Customize Application link.
3. Inthe displayed window, select the Oracle VM from the list and click Edit.

4. On the General tab of the VM Processing Settings window, make sure that either the Require successful
processing or Try application processing, but ignore failures option is selected.

IMPORTANT

If both Microsoft SQL Server and Oracle are installed on one machine, and this machine is processed
by a job with log backup enabled for both applications, Veeam Backup & Replication will back up
only Oracle transaction logs. Microsoft SQL Server transaction logs will not be processed.

mssql02: Processing Settings x

General sQL Oracle PostgreSQL File Exclusions

Applications €
iiﬁl Require successful processing (recommendead)
i::ﬁl Try application processing, but ignore failures
'I::I' Disable application processing

Microsoft VSS settings )

iiﬁl Process transaction logs with this job (recommended)

'Z__:Z' Perform copy only (lets another application use logs)

Persistent guest agent )

D IUse persistent guest agent (optional)

5. On the Oracle tab of the VM Processing Settings window, specify log processing settings.

a. Specify a user account that will connect to the Oracle database and perform Oracle archived logs
backup and deletion.

= Select Use guest credentials to use the account specified at the Guest Processing step of the
wizard to access the VM guest OS and connect to the Oracle database.
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= Specify another account. To do this, select the necessary account from the drop-down list or
click Add and add a new account.

Make sure the specified account has sufficient rights. For details, see the Permissions section of the
Veeam Explorers User Guide.

b. Specify how Veeam Backup & Replication must process archived redo logs on the Oracle VM.

= Select Do not delete archived logs to preserve archived redo logs on the original Oracle server.

Select this option for databases in the NOARCHIVELOG mode. If the database is in the
ARCHIVELOG mode, archived logs on the VM guest OS may grow large and consume all disk
space. In this case, database administrators must take care of archived logs themselves.

= Select Delete logs older than <N> hours / Delete logs over <N> GB to delete archived logs that
are older than <N> hours or larger than <N> GB. The log size threshold refers not to the total
size of all logs for all databases, but to the log size of each database on the selected Oracle VM.

When the parent backup job (job creating an image-level backup) runs, Veeam Backup &
Replication will wait for the backup to complete successfully, and then trigger archived logs
deletion on the Oracle VM over Oracle Call Interface (OCI). If the primary job does not manage to
back up the Oracle VM, the logs will remain untouched on the VM guest OS until the next start
of the non-persistent runtime components or persistent components.

TIP

Veeam Backup & Replication removes redo logs only after the parent backup job session. To
remove redo logs more often, you can schedule the job to run more often.

c. To back up Oracle archived logs with Veeam Backup & Replication, select the Backup logs every <N>
minutes check box and specify the frequency for archived log backup. By default, archived logs are
backed up every 15 minutes. The maximum log backup interval is 480 minutes.

IMPORTANT

If you plan to use this option together with archived logs deletion from Oracle machine guest,
make sure that these settings are consistent: logs should be deleted after they are backed up to
repository. Thus, you need to set up backup schedule and log removal conditions appropriately.

d. If you have selected the Backup logs every <N> minutes option, specify retention policy for the
archived logs stored in the backup repository. For the Retain log backups setting, select one of the
following:

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and archived log backups.

= Select Keep only last <N> days to keep archived logs for a specific number of days. By default,
archived logs are kept for 15 days. If you select this option, you must make sure that retention
for archived logs is not greater than retention for the image-level backups. For more
information, see the Retention for Archived Log Backups section of the Veeam Backup &
Replication User Guide.
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NOTE

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport archived logs. For more information, see the Oracle Archived Log Settings section of the
Veeam Backup & Replication User Guide.

linorcl01: Processing Settings x

General sSQL Oracle PostgreSQL File Exclusions

Choose how this job should process Oracle archived logs

Specify Oracle account with SYSDBA privileges:
admin (admin) v = Add

'ﬁ:::ﬁ' Do not delete archived logs

i::.:il Delete logs older than: 48 : hours
'ﬁ::) Delete logs over: 10 GB

e .
Backup logs every: 15 + | Mminutes

Retain log backups:

ii] Until the corresponding image-level backup is deleted

'ﬁ::ﬁl Keep only last 15 days

PostgreSQL Archive Log Settings

If you back up a VM where PostgreSQL is deployed, you can specify how Veeam Backup & Replication must
process PostgreSQL archive logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box
is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select the PostgreSQL VM from the list and click Edit.
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4. On the General tab of the VM Processing Settings window, make sure that either the Require successful
processing or Try application processing, but ignore failures option is selected.

postresql88: Processing Settings x

General SQL Oracle PostgreSQL File Exclusions

Applications €
iiﬁ' Require successful processing (recommended)
'I::I' Try application processing, but ignore failures
i::ﬁl Disable application processing
Transaction logs processing €
@ Process transaction logs with this job (recommended)
'I::I' Perform copy only (lets another application use logs)
Persistent guest agent €)

D Use persistent guest agent (optional)

5. On the PostgreSQL tab of the VM Processing Settings window, specify settings for PostgreSQL logs
processing.

a. Specify an account that will connect to the PostgreSQL instance and perform PostgreSQL archive logs
backup and deletion. The pg hba.conf configuration file of the PostgreSQL instance must contain a
record with the account.

= Select Use guest credentials to use the account specified at the Guest Processing step of the
wizard to access the VM guest OS and connect to the PostgreSQL instance.

= Specify another account. To do this, select the necessary account from the drop-down list or
click Add and add a new account.

Make sure the specified account has sufficient rights. For details, see the Permissions section of the
Veeam Explorers User Guide.

b. Specify an authentication method for the selected user account.

= Select Database user with password if you have specified an account with password-based
authentication. In this case, you must provide Veeam Backup & Replication with the account
password that will be stored in the Veeam Backup & Replication database.

= Select Database user with password file (.pgpass) if you have specified an account with
password-based authentication. In this case, you do not have to specify the account password
when adding the account in Veeam Backup & Replication. Instead, the account password must
be specified in the PGPASS password file stored in the user's home directory.
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= Select System user without password (peer) if you have specified a local system account with
peer authentication.

c. To back up PostgreSQL archive logs with Veeam Backup & Replication, select the Backup logs every
<N> minutes check box and specify the frequency for archive log backup. By default, archive logs are
backed up every 15 minutes. The maximum log backup interval is 480 minutes.

d. If you have selected the Backup logs every <N> minutes option, specify retention policy for the
archive logs stored in the backup repository. For the Retain log backups setting, select one of the

following:

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and archived log backups.

= Select Keep only last <N> days to keep archive logs for a specific number of days. By default,
archive logs are kept for 15 days. If you select this option, you must make sure that retention for
archive logs is not greater than retention for the image-level backups. For more information, see
the Retention for PostgreSQL WAL Files section of the Veeam Backup & Replication User Guide.

e. In the PostgreSQL archive logs local temporary storage field, specify a path on the PostgreSQL
machine that Veeam Backup & Replication will use to temporarily store PostgreSQL archive logs until
they are backed up. Veeam Backup & Replication does not create the temporary storage folder so the
folder must exist on the machine. Make sure the temporary location has enough free space for storing
the log files.
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NOTE

the Veeam Backup & Replication User Guide.

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport archive logs. For more information, see the Retention for PostgreSQL WAL Files section of

rhel02: Processing Settings x

General sSQL Oracle PostgreSQL

File Exclusions

Specify PostgreSQL account with superuser privileges:

Use gusst credentials

The specified user is:

i::.:il Database user with password

'ﬁ::) Database user with password file (.pgpass)

() System user without password (peer)

Backup logs every | 15 : minutes

Retain log backups:

i::.:ﬁ- Until the corresponding image-level backup is deleted

i:::i' Keep only last 15 days

PostgresQL archive logs local temporary storage:

Choose how this job should process PostgreSQL transaction logs

~ | == Add

st

VM Guest OS File Exclusion

If you do not want to back up specific files and folders on the VM guest OS, you can exclude them from the
backup. Exclusions can help decrease the backup file size. However, selective processing takes additional time
that depends on the number of excluded files. It also requires obtaining per-file metadata (stored in backups).
Thus, it is recommended to use this option for excluding large files. By default, exclusions are disabled.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box

is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select a VM from the list and click Edit.

4. On the File Exclusions tab, specify the files that must be excluded from the backup.

o Select Exclude the following files and folders to remove individual files and folders from the backup.

o Select Include only the following files and folders to leave only the specified files and folders in the

backup.

208 | Veeam Backup Enterprise Manager | User Guide


https://helpcenter.veeam.com/docs/backup/vsphere/postrgresql_backup_retention.html?ver=120

5. Click Add and specify what files and folders you want to include or exclude.

To form the list of exclusions or inclusions, you can use full paths to files and folders, environmental
variables, and file masks with the asterisk (*) and question mark (?) characters. For more information, see
the VM Guest OS Files section of the Veeam Backup & Replication User Guide.

mssql02: Processing Settings x

General sQL Oracle PostgreSQL File Exclusions
'ﬁ:_:ﬁ' Disable file level exclusions File selective processing takes
additional time proportional to
i:_.:il Exclude the following files and folders: the amount of excluded files,

and stores extra per-file
metadata in backups. Thus, itis
. best used for excluding large
Add Remaowve
+ X files, and keeping the total
number of excluded files under
BTMP% a few hundred thousands.

'ﬁ::) Include only the following files and folders:

A
']
=]

]
Q
(1]
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Guest OS File Indexing

To quickly find the necessary guest OS files in backups, select the Enable guest file system indexing check box.
This setting provides, in particular, advanced search capabilities when viewing guest OS files and performing 1-
Click file restore using Enterprise Manager web Ul. If indexing is disabled, you can only use quick search within
the selected restore point.

NOTE

For proper file indexing of Linux machines, Veeam Backup & Replication requires several utilities to be
installed on the machines: mlocate, gzip, and tar. If these utilities are not found, you are prompted to
deploy them to support index creation.

To provide granular indexing options for individual machines:
1. Click the Customize Indexing link.
2. Inthe Guest File System Indexing Options window, select a machine from the list and click Edit.
Consider the following:

o To customize settings of a machine added to the job as part of a container, add the machine as a
standalone instance. For that, click Add Machine and choose the necessary VM. Next, select the
machine from the list and click Edit to customize VM settings.

o Todiscard custom settings of a machine, select it from the list and click Remove.

Guest File System Indexing Options x

& Add machine..  #* Edit..
Object Windows Linux
&1 apache02 Disabled Disabled
i1 winsrvas Partial Partial
51 dbserverol Partial Partial

3. In the Indexing Settings window displayed for the selected machine, go to the Windows or Linux tab and
specify what files should be indexed:

o Select Disable indexing if you do not want to index guest OS files of the machine.
o Select Index everything if you want to index all guest OS files inside the machine.

o Select Index everything except folders if you want to index all guest OS files except those defined in
the list. By default, system folders are excluded from indexing. You can add or delete folders to
exclude using the Add and Remove buttons.
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o Select Index only following folders to select specific folders that you want to index. To form the list
of folders, use the Add and Remove buttons.

dbserver01: Indexing Settings X

Windows Linux
i:ﬁ- Disable indexing
i:ﬁ- Index everything
iiﬁ- Index everything except folders

+ Add Remoave ) Default

%windirdh
%ProgramFilest
%ProgramFiles(x26)%

3 DracramIAMRAZ0A

(__) Index only following folders

4. Click OK to save the settings and close the window.

Guest OS Credentials

If you specify guest OS credentials, Veeam Backup & Replication deploys a runtime process on the VM guest 0OS
to coordinate guest processing activities. The process runs only during guest processing and is stopped
immediately after the processing is finished.
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If you have Management Agent installed on a Linux VM, you have an option to use it for coordinating guest
processing activities. In this case, guest OS credentials are not stored in the configuration database, which
makes using Management Agent a more secure option. For more information, see the Persistent Agent
Components section of the Veeam Backup & Replication User Guide.

Edit Backup Job X

Choose guest OS processing options available for running machines

Job Settings
VMs Enable application-aware processing €
gg‘;l Customize Application
Guest Processing Customize application handling options for individual machines and applications
Job Schedule Enable guest file system indexing €

gg‘;l Customize Indexing

Customize advanced guest file system indexing options for individual machines

Guest OS credentials

Credentials: | Administrator (Administrator) A 4 Add v

5% Standard Account...
%, Customize Credentials

Customize guest 05 credentials for individual machines and operating systems <} Linuex Account...

In the Guest OS credentials section, you can select credentials from the list, or click the Add button to add new
credentials.

e For Windows guest OS, specify a user account (name and password) with local administrative rights on
target machine, and optional description. Credentials must be specified in the following format:

o For Active Directory accounts: DOMAIN|Username
o For local accounts: Username or HOST|Username
e For Linux guest OS, you can choose one of the following options:
o If Management Agent is installed on the VM, you can select the Use management agent option.

o If Management Agent is not installed on the VM, specify a user name, password, and SSH port (by
default, port 22 is used).

If you specify data for a non-root account that does not have root permissions on a Linux server, you
can use the Non-root account section to grant sudo rights to this account.

i. To provide a non-root user with root account privileges, select the Elevate specified account to
root check box.

ii. To add the user account to the sudoers file, select the Add account to the sudoers file
automatically check box. In the Root password field, enter the password for the root account.

If you do not enable this option, you will have to manually add the user account to the sudoers
file.
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iii. If you plan to use the account to connect to Linux servers where the sudo command is not
available or may fail, you have an option to use the su command instead. To enable the su
command, select the Use "su" if "sudo" fails check box and in the Root password field, enter the
password for the root account.

Veeam Backup & Replication will first try to use the sudo command. If the attempt fails,
Veeam Backup & Replication will use the su command.

IMPORTANT

For machine guest OS indexing of Linux-based machines, a user account with root privileges on the
machine is required. It is recommended that you create a separate user account for work with Veeam
Backup & Replication on the Linux-based machine, grant root privileges to this account and specify settings
of this account in the Guest OS credentials section.

It is also recommended to avoid additional commands output for the specified user (like messages echoed
from within ~/ .bashrc or command traces before execution), because they may affect Linux machine

processing.

Credentials X

Username:

User

Password:

Description:

Windows credentials

Linux Private Key

Another option is to use Linux private key. This method eliminates the need to supply password at each login,
helps to protect against malicious applications like keyloggers, thus strengthening security, and simplifies
launch of automated tasks, decreasing administrative load in Linux environments. For this method, a user must
create a pair of keys:

e Private keyis stored on the client (user's) machine — that is, on the machine where Veeam Backup &
Replication runs. The key is usually stored in the encrypted form. To decrypt a private key, you need to
supply a passphrase specified at key creation.

e Public keyis stored on the server (Linux machine) in a special authorized keys file that contains a list
of public keys.

If you plan to use Linux private key for authentication, make sure you have created private and public keys and
stored them appropriately: private key on the client side (Veeam backup server) and public key on the server
side (Linux machine). You should also have the passphrase for the private key if it is encrypted. If you select to
use Linux private key credentials, you should specify the following:

e User name
e Passphrase for private key

e Private key stored on the client side (Veeam backup server)
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e SSH port (default is 22)

e Non-root account elevation options

Linux Credentials X

Username: Administrator

Password: | ssssssssseses

Private key is required for this connection
Private Key: cey01.ppk Browse...
Passphrase: | sessssssssssene

~
55H port: | 22 -

Non-root account

Elevate specified account to root
Add account to the sudoers file automatically

Use "su" if "sude” fails

ROOE password: | sessmissssssanns

Description:

Linux account for srv12

Special Credentials for Machine

By default, for all machines in the list, Veeam Backup & Replication uses common credentials you provided in
the Guest OS credentials section. To use a different account for deploying the agent inside a specific machine,
you can customize credentials for the machine.

To customize credentials:
1. In the Guest OS credentials section, select Customize Credentials.
2. Select the necessary machine from the list and click Set User.

3. Specify custom guest OS credentials and click OK.

virt03-ubuntu01: Processing Settings x

Windows credentials:

<Default> - ‘ 4= Add

Linux credentials:

administrator (administrator) v 4= Add

To remove custom credentials for a machine:

1. In the Guest OS credentials section, select Customize Credentials.

2. Select the necessary machine from the list and click Remove.
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NOTE

To customize settings of a machine added as part of a container, the machine should be included in the list
as a standalone instance. For that, click Add machine and choose a machine whose settings you want to
customize.
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Step 6. Edit Job Schedule

At the Job Schedule step of the wizard, you can select to run the job manually or schedule the job to run on a
regular basis.

To edit the job schedule:

1. Select the Run the job automatically check box. If the check box is not selected, you will need to start the
job manually.

2. Edit the scheduling settings. You can select to run the job daily, monthly, periodically with a specific time
interval, continuously or after a specific job.

For more information, see Schedule Settings.

3. Inthe Automatic retry section, define whether Veeam Backup & Replication must attempt to run the
backup job again if the job fails for some reason. During a job retry, Veeam Backup & Replication processes
failed machines only. Enter the number of attempts to run the job and define time intervals between
them. If you select continuous backup, Veeam Backup & Replication will retry the job for the defined
number of times without any time intervals between the job runs.

4. In the Backup window section, edit the time interval within which the backup job must complete. The
backup window prevents the job from overlapping with production hours and ensures that the job does
not provide unwanted overhead on the production environment. To set up a backup window for the job:

a. Select the Terminate job if it gets out of allowed backup window check box and click Window.

b. Define the allowed hours and prohibited hours for backup. If the job exceeds the allowed window, it
will be automatically terminated.

Edit Backup Job X

Job Settings Specify the job scheduling options

VMs Run the job automatically:

'Z':.'Z' Daily at this time:
Guest Processing
08:00pm v Everyday v

IER e 'Z':'Z' Monthly at:

'Z':'Z' Periodically every:

OAf‘terthiSJob: Backup Job 2
Automatic retry

Retry failed machine processing: | 3 times

LS

Wait before each attempt for: 10 minutes

Backup window

I:"e-'" nate job if it gets out of allowed backup window
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NOTE

If the Location property of the source object and target object do not match, you will receive a warning
message after you click Finish. For example, you may have a backup job targeted at repository located in
Sydney, and source machines located in London.

Schedule Settings

If you have selected to run the job automatically, you can select one of the following options:

e Torun the job at specific time daily, on defined week days or with specific periodicity, select Daily at this
time. Use the fields on the right to configure the necessary schedule.

e Torun the job once a month on specific days, select Monthly at this time. Use the fields on the right to
configure the necessary schedule.

NOTE

When you configure the job schedule, keep in mind possible date and time changes (for example,
related to daylight saving time transition).

e Torun the job repeatedly throughout a day with a specific time interval, select Periodically every. In the
field on the right, select the necessary time unit: Hours or Minutes. Click Schedule and use the time table
to define the permitted time window for the job. In the Start time within an hour field, specify the exact
time when the job must start.

A repeatedly run job is started by the following rules:

o Veeam Backup & Replication always starts counting defined intervals from 12:00 AM. For example, if
you configure to run a job with a 4-hour interval, the job will start at 12:00 AM, 4:00 AM, 8:00 AM,
12:00 PM, 4:00 PM and so on.

o If you define permitted hours for the job, after the denied interval is over,
Veeam Backup & Replication will immediately start the job and then run the job by the defined
schedule.

For example, you have configured a job to run with a 2-hour interval and defined permitted hours from
9:00 AM to 5:00 PM. According to the rules above, the job will first run at 9:00 AM, when the denied
period is over. After that, the job will run at 10:00 AM, 12:00 PM, 2:00 PM and 4:00 PM.

Select Period x

L AM PM [
121 2 2 4 5 6 7 8 5 1011121 2 3 4 5 & 7 8 &5 10 11 12

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Select: ( :' Denied 'é' Permitted Deny Al Permit Al

<>

Start time within an hour: | 0

217 | Veeam Backup Enterprise Manager | User Guide



e Torun the job continuously, select the Periodically every option and choose Continuously from the drop-
down list on the right. A new backup job session will start as soon as the previous backup job session

finishes.

Edit Backup Job X

Job settings

VMs

Guest Processing

Job Schedule

Specify the job scheduling options

Run the job automatically:

':' Daily at this time:

':' Monthly at:

'é' Periodically every:

v | BB schedule...

12 g Hours
- Hours
[ ) After this job:

Minutes
. Continuously
Automatic retry m
Retry failed machine processing: | 3 C times
Wait before each attempt for: 10 C minutes

Backup window

D_E"" nate job ;15":'.E:_i'.'5 Owed DAacKup window

Previous

e To chain jobs, use the After this job field. In the common practice, jobs start one after another: when job A
finishes, job B starts and so on. If you want to create a chain of jobs, you must define the time schedule for
the first job in the chain. For the rest of the jobs in the chain, select the After this job option and choose
the preceding job from the list. If you start the first job manually, Veeam Backup Enterprise Manager will
display a notification. You will be able to choose whether to start the chained job as well.

NOTE

You can chain jobs that are processed on the same backup server only.
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Creating Active Full Backups

You can create an ad-hoc full backup — active full backup, and add it to the backup chain in the backup
repository. The active full backup resets the backup chain. All subsequent incremental backups use the active
full backup as a starting point. The previously used full backup will remain in the backup repository until it is
removed from the backup chain according to the retention policy.

NOTE

Creating active full backups is unavailable for backup copy jobs and file share backup jobs.

To perform an active full backup:

1. Select the required job in the list on the Jobs tab.

2. Expand the menu commands by clicking Job, then select Active Full.

ﬁg Dashboard Reports Machines Files Items Requests a anfiguration
Backup server: | All Servers v
Search by job name Q | B Exporc | T Refresh
Name Type Platform Backup Server Status Latest Run 4 NextRun Description
Object Storage BackupJob 1 (Copy) 1 Backup Copy Unstructured Data 2075 ech.local © Success 23 minutes ago Continuous Not available
Object Storage BackupJob 1 Object Storage Backup Unstructured Data 2075 tech.local O Failed 24 minutes ago 1171172023 10:00:00 pm Created by SRV2075\Administrator at 10/2..
Object Storage Backup Job (Copy) 1 Backup Copy Unstructured Data 2075 tech.local © Success 56 minutes ago Continuous Not available
Ubuntu Replication Replica VMware vSphere enterprisel ech.Jocal © Success 57 minutes ago 1171172023 10:00.00 pm Created by TECH\shelad.cory
SharePoint Backup Backup VMware vSphere enterprise0 tech Jocal O Success 57 minutes ago 1171172023 10:00:00 pm Created by TECH\sheila.d.cory
Object Storage Backup Job Object Storage Backup Unsrucred Do © 5" s2075techilocal © Success 57 minutes ago 111172023 10:00:00 pm Created by SRV2075\Administrator at 1172/
Organization01 Backup Backup VMware Cloud Dir enterprise0.ech.Jocal O Failed 1 hour ago 1111172023 08:00:00 pm Created by TECH\sheila.d.cory
SharePoint Replication Replica VMware vSphere enterprise0tech.local © Success 2hours ago 11/13/202308:00:00 pm Created by TECH\sheila.d.cory
Apache Replication Replica VMware vSphere A <ch.Jocal O Failed 3hours ago 11132023 07:00.00 pm Created by TECH\sheila.d.cory
Exchange Backup Backup VMware viphere ech local L Warning 3hours g0 1171112023 10:00:00 pm Created by TECHIshelad.cory
Web Servers Backup Backup VMware vSphere ech.Jocal © Failed 7hours ago 1171172023 03:00:00 pm Created by TECH\sheilad.cory
AD Backup Backup VMware vSphere ## Clone <ch.Jocal O Failed 15 hours ago 1111172023 07:00:00 am Created by TECH\sheila.d.cory
SMB Share Backup Unstructured Data Backup Unstructured Data X Delete ech local O Failed 15 hours ago 1111172023 07:00:00 am Created by TECH\sheilad.cory
NFS Share Backup Unstructured Data Backup Unseructured Data enterprise05.tech.Jocal O Failed 15 hours ago 117112023 06:30:00 am Created by TECH\sheila.d.cory
Objectz0 Tape job Object to Tape Backup Not available 2075 tech.local © Success 1day ago Not scheduled Azure Blob to tape
Templates Backup Backup VMware vSphere enterprise05.tech.local © Failed 2daysago 1171172023 03:00:00 pm Created by TECH\sheilad.cory
File Backup Job 3 File Share Backup Unstructured Data 2075 tech.local © Success 7 days ago Not scheduled Created by SRV2075\Administrator at 11/21.
File Backup Job 1 (Copy) 1 Backup Copy Unstructured Data 2075 tech.local © Success 11 daysago Continuous Not available
File Backup Job 1 File Share Backup Unseructured Data 2075 rech.local O Failed 1 days ago Not scheduled Created by SRV2075\Administrator at 10/3..
Object Storage Backupob 3 Object Storage Backup Unseructured Data 2075 tech.local © Success 16 days ago Notscheduled Created by SRV2075\Administrator at 10/2..
Object Storage Backup Job 2 Object Storage Backup Unsiructured Daca 2075 techilacal © success 16 days ago Not scheduled Created by SRV2075\Administrator ¢ 10/2..
Ubuntu Backup Backup VMware vSphere enterprise0.ech.Jocal © Success 42 days ago Not scheduled Created by TECH\sheila.d.cory
Web Servers Backup Copy Immediate Copy Image-level enterprise05.cech local O Failed 53 days ego As new restore points appear Created by TECH\sheilad.cory
Replication Job Replica VMware vSphere backupsr52 tech local O Success 81 days ago Not scheduled Not available
Records per Page: | 25 v Page| 1 | of1 C Displaying 1 - 24 of 24
hitps://enterpriseD3.tech local 9443/index.aspx
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Cloning Jobs

In addition to performing job editing tasks, you can add new jobs by means of job cloning. Job cloning allows
you to create an exact copy of any backup or replication job available in the job list. The recommended practice
is to configure a set of ‘job templates' in advance, using the Veeam Backup & Replication console on every
managed Veeam backup server. These job templates can be used by Enterprise Manager Portal Administrators
for cloning and further editing.

NOTE
Consider the following:

e Starting from Veeam Backup Enterprise Manager 12.1 (build 12.1.0.2131), job cloning is available with
all product licenses.
e Job cloning is not available for file share backup jobs.

To clone an existing job, do the following:
1. Open the Jobs tab.
2. Select the necessary job in the list.
3. Expand the menu commands by clicking Job, then select Clone.

Job clone name is created automatically, with the original job name and suffix of the following format:
_clone<n>where <n>is the sequential number of the clone.

Once a job is cloned, you can edit its settings. For details, see Editing Jobs. Note, however, that not all of the
job settings can be changed with the Enterprise Manager web Ul. For example, you cannot change the backup
repository and backup proxies used for the job or define advanced job settings.

Configuration details of a created job clone are written to the same database that stores configuration details of
the original job — thus, the job copy is available and can be managed both with the Veeam Backup Enterprise
Manager web Ul and the Veeam Backup & Replication console on the backup server that coordinates the job.
The backup file produced by the clone will be located on the same repository as the backup file of the original

job.

i@ Dashboard Reports Policies Unstructured Data Machines Files items Requests
Backup server: | All Servers v Y Filter Options (20 of 21)
byjob Q » st Job v B8 Export | T Refresh

Name Type Platform Backup Server Status Latest Run Next Run
Backup Copy ructured Data 2075 cechocal © Success 23 minutes ago Continuous
Object Storage Backup ured Data 2075 cechilocal O Failed 2 minutes ago 1171112023 10:00:00 pm Created by SRV2075\Administrator a¢ 10/2..
Backup Copy Unstructured Data 2075 cech.local © Success 56 minutes ag0 Continuous Not available

Ubuntu Replication Replica VMware vSphere enterprise0.cech local O Success 57 minutes ago 11/11/2023 10:00:00 pmn Created by TECH\sheila d.cory

SharePaint Backup Backup Viware vSphere e enterprise0.cech local © Success 57 minutes ago 1171112023 10:00:00 prn Created by TECH\shellad.cory
Object Storage Backup Unstructured Data P 2075 cechilocal © Success 57 minutes ago 1171112023 10:00:00 pm Created by SRV2075\Administraor at 11/2/.
Backup VMware Cloud Directo se0 tech local O Failed T hour ago 1171112023 02:00:00 pm Created by TECH\sheilad.cory
Replica VMware vSphere C ocal © Success 2hours ago 1171312023 08:00:00 prm Created by TECH\shelad.cory

Apache Replication Replica VMware viphere ocal O Failed 3hours g0 11/1312023 07:00:00 pm Created by TECHIshelad.cory

Exchange Backup Backup Viware vSphere L Warning 3hoursago 1171112023 10:00:00 prn Created by TECH\shellad.cory

Web Servers Backup Backup O Faied 7hours ago 11/11/202303:00:00 pm Created by TECH\sheilad.cory

AD Backup Backup O Failed 15 hours ago 111112023 07:00:00 am Created by TECH\sheilad.cory

SME Share Backup O Failed 15 hours ago 1/1/2023 07:00:00 am Created by TECH\shelad.cory

NFS Share Backup Unstructured Data Backup O Failed 15 hours ago 1171112023 06:30:00 am Created by TECHIshelad.cory

Object 1o TapeJob Objectto Tape Backup © Success 1day ago Notscheduled feure Blob 10 wpe
Backup 2daysago 11/11/202303:00:00 pm Created by TECH\sheilad.cory
File Share Backup 7da Not scheduled

(Copy) 1 Backup Copy 2075 cech.local M days ago <

File Backup Job 1 File Share Backup Unstructured Data Sn2075 tech.local 11 days 2go Notscheduled Created by SRV2075\Administrator at 10/3..

Objecs Storage BackupJob 3 Object Starage Backup Unsiructured Data 2075 cechiocal 16 days aga Notscheduled Created by SRV2075\Administrator at 10/2..
Object Storage Backup nseructured Data 2075 cechilocal 16 days ago Not scheduled Created by SRV2075\Administrator at 10/2..
Backup vsphe 42 days ego Not scheduled Created by TECH\sheilad.cory

Web Servers Backup Copy Immediate Copy Image level 53 days ag0 As new restore points appear Created by TECHIshelad.cory

Replication Job Replica Viware vSphere backupsry52.ech local O Success 81 days ago Notscheduled Not available

RecordsperPage: | 25 v Poge | 1 c Displaying 1 - 240724

https://enterprise03 tech ocal:9443/index.aspr
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Deleting Jobs

Users with the Portal Administrator role can delete a job and also instruct Veeam Backup Enterprise Manager to

delete backup files created by this job in the backup repository. Deleted jobs will no longer appear in the Ul.
They will be removed from the Enterprise Manager database and from the Veeam Backup configuration
database on the backup server. If you select to delete backup files, they will be removed from backup

repository.

If you have backup servers of earlier versions added to Enterprise Manager, the jobs managed by these servers

cannot be deleted using Enterprise Manager.

To delete a job, take the following steps:

1. On the Jobs tab, select the required job in the list.

2. Expand the menu commands by clicking Job, then select Delete.

Items. Requests

(&) TeCHsheila d.eory ¥

Backup Server

e

¥2075.tech.local

¥2075.echlocal

BB oDashboard  Reports polies  Unstructured Data  Machines  Files

Backup server, | AllServers v | ¥ Fiker Opmions @0 of2)

Search by job name Q P Start Stop Retr & Job v

Name Type Platform

Obj. Backup Job 1 (Copy) 1 TG

Obje ge Backup Job 1 Object Storage Bsckup b Smn

rage Backup Job (Copy) 1 Backup Copy Unserucured Data e
Replica VMware vSphere -
Backup JIED
Backup Job Object Storage Backup

Organizstiond1 Backup Backup VMware Cloud Director

SharePaint Replication Reglica VMware vSphere

Apache Repliarion Replica VWivare vSphere
Backup ware vSphere
Backup VMware vSphere

AD Backup Backup VMware vSphere

SMB Share Backup Unstrucured Data Backup  Unstrucwured Data

NFS Share Backup Unstruc sructured Data

Object to Tape Job Object to Tape Backup Not available

Templztas Backup Backup VMware vSphere

File Backup Job 3 File Share Backup Unstructured Data

File Backup Job 1 (Copy) T Backup Copy Unseructured Data

File Share Backup Unscructured Data

Object Storage Backup Unseructured Data
Object Storage Backup Job 2 Object Storage Backup Unseructured Data
Ubuntu Backup Backup VNware vSphere
Web Servers Backup Capy Immediate Copy Image-level
Replication Job Replica VMware vSphere

RecordsperPage: | 25 v

httpsi//enterprise03.techlocalig443/indexaspxs

2075 1ech.focel
enterprise05.techlocal
Sn2075.tech.focel
Sn2075.1ech.focel
Sn2075.1ech.focel
2075 1ech.focel
Sn2075.1eeh focal

enerpriseQ techlocal

backupsrS2.techlocal

Page 1| ot

Status

O Failed

@ Success

O Failed
@ Success

O Failed

O Failed
D Failed
Q Failed
O Failed
© Success
O Failed
@ Success
@ Success
© Failed
© Success
© Success
@ Success
O Failed
© Success

Latest Run

23 minutes ag0

24 minutes ago

56 minutes ago

1 hour ago

2 hours ago

1 day ogo
2 daysago

7 days ago

16 deys ago

16 days 2go
42 days ago
53 days ago

81 days ago

Next Run

Continuous
11/11/2023 10:00:00 pm
Continuous

11/11/2023 10:00:00 pm
11/11/2023 10:00:00 pm
11/11/2023 10:00:00 pm
11/11/2023 09:00:00 pm
11/13/2023 08:00:00 pm
11/13/2023 07:00:00 pm
11/11/2023 10:00:00 pm
11/11/2023 03:00:00 pm
11/11/2023 07:00:00 am
11/11/2023 07:00:00 am
11/11/2023 06:30:00 am
Not scheduled
11/11/2023 03:00:00 pm
Not scheduled

Continuous

Not scheduled
Not scheduled
Not scheduled
Not scheduled
As new restore points appear

Not scheduled

08 Epore | 0) Refresh

Description

Created by SRV2075\Adm
Created by TECH\sheila.d.cory

Created by TECH\sheila.d.cory

Created by TECH\sheila.d.cory

Created by TECH\sheila.d.cory

Created by TECHIsheila.d.cory

Created by TECH\sheila.d.cory

Created by TECH\sheila.d.cory

Created by TECH\sheila.d.cory

Azure Blob t tape

Created by TECH\sheila.d.cory

Created by SRV2075\Adrministrator at 11/2/..
Not available

Created by SRV2075\Administrator at 10/3..

Created by SRV2075\Administrator at 10/2..

Created by SRV2075\Adrministrator at 1072..
Created by TECH\sheila.d.cory
Created by TECH\sheila.d.cory

Not available

Displaying 1-24 of 24

3. You will be prompted to delete backup files. To delete backup files, select the Delete backup files check

box and click Yes to confirm the operation.

If four-eyes authorization is enabled on the backup server, backup files will remain in the backup

repository and become orphaned.

Delete job? x

Job "CRM Backup" will be deleted.
Continue?

Delete backup files
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Managing CDP Policies

Veeam Backup Enterprise Manager allows you to manage CDP policies that were previously created on added
backup servers. Veeam Backup Enterprise Manager displays CDP policies that process VMware vSphere or
VMware Cloud Director objects.

Users with the Portal Administrator role can view, disable and enable, edit and delete CDP policies. Users with
the Portal User role can only view CDP policies.

For more information on CDP, see the Continuous Data Protection (CDP) section of the
Veeam Backup & Replication User Guide.
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https://helpcenter.veeam.com/docs/backup/vsphere/cdp_replication.html?ver=120

Viewing Policies
From Veeam Backup Enterprise Manager, you can view information about all CDP policies from all backup
servers added to Enterprise Manager. To view CDP policies, open the Policies tab.
Each policy in the list is described with the following data:
e Name — policy name
e Status — current policy status
e SLA — percentage of sessions completed within the specified RPO
e RPO — recovery point objective, that is, how often to create short-term restore points
e Max delay — difference between the configured RPO and time required to transfer and save data
e Target — target host
e Platform — VMware vSphere or VMware Cloud Director
e Description — policy description
To quickly find a CDP policy, you can use filters and the search field.
e To filter the list of policies:
o Use the Backup server list to view the policies of the selected backup server only.
o Use the Status filter to view the policies with the selected statuses only.
Once you have selected necessary statuses, click the Apply button to apply the filter.
e Tofind a policy by its name, use the search field.

In addition to the information presented in the list of policies, the Policies tab allows you to view advanced
policy data. To see detailed policy statistics, click the state link in the Status column.
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NOTE

You can export displayed information to a file using the Export link on the toolbar. This file then can be
opened on the client machine using the associated application.

EB Dashboard  Reports  Jobs [NERISSM UnsiucuredData  Machines  Files  llems  Requests (@) recsheindcon v | §0% contguraton | (2)
Backup server: | All Servers ~ Y status (all)
Search by job name Q Disable Poliq B8 =xport ) Refresh
Name + Status SLA RPO Maxdelay  Target Platform Description
Cloud Director CDP Policy @ syndng 100% 00:30 0seconds Repl-Org-vDC Cloud Director
CDP Policy for Servers @ syndng 100% 00:20 0seconds pretwesx02-virt.tech.. VMWare
loc e
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Enabling and Disabling Policies

Users with the Portal Administrator role can enable and disable CDP policies. Disabled CDP policies are
temporary paused.

To enable or disable a policy:
1. On the Policies tab, select a policy from the list.

2. On the toolbar, click Enable or Disable.

E@ Dashboard Reports Jobs policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v {Eﬁ Configuration @
Backup server: | All Servers v Y status (Al
Search by job name Q Enable @ Policy v B8 =xport ) Refresh
Name 4+ status SLA RPO. Maxdelay  Target Platform Description
Cloud Director CDP Policy @ Disabled 100% 00:20 0'seconds Repl-Org-VDC Cloud Director

€DP Policy for Servers @ synding 100% 00:30 Oseconds  prgtwesx02-virttech.. VMWare
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Editing Policies

If Veeam Backup Enterprise Manager has an Enterprise or Enterprise Plus license installed, users with the Portal
Administrator role can modify settings of CDP policies that have been previously configured on added backup
servers . In Veeam Backup Enterprise Manager, you can change only a subset of the CDP policy settings. You can
configure other policy settings with the Veeam Backup & Replication console only.

You can edit the following CDP policy settings:
e Policy name and description
e List of VMs that the policy processes
e Policy schedule
e Guest processing settings
To edit a CDP policy, use the Edit Policy wizard.
1. Launch the Edit Policy wizard.
Edit the policy name and description.
Edit the list of VMs.

Configure RPO and retention settings.

oo W

Configure guest processing settings.
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Step 1. Launch Edit Policy Wizard

To launch the Edit Policy wizard:
1.

2. On the toolbar, click Policy and select Edit.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files
Backup server: | All Servers v Y status (All)
Search by job name Q @ Disable 38} policy v
Name Status SLA § RPO Max delay
CDP Policy for Servers @ syncing 0seconds
Cloud Director CDP Policy @ syncing 0seconds

hitps:/fenterprise0 techlocal 9443/index.aspr

Items. Requests

Target

pratwesx02-virt tech...

Repl-Org-vDC

Open the Policies tab and select the necessary policy from the list.

Platform

VMWare

Cloud Director

@ TECH\sheila.d.cory v

Description

$5% conran | (2)

B8 Export T Refresh
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Step 2. Edit Policy Name and Description

At the Policy Settings step of the wizard, you can modify the name and description of the selected CDP policy:

1. In the Policy name field, specify a name for the policy.

2. Inthe Description field, provide an optional description for future reference.

Edit Policy X

Policy Settings specify the policy name and description

] ) Policy name:
Virtual machines

CDP Policy for Servers

Policy Schedule Description:

vm33 CDA

Guest Processing
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Step 3. Edit List of VMs

At the Virtual Machines step of the wizard, you can add or remove individual VMs or VM containers (for
example, hosts or folders). You can also exclude individual VMs from VM containers, for example, if you need to
replicate an entire VMware vSphere server except some machines running on this server.

NOTE

For VMware Cloud Director CDP policies, you cannot add single VMs. You can manage only vApps and other
Cloud Director containers. The scope depends on your Cloud Director access rights.

Adding VMs and VM containers
To add a VM or VM container:
1. Click Add.

Edit Policy X

: ! Select virtual machines to process
Policy Settings P

Virtual machines =+ Add Remove K’ Exclusions... Up Do
Policy Schedule Name Type

= .

o virtd1-vm33 WM

Guest Processing
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2. Inthe virtual infrastructure tree, select the necessary VMs or VM containers.

If you select a VM container and later add a new VM to the container, Veeam Backup & Replication will
update policy settings automatically to include the VM.

Add Objects b 4

Type in an object name to search for Q, | ¥ Everything v

un

@

s

T Reload &

—-Egl coP-CLUSTER
+E esx03-virt.tech.local
+E esx04-virt.tech.local
é---ED\:CLS ()
(R VCLS (4)
{5 virt03-sglo1
é---E:luirtog—swm
E---E'ijirtog-ubuntu01
é---Eﬁuir‘tDS-ubuntum_‘
E---|:'_'|il\.‘|r‘tD3-\J"r|O1

A virto3-vmoz =

TIP
To quickly find the necessary objects, you can do the following:

e Search for objects: type a name or part of a name in the search field. Specify the type of the
object from a scroll list next to the search field.

e Switch between virtual infrastructure views using the buttons in the top right corner: Hosts
and Clusters, VMs and Templates, Datastores and VMs and Tags and VMs.

3. Click OK to save the changes.

Removing VMs and VM containers

To remove a VM or VM container, select it in the list and click Remove.

Excluding VMs from VM containers

To exclude VMs from a VM container:
1. Select a VM container in the list and click Exclusions.

2. Inthe Exclusions window, click Add and select machines that you want to exclude.

Changing Object Processing Order

If specific objects must be processed first, you can change the object processing order. The object processing
order can be helpful if you want to ensure that processing of an object does not overlap with other scheduled
activities, or that it is completed before the certain time.
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To change the processing order, select the necessary objects and move them up or down the list using the Up
and Down buttons on the right.

NOTE
e VMs inside a VM container are processed at random. To ensure that VMs are processed in the
defined order, add them as standalone VMs, not as a part of containers.
e The processing order may differ from the order that you have defined. For example, if resources of a
VM that is higher in the priority are not available, and resources of a VM that is lower in the priority
are available, the VM with the lower priority will be processed first.
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Step 4. Edit Policy Schedule

At the Policy Schedule step of the wizard, you can edit schedule and retention settings:
1. Configure scheduling settings:

a. In the Recovery point objective section, specify an RPO in seconds or minutes. You can select the
period from 2 seconds to 60 minutes.

During every specified period, Veeam Backup & Replication will create short-term restore points for
VM replicas and send these restore points to the target destination. Note that short-term restore
points are crash-consistent.

Edit Policy X

Policy Settings Specify the policy scheduling options

Reccvery point cbjective:
Virtual machines

30 : Seconds hd fH schedule.. [ Reporting...
Policy Schedule RPO defines maximum acceptable data loss in case of the protected VM failure
Guest Processing Short-term retention

Enable point-in-time recovery within:

Y
o
4 - Hours

Defines how far back you can go from the latest state for a point-in-time recovery

Long-term retention

Create additional restore points every:

38 : hours M Schedule...

Keep these restore points for:

7 -~ days

b
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b. To specify permitted and denied hours for the policy run, click Schedule on the right and use the

timetable.

Time periods X
C AM PM ¢
121 2 3 4 5 6 7 8 9 1011121 2 3 4 35 6 7 8 9 10 11 12

Sunday

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Select: i:i.:ﬁ- Denied i:ﬁ- Permitted Deny All  Permit Al

2. Toinstruct the CDP policy to display a warning or error if a newly created replicated states are not
transferred to the target within the set RPO, click Reporting. Then specify when the policy must display
errors and warnings.

If you have configured email notification settings, Veeam Backup & Replication will mark the policy with
the Warning or Errorstatus and will also send email notifications.

3. In the Short-term retention section, specify for how long to store short-term restore points.

4. In the Long-term retention section, configure when to create long-term restore points and for how long
to store them:

a. In the Create additional restore points every field, specify how often you want to create long-term
restore points.

b. In the Keep restore points for field, specify for how long to store these long-term restore points.
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c. To specify time periods when Veeam Backup & Replication must create application-consistent and
crash-consistent long-term restore points, click VSS. In the Time periods window, select the necessary
time area and click Crash-consistent or Application-consistent. By default,

Veeam Backup & Replication creates application-consistent backups if you enable application-aware
processing. If you do not enable application-aware processing, Veeam Backup & Replication will
create crash-consistent long-term restore points.

To shift the schedule, specify the offset in the Start time within an hour field. For example, you
schedule creation of crash-consistent restore points from 00:00 to 01:00, and set the offset value to
25. The schedule will be shifted forward, and the crash-consistent restore points will be created from

0:25 and to 01:25.

Time periods X

C AM PM «C
121 2 3 4 5 6 7 8 9 1011121 2 3 4 5 6 7 & 9 10 11 12
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Select: ":'3 Crash-consistent 'éi Application-consistent Deny All  Permit Al
~ -
Start time within an hour: | 15 ~ | min
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Step 5. Configure Guest Processing Settings

At the Guest Processing step of the wizard, you can select to create a transactionally consistent replicas,
configure transaction log handling settings, and enable guest file system indexing.

Edit Policy x

) ) Choose guest OS processing options available for running machines
Policy Settings & P gop 2

virtual machines Enable application-aware processing €

g‘f} Customize Application

Paolicy Schedule . S ) . o ) _—
4 Customize application handling options for individual machines and applications

Guest Processing
Guest OS credentials

Credentials: | administrator (standard tw admin) - = Add v

4, Customize Credentials

Customize guest O5 credentials for individual machines and operating systems

Previous Next Finish Cancel

Application-Aware Processing

If VMs run Microsoft Active Directory, Microsoft SQL Server, Microsoft SharePoint, Microsoft Exchange, or
Oracle, you can enable application-aware processing to create transactionally consistent replicas. The
transactionally consistent replicas guarantee proper recovery of applications without data loss.

To configure application-aware processing:
1. Select the Enable application-aware processing check box.
2. Click the Customize Application link.
3. To define custom settings for a machine in the list, select it and click Edit.
Consider the following:

o To customize settings of a machine added as part of a container, add the machine as a standalone
instance. For that, click Add machine and choose the necessary VM. Next, select the machine from the
list and click Edit to customize VM settings.

o Todiscard custom settings of a machine, select the machine in the list and click Remove.
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4. Configure the necessary settings for the selected application server:
o General Settings
o Microsoft SQL Server Transaction Log Settings

o Oracle Archived Log Settings

Application-Aware Processing Options x

=+ Add... Edit Remove
Object vss Transaction logs Excludes
53 virtd1-vm33 Require success Exchange: Copy-only, SQL: Copy-only Disable
|'—__'|TI virt03-vm002 Require success Exchange: Truncate, SQL: Truncate Disable

General Settings

On the General tab, you can specify general application-aware processing settings.

1. In the Applications section, select the option that corresponds to your transactionally-consistent backup
creation scenario.

o Select Require successful processing (default option) if you want Veeam Backup & Replication to stop
the CDP replication if an error occurs.

o Select Try application processing, but ignore failures if you want to continue the CDP replication even
if an error occurs. This option guarantees the CDP policy will continue working. The created replica
will not be transactionally consistent, but rather crash consistent.

o Select Disable application processing if you do not want to enable application-aware processing for
the VM. This option makes the Transaction Logs Processing section unavailable.

2. [For Microsoft Exchange, Microsoft SQL Server, and Oracle] In the Microsoft VSS section, specify whether
this CDP policy should process transaction logs or create copy-only replicas.

o Select Process transaction logs with this job if you want Veeam Backup & Replication to process
transaction logs.

[For Microsoft Exchange] Transaction logs will be truncated after the CDP policy creates a long-term
restore point. If the creation fails, the logs will remain untouched until the next start of the long-term
restore point creation.

[For Microsoft SQL Server, Oracle] Specify settings for transaction log handling:
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= For Microsoft SQL Server transaction log processing — on the SQL tab. For more information, see
Microsoft SQL Server Transaction Log Settings.

= For Oracle database archived logs processing — on the Oracle tab. For more information, see
Oracle Archived Log Settings.

o Select Perform copy only if you use another replication tool to perform guest level replication, and
this tool maintains consistency of the database state. Veeam Backup & Replication will create a copy-
only replica for the selected VM. The copy-only replica preserves the chain of full and differential
backup files and transaction logs on the VM. For more information, see Microsoft Docs.

With this option selected, the SQL, Oracle and PostgreSQL tabs are not available.

3. Inthe Persistent guest agent section, specify if Veeam Backup & Replication must use persistent guest
agents on the VM for application-aware processing.

By default, Veeam Backup & Replication uses non-persistent runtime components.
Veeam Backup & Replication deploys runtime components on each protected VM when the backup job
starts, and removes the runtime components as soon as the backup job finishes.

Select Use persistent guest agent to enable persistent agent components for guest processing. For more
information, see the Non-Persistent Runtime Components and Persistent Agent Components section of
the Veeam Backup & Replication User Guide.

virt03-vm002: Processing Settings X

General SQL Oracle

Applications €9
'I::.:Z' Require successful processing (recommendead)
'ﬁ::) Try application processing, but ignore failures
'ﬁj:) Disable application processing
Microsoft VSS settings €)
i::.:il Process transaction logs with this job (recommended)
i:::] Perform copy cnly (lets ancther application use logs)
Persistent guest agent €)

Use persistent guest agent (optional)
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Microsoft SQL Server Transaction Log Settings

If you replicate a Microsoft SQL Server VM, you can specify how Veeam Backup & Replication must process
transaction logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box
is selected.

2. Click the Customize Application link.
3. Inthe displayed window, select the Microsoft SQL Server VM from the list and click Edit.
4. On the General tab of the VM Processing Settings window, make sure the following options are selected:

o Inthe Applications section, either the Require successful processing or Try application processing, but
ignore failures option must be selected.

o Inthe Transaction logs processing section, the Process transaction logs with this job option must be

selected.
virt03-vm002: Processing Settings x
General sQL Oracle

Applications €

(@) Require successful processing (recommended)

'Z__:Z' Try application processing, but ignore failures

'I::I' Disable application processing

Microsoft VSS settings )

ii] Process transaction logs with this job (recommended)

i::ﬁl Perform copy only (lets another application use logs)

Persistent guest agent )

Use persistent guest agent (optional)

5. Open the SQL tab of the VM Processing Settings window.
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6. Specify how Veeam Backup & Replication will process Microsoft SQL Server transaction logs.

o Select Truncate logs to truncate transaction logs after the CDP policy creates a long-term restore
point.

In this case, transaction logs will be truncated after the CDP policy creates a long-term restore point.
If the creation fails, the logs will remain untouched until the next start of the long-term restore point

creation.

o Select Do not truncate logs to preserve transaction logs.

This option is recommended if you use another tool to perform VM guest-level replication, and this
tool maintains consistency of the database state.

virt03-vm002: Processing Settings x

General SQL Oracle

Choose how this job should process Microsoft SQL Server transaction logs

ié) Truncate logs (prevents logs from growing forever)

i:_:) Do not truncate logs (requires simple recovery model)

Oracle Archived Log Settings

If you replicate a VM where Oracle Database is deployed, you can specify how Veeam Backup & Replication must
process archived redo logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box
is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select the Oracle VM from the list and click Edit.
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4. On the General tab of the VM Processing Settings window, make sure the following options are selected:

o Inthe Applications section, either the Require successful processing or Try application processing, but
ignore failures option must be selected.

o Inthe Transaction logs processing section, the Process transaction logs with this job option must be

selected.
virt03-vm002: Processing Settings x
General sQL Oracle

Applications €

(@) Require successful processing (recommended)

'Z__:Z' Try application processing, but ignore failures

'I::I' Disable application processing

Microsoft VSS settings )

ii] Process transaction logs with this job (recommended)

i::ﬁl Perform copy only (lets another application use logs)

Persistent guest agent )

Use persistent guest agent (optional)

5. On the Oracle tab of the VM Processing Settings window, specify log processing settings.

a. Specify a user account that will connect to the Oracle database.

= Select Use guest credentials to use the account specified at the Guest Processing step of the
wizard to access the VM guest OS and connect to the Oracle database.

= Specify another account. To do this, select the necessary account from the drop-down list or
click Add and add a new account.

Make sure the specified account has sufficient rights. For details, see the Permissions section of the
Veeam Explorers User Guide.

b. Specify how Veeam Backup & Replication must process archived redo logs on the Oracle VM.

= Select Do not delete archived logs to preserve archived redo logs on the original Oracle server.

Select this option for databases in the NOARCHIVELOG mode. If the database is in the
ARCHIVELOG mode, archived logs on the VM guest OS may grow large and consume all disk
space. In this case, database administrators must take care of archived logs themselves.
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= Select Delete logs older than <N> hours / Delete logs over <N> GB to delete archived logs that
are older than <N> hours or larger than <N> GB. The log size threshold refers not to the total
size of all logs for all databases, but to the log size of each database on the selected Oracle VM.

Transaction logs will be deleted using Oracle Call Interface after the CDP policy creates a long-term
restore point. If the creation fails, the logs will remain untouched until the next start of the long-term

restore point creation.

virt03-vm002: Processing Settings X

General sQL Oracle

Choose how this job should process Oracle archived logs

Specify Oracle account with SYSDBA privileges:

Use guest credentials - &= Add

'ZEZ' Do not delete archived logs
'I::I' Delete logs older than: 24 nours

() Delete logs over: 10 GB

Guest OS Credentials

If you specify guest OS credentials, Veeam Backup & Replication deploys a runtime process on the VM guest OS
to coordinate guest processing activities. The process runs only during guest processing and is stopped

immediately after the processing is finished.
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If you have Management Agent installed on a Linux VM, you have an option to use it for coordinating guest
processing activities. In this case, guest OS credentials are not stored in the configuration database, which
makes using Management Agent a more secure option. For more information, see the Persistent Agent
Components section of the Veeam Backup & Replication User Guide.

Edit Policy X

Policy Settings Choose guest OS processing options available for running machines

Virtual Machines Enable application-aware processing €@

gg‘;l Customize Application

Policy Schedule - : ) o o
Y Customize application handling options for individual machines and applications

Guest Processing
Guest OS credentials

Credentials: | administrator (administrator) A 4 Add v

5% Standard Account...
%, Customize Credentials

Customize guest OS credentials for individual machines and operating systems 8 LinuxAccount..

In the Guest OS credentials section, you can select credentials from the list, or click the Add button to add new
credentials.

e For Windows guest OS, specify a user account (name and password) with local administrative rights on
target machine, and optional description. Credentials must be specified in the following format:

o For Active Directory accounts: DOMAIN|Username
o For local accounts: Username or HOST|Username
e For Linux guest OS, you can choose one of the following options:
o If Management Agent is installed on the VM, you can select the Use management agent option.

o If Management Agent is not installed on the VM, specify a user name, password, and SSH port (by
default, port 22 is used).

If you specify data for a non-root account that does not have root permissions on a Linux server, you
can use the Non-root account section to grant sudo rights to this account.

i. To provide a non-root user with root account privileges, select the Elevate specified account to
root check box.

ii. To add the user account to the sudoers file, select the Add account to the sudoers file
automatically check box. In the Root password field, enter the password for the root account.

If you do not enable this option, you will have to manually add the user account to the sudoers
file.

242 | Veeam Backup Enterprise Manager | User Guide


https://helpcenter.veeam.com/docs/backup/vsphere/persistent_agent_components.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/persistent_agent_components.html?ver=120

iii. If you plan to use the account to connect to Linux servers where the sudo command is not
available or may fail, you have an option to use the su command instead. To enable the su
command, select the Use "su" if "sudo" fails check box and in the Root password field, enter the
password for the root account.

Veeam Backup & Replication will first try to use the sudo command. If the attempt fails,
Veeam Backup & Replication will use the su command.

IMPORTANT

For machine guest OS indexing of Linux-based machines, a user account with root privileges on the
machine is required. It is recommended that you create a separate user account for work with Veeam
Backup & Replication on the Linux-based machine, grant root privileges to this account and specify settings
of this account in the Guest OS credentials section.

It is also recommended to avoid additional commands output for the specified user (like messages echoed
from within ~/ .bashrc or command traces before execution), because they may affect Linux machine

processing.

Credentials X

Username:

User

Password:

Description:

Windows credentials

Linux Private Key

Another option is to use Linux private key. This method eliminates the need to supply password at each login,
helps to protect against malicious applications like keyloggers, thus strengthening security, and simplifies
launch of automated tasks, decreasing administrative load in Linux environments. For this method, a user must
create a pair of keys:

e Private keyis stored on the client (user's) machine — that is, on the machine where Veeam Backup &
Replication runs. The key is usually stored in the encrypted form. To decrypt a private key, you need to
supply a passphrase specified at key creation.

e Public keyis stored on the server (Linux machine) in a special authorized keys file that contains a list
of public keys.

If you plan to use Linux private key for authentication, make sure you have created private and public keys and
stored them appropriately: private key on the client side (Veeam backup server) and public key on the server
side (Linux machine). You should also have the passphrase for the private key if it is encrypted. If you select to
use Linux private key credentials, you should specify the following:

e User name
e Passphrase for private key

e Private key stored on the client side (Veeam backup server)

243 | Veeam Backup Enterprise Manager | User Guide



e SSH port (default is 22)

e Non-root account elevation options

Linux Credentials X

Username: Administrator

Password: | ssssssssseses

Private key is required for this connection
Private Key: cey01.ppk Browse...
Passphrase: | sessssssssssene

~
55H port: | 22 -

Non-root account

Elevate specified account to root
Add account to the sudoers file automatically

Use "su" if "sude” fails

ROOE password: | sessmissssssanns

Description:

Linux account for srv12

Special Credentials for Machine

By default, for all machines in the list, Veeam Backup & Replication uses common credentials you provided in
the Guest OS credentials section. To use a different account for deploying the agent inside a specific machine,
you can customize credentials for the machine.

To customize credentials:
1. In the Guest OS credentials section, select Customize Credentials.
2. Select the necessary machine from the list and click Set User.

3. Specify custom guest OS credentials and click OK.

virt03-ubuntu01: Processing Settings x

Windows credentials:

<Default> - ‘ 4= Add

Linux credentials:

administrator (administrator) v 4= Add

To remove custom credentials for a machine:

1. In the Guest OS credentials section, select Customize Credentials.

2. Select the necessary machine from the list and click Remove.
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NOTE

To customize settings of a machine added as part of a container, the machine should be included in the list
as a standalone instance. For that, click Add machine and choose a machine whose settings you want to
customize.
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Deleting Policies

Users with the Portal Administrator role can permanently delete CDP policies. The deleted policies will no
longer appear in the Ul. They are removed from the Enterprise Manager database and from the Veeam Backup
configuration database on the backup server.

Before you delete a CDP policy, you must disable it.
To delete a policy:
1. On the Policies tab, select the required policy in the list.

2. On the toolbar, click Policy and select Delete.

Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests ® TECH\sheila.d.cory v r:cE} Configuration @
Backup server: | All Servers v Y status (al)
Search by job name Q @ Enable #} policy v A =xport T Refresh
Name 4 status RPO Maxdelay  Target Platform Description
Cloud Director CDP Policy @ Disabled 00:00 0 seconds Repl-OrgVDC Cloud Director Not available
CDP Policy for Servars © syncing 100% 00:20 0 seconds prgtwesx02-virt tach.. VMWare vm33 CDP

https://enterprise0d tech.locak0443 /index. aspi

3. Inthe displayed window, click Yes to confirm the operation.

Delete policy? X

9 Policy "CDP Palicy” will be deleted.

Continue?
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W

orking with Unstructured Data

With Veeam Backup Enterprise Manager, authorized users can perform the following operations with
unstructured data (file shares and object storage systems) processed by Veeam Backup & Replication:

View unstructured data backups

Browse unstructured data backups for specific items
Search unstructured data backups for specific items
Recover items from backups

Delete backups

IMPORTANT

In the Enterprise Plus edition of Veeam Backup & Replication, users with the Portal Administrator
role can customize the restore scope of other users (list of objects the user can recover). In other
editions, the restore scope includes all objects and cannot be customized. However, you can
delegate recovery of an entire file share, object storage or selected file type. Possible delegation
options are described in the Configuring Permissions for File and Application Item Restore section.
Object storage systems are supported starting from Enterprise Manager 12.1 (build 12.1.0.2131).
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Viewing Unstructured Data Backups

From Veeam Backup Enterprise Manager, you can view information about unstructured data (file shares and
object storage systems) processed by backup jobs configured on added backup servers. You can view backed up
unstructured data on the Unstructured Data tab.

Each entry in the unstructured data list contains the following information:
e Data source (file share or object storage)
e Backup server that processes the data source
e Backup job that backs up the data source
e Number of restore points
e Backup location (backup repository)
e Path to the backup file
e Time when the job last ran successfully

To quickly find a data source (file share or object storage), you can filter the list of data sources by backup
server or data source.

e To filter data sources by backup server name, from the Backup server list, select the necessary backup
server. Veeam Backup Enterprise Manager will display backups of only those file data sources that are
processed by the selected backup server.

The Backup server filter is only available for users with the Portal Administrator or Portal User role.

e To filter data sources by source name, enter the name or a part of the name in the search field. Veeam
Backup Enterprise Manager will display backups of only those data sources whose names match the text
that you entered.

248 | Veeam Backup Enterprise Manager | User Guide



NOTE

To export displayed information to a file, use the Export link on the toolbar.

Dashboard Reports Jobs Unstructured Data Machines Files Items Requests Configuration

Backup server: | All Servers -

Search by source name Q BE» instantRecovery @ Restore [ Delete 4D History B export T Refresh
Data Source Backup Server t Job Name Restore Points Location Path Last Success
\\hyperv03\shared backupsrv52.tech.local File Backup Job 1 (imported) 1 point Backup Repository 01 C:\Backup\File Backup Job 1 1402 days ago
enterprise05y/nfs_share enterprise0s.tech.local INFS Share Backup 29 points Default Backup Repository (C:\Backup\NFS Share Backup 28 days ago
\enterprise0s.tech.local\sME Share  enterprise05.tech.local SME Share Backup Spoints  Default Backup Repository C\Backup\SMB Share Backup 28 days ago
pdcisilon\System:ifs/mt-share 12075 File Backup Job 1 (Copy) 1 Zpoints  Archive Volume 01 (Onsite backup .. C:\Backups\File Backup Job 1(Copy) 1.2 & days age
veeam-tw-backup-source s1v2075 Object Storage Backup Job 5 (imported) 1 point Repositery Volume 01 C:\Backups\Object Storage Backup Job 5 15 days ago
veeam-tw-backup-source s1v2075 Object Storage Backup Job (Copy) 1 20 points Repositery Volume 01 C:\Backups\Object Storage Backup Job... 22 hours age
pdc-isilomSystem:/ifsfaz_nfs 52075 File Backup Job 1 3 points Default Backup Repository C:\Backup\File Backup Job 1 8 days ago

pdc-isilon\Systems/ifs SV2075 File Backup Job 1 3points  Default Backup Repository C:\Backup\File Backup Job 1 8 days ago

pdcisilon\Systemiok_share Sv2075 File Backup Job 1 2points  Default Backup Repository Ci\Backup\File Backup Job 1 8 days ago

\mt-share Sv2075 File Backup Job 1 2points  Default Backup Repository C:\Backup\File Backup Job 1 8 days ago

pdc-isilon\System:/mt| share 52075 File Backup Job 1 2points  Default Backup Repository C:\Backup\File Backup Job 1 8 days ago
pdc-isilon\System:az_share 52075 File Backup Job 1 2points  Default Backup Repository C:\Backup\File Backup Job 1 3 days ago
pdc-isilon\System:\ifs 52075 File Backup Job 1 2points  Default Backup Repository C:\Backup\File Backup Job 1 3 days ago
pdc-isilon\systemzifs/mt-share S1V2075 File Backup Job 1 2 points Default Backup Repository C:\Backup\File Backup Job 1 8 days ago
pdc-isilomsystem:ev-share s1rv2075 File Backup Job 1 2 points Default Backup Repository C:\Backup\File Backup Job 1 8 days ago

Records per Page: | 15 v Page |1 |of2 4+ - Displaying 1-15 of 27

You can also view additional data about each data source:
e To see detailed information about a data source, click its name in the Data Source column.

e To see detailed information about restore points, click a link in the Restore Points column.

winsrv88.tech.loca s_share: Restore Po

@8 Export ?) Rrefresh

Restore Point + Type Status

2/9/2021 09:00:54 am Backup @ Success
2/9/2021 02:41:17 am Backup @ success
2/8/2021 09:00:47 am Backup @ Success
2/7/2021 09:00:38 am Backup O Success
2/6/2021 09:00:41 am Backup @ Success
2/5/2021 09:00:42 am Backup ® Success
2/5/2021 03:41:54 am Backup @ Ssuccess
2/5/2021 03:31:28 am Backup @ Success
2/5/2021 03:17:30 am Backup @ Success
2/4/2021 09:00:36 am Backup @ success
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Browsing for Items in Unstructured Data
Backups

You can browse the content of file shares and object storage systems for specific items in the selected backup.

If you use the Enterprise or Enterprise Plus edition of Veeam Backup & Replication, consider that Enterprise
Manager keeps index files for backups that are currently stored on disk and for archived backups (for example,
backups that were recorded to tape). Thus, you will be able to browse and search through backup contents even
if the backup in the repository is no longer available.

To browse the content of a data source, do the following:

1.  On the Unstructured Data tab, select a data source and click Restore.

Alternatively, on the Files tab, in the Search backups of field, enter the name of a data source whose items
you want to browse or click the Pick from List link and select a data source in the Select Object window.
Then click Mount.

2.  Wait while Veeam Backup & Replication mounts the content from backup to a backup server. When the
process is completed, Veeam Backup Enterprise Manager displays the content of the data source.

3. You can browse files contained in all restore points created by the backup job or in a specific restore point.

o By default, the All restore points option is selected. With this option selected, you can browse the
content in all restore points created by the backup job.

For each object in the backup, Enterprise Manager displays the number of object versions and the
date when the latest version was created. If an object has more than one version, you can select a
necessary version during the restore process. For more information, see Restoring Specific Files and
Folders.

% Dashboard T Jobs Policies Unstriictured|Data Machines e Fears @ TECH\sheila.d.cory v %jc}:} @ @

Search backups of: | winsrvg.tech.local:/nfs_share (File B: X pick from List...

All restore points i Type in a file name to search for Q o Filte Search A Restore v ¥ Download =+ addtoRestorelist 4D History

[ winsrvea.tech.local/nfs_share . -
Name Versions  Modified
5 2020
5 [ oraftot.docx 2/9/2021 02:39:54 am
=6 william fox

4 2019
[ Project0t.pdf 11/17/2020 04:37:24 pm
5 2020
[ Project02.pdf 8/26/2020 04:44:40 pm

1
[ Drafto2.docx 2 2/9/202107:26:14 pm
1
1
B 2021
1

[ projectos.pdf 17182021 12:57:02 pm

9 rojects
- Reports

+-I Tasks
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o To select a specific restore point, click the calendar icon in the restore point field and select the

necessary backup date and a restore point created on that date. Note that you cannot select a date on
which the backup was not performed.

For each file in the file share backup, Enterprise Manager displays file size and the date when the file
version is created. Enterprise Manager displays only the file version contained in the selected restore
point. For more information on file restore, see Restoring Specific Files and Folders.

E@ Dashboard Reports Jobs

Policies

Unstructured Data

2/9/2021 08:00:54 am X @ o

8 winsrv88.tech.local:/nfs_share
5 2020
=6 william fox
L 2019
45 2020
< 2021
Projects
- Reports

- Tasks

Search backups of: | winsrvag.tech.local:/nfs_share (File Bi X Pick from List...

Type in a file name to search for

Name

[ Draftol.docx
[4 Drafto2.docx
[4 projectot.pdf
[4 projecto2.pdf

[ Projectos.pdf

Requests

A Restore v

¥ Download

Size
553.9KB
20.3KB
610.2KB
2146 KB

1.2MB

@ TECH\sheila.d.cory v

i# Add to Restore List

Modified

2/9/2021 02:39:54 am
2/9/2021 02:39:35 am
11/17/2020 04:37:24 pm
2/26/2020 04:44:40 pm

1/18/2021 12:57:02 pm

4D History

TIP
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Depending on the number of files in the file share, the search process may take some time. For more
information, see Searching for Items in Unstructured Data Backups.




Searching for Items in Unstructured Data
Backups

Veeam Backup Enterprise Manager allows you to search unstructured data (file shares and object storage
systems) for specific items. After you find necessary files, you can select them to perform file restore.

IMPORTANT

e When you back up unstructured data, file system indexing is not created. Therefore, advanced
search capabilities using filters are not available.

e By default, backup repository is the primary destination for the search. This means, in particular,
that if a backup is stored both in a repository and tape, the Enterprise Manager search results will
only include the items from backup stored in the repository. Files from tape-archived backup will
appear in search results only if nothing is found in the repository (the capability is supported in the
Enterprise and Enterprise Plus editions).

To perform simple search, do the following:

1.  On the Unstructured Data tab, select a data source and click Restore.

Alternatively, on the Files tab, in the Search backups of field, enter the name of a data source whose items
you want to browse or click the Pick from List link and select a data source in the Select Object window.
Then click Mount.

2. Inthe Search backups of field, enter the name of a data source whose items you want to restore or click
the Pick from List link and select the necessary data source in the Select Object window.

w

In the search field, enter the name of the necessary item or a part of it.

»

To view the search results, press [Enter] or click Search.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Requests @ TECH\sheila.d.cory ~ @ Configuration @
Search backups of: | k-buck-1 X Pick from List...
1/11/2024 10:00:23 pm X e xn0_ x Q o Filte: 1 Restore v ¥ Download = AddtoRestoreList 40 History
I icbuckr [] Name Size  Modified Path
[] [ xno_87cBaca525479ec3d32fc1 065... 1438 7/4/202204:20:37p..  k10\8d01735-e85-419b-92d3-7 i Nar policy\kopia\xn0_87c.. =
[] [ xno_sgeb2e1adsibfrazdd242140... 1438 7/4/202204:20:39 p..  k10\8d01735-e85-419b-92d3-7 i Nar policy\kopia\xn0_89e..
[ xn0_12ad846858856c34a52a9bd9... 2778 7/4/202204:56:53 p..  k10\8d01735e-e875-419b-92d3-7 i policy\kopiatxn0_1aa
[] [ xno_75ed5d0acac1776%e1 81b2fd... 1438 7/4/202204:56:51 p..  k10\3d01735e-e875-419b-02d3-7 7 Mar policy\kopia\xnd_75e..
[] [ xno_fodf71b2deesrao6dagsTeds... 1438 7/4/202204:20:52p..  k10\3d01735e-e875-419b-02d3-7 i Mar policy\kopia\xnd_f0f...
[] [ xno_saco3az2f25f8c678b7eczbaz... 2778 7/6/202209:57:39am  k10\3d01735e-e875-419b-02d3-7 i Mar policy\kopia\xnd_8ac...
[ xn0_cobobcec7972999820b16bb7H. 143B  7/6/202200:57:36am  k10\3d01735¢-e8f5-410b-02d3-7 i policy\kopia\xn0_cob...
[] [ xno_sbeoszbb2zzeze1s5adefiibs... 2778 7/4/202204:20:59 p..  k10\2d01735¢-e8f5-410b-0203-7 i nar policy\kopia\xno_abe...
[] [ xno_scezces329056b9202f16227... 143B  7/4/202204:20:34p..  k10\2d01735e-e8f5-410b-0203-7 i nar policy\kopia\xnd_Scs...
[ xn0_5ad12b5557€3ad6003dfDa01... 143B  7/4/202204:54:43p..  Kk10\3d01735¢-e875-410b-0203-7 repe Tba-4fbf-2e05-b...
[] [ xno_76dp1940af9e41afeee090621... 1438 7/4/202204:5440 p..  K10\8d017: £5-419b-9203-7 repoui bf-afba-4fbf- b,
[] [ xno_z9as0scdbobessfaafitadose... 638B  7/7/20220416:17p..  K10\8d017: £5-419b-9203-7 repoui bf-afba-4fbf- b,
[] [ xno_eoobose27dbbacaba2427053... 1438 7/7/20220417:34p.. K10\8dO1T: £5-419b-9203-7 rep: bf-afba-4fbf- b,
O XN0_03ced7ca5462f136bccaf5e0.., 44KB  7/4/20220455:33p..  K10\8d01735e-68f5-419b-9203-7; U p fba-4fbof-2205-b..
O Xn0_b11b9f3563d1b884de94d6a... 1438 7/7/202204:17:38p..  K10\8d01735¢-28f5-419b-92d3-7 U p fba-4fbof-2205-b..
O XN0_c64a45179a8da8fe 1 72fed33b... 2098 7/4/202204:55:31 p..  K10\8001735¢-28f5-419b-92d3-7 U p fba-4fbof-2205-b..
[] [ xno_s8ccbfoz4abezfeebsca47e1s.., 1438 7/4/202204:5436 p..  k10\8d01735-e8f5-419b-92d3-7 i p fba-4fbf-ae05-b.
[] [ xn0_556406c4cc025635¢41b74c70... 1438 7/7/202204:17:31p..  k10\8d01735e-e85-419b-92d3-7 repo\t bf-afba-4fbf-ae05-b..
[] [ xn0_7871293046fb774720b45d800... 1438 7/7/202204:17:08p..  k10\8d01735-e85-419b-92d3-7 repo\t bf-afba-4fbf-ae05-b..
[] [ xn0_e2260d4e359¢399029b56750.. 1438 7/6/202209:55:25am  k10\8d01735e-e85-419b-92d3-7 rep: bf-afba-dfbf-ae05-b..
e T S e e e -
Records per Page: | 25 ~ page| 1 | of1 c Displaying 1-22 0f 22
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Data Recovery

You can restore data previously backed up with file share backup jobs. You can restore the following data:

e SMB file share files and folders
e NFS file share files and folders
e Files and folders of a managed Microsoft Windows server
e Files and folders of a managed Linux server
Veeam Backup Enterprise Manager offers the following recovery options:
e Instant file share recovery allows you to recover a point-in-time file share state.

e Restore of files and folders allows you to select files and folders to restore to one of the restore points.
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Instant File Share Recovery

Instant file share recovery allows you to recover data from backups of the following file shares:
e SMB file shares

For SMB file shares, you can mount a recovered file share, make changes to the file share (add, edit or
remove files and folders), and migrate the file share to the production environment.

e NFS file shares

For NFS file shares, you can use the feature to publish a point-in-time file share state as a read-only SMB
file share. This lets you instantly access all recovered files.

After you have performed instant file share recovery, you have to finalize it. For more information, see Finalizing
Instant File Share Recovery.

Performing Instant File Share Recovery

When you perform instant file share recovery using Veeam Backup Enterprise Manager,

Veeam Backup & Replication publishes the recovered file share to the mount server associated with a backup
repository that stores the file share backup. If you want to mount a recovered file share to another mount
server, use the Veeam Backup & Replication console. For more information, see the Performing Instant File
Share Recovery section of the Veeam Backup & Replication User Guide.

To perform instant file share recovery, use the Instant File Share Recovery wizard.

—_

Launch the Instant File Share Recovery wizard.
2. Select a restore point.

3. Specify access permissions.

4

Review the recovery settings.
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Step 1. Launch Instant File Share Recovery Wizard

To launch the Instant File Share Recovery wizard, do the following:
1. Open the Unstructured Data tab and select a file share from the list.
2. On the toolbar, click Instant Recovery.

Alternatively, you can right-click a file share and select Instant Recovery.

Jobs Policies Unstructured Data VEdE B (s s @ TECH\sheila.d.cory v @ Configuration @

Dashboard Reports

Backup server: | All Servers ~
search by file share name Q B instantRecovery @ Restore [ Delete 4D History B export T Refresh
File Share + Backup Server Job Name Restore Points Location Path Last Success
\enterprise05.tech.loca\SME Share enterprise0s.tech.local SMB Share Backup 3 points Default Backup Repository CBackup\SME Share Backup Just now
enterprise05:/nfs_share al NFS Share Backup 3 points Default Backup Repository C:\BackUp\NFS Share Backup Just now

B} Instant Recovery

A Restore

B Delete

hitpsi//enterprise0d.techlocal:0443/index.aspx
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a file share restore point from which you want to perform
instant recovery.

Instant File Share Recovery x

Restore Point Restore Point

Select the restore point for file share to be restored to.

Access Permissions .
Share name: enterprise05:/nfs_share

Summary Backup Date Type Job Name

1/31/2023 09:36:14 pm
1/31/2023 09:34:46 pm

1/31/2023 09:24:36 pm
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Step 3. Specify Access Permissions

At the Access Permissions step, you can specify the owner account and permissions for the file share.
1. Configure access permissions for the file share. The following options are available:
o Allow to everyone
o Deny to everyone
o Allow to the following accounts or groups only

If you select this option, configure accounts and groups to which you want to grant permissions for
accessing the file share:

i. Next to the Allow to the following accounts or groups only option, click Choose.
ii. In the Accounts and Groups window, click Add to add an account or group.
iii. Specify a name of the account or group and click OK.

iv. Add other accounts or groups if necessary. Use the Remove button to remove an account or
group.

2. Inthe Set owner account field, specify the owner account for the file share.

Instant File Share Recovery x

) Access Permissions
Restore Point

Use the following access permissions for the file system objects without permissions assigned in the

backup.
Access Permissions

Specify access permissions to assign to objects without a valid security descriptor, These settings will be

Summary applied to all objects in the share starting from the root folder,

(@) Allow to everyone

__:Z' Deny to everyone

:' Allow to the following accounts or groups only Choose

Set owner account: Administratori

Previous Cancel
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Step 4. Review Recovery Settings

At the Summary step of the wizard, review the instant file share recovery settings and click Finish.
Veeam Backup & Replication will publish the recovered file share to the mount server associated with a backup
repository that stores the file share backup.

Instant File Share Recovery X

) summa
Restore Point ry

Review the settings. and click Finish to exit the wizard and start the restore process.

Access Permissions
Share name: Wenterprize05\nfs_share

Restore point: less than a day ago (9:34 PM Tuesday 1/31/2023)
Mount servers mapping: Automatic

Owner: Administrator

Published share address: \\enterprizse0swnfs_share
Permissicns: Allow to everyone

Summary

Previous Finish Cancel

What You Do Next

After you have performed instant file share recovery, you have to finalize it. For more information, see Finalizing
Instant File Share Recovery.

Finalizing Instant File Share Recovery

After you have performed instant file share recovery, you have to finalize the process. You can migrate
recovered file shares to the production environment or stop publishing.

e [For NFS file shares] When you perform instant recovery of an NFS file share, the file share is published as
a read-only SMB file share that lets you instantly access all recovered files. After you finish working with
the files, you must stop publishing the recovered file share.

e [For SMB file shares] When you perform instant recovery of an SMB file share, the published file share is
available for reading and writing. After you finish working with the files, you must stop publishing the
recovered file share or migrate it to the production environment.

Until you finalize instant recovery of all recovered file shares, a notification about running instant recovery
sessions is displayed on the Dashboard tab.
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Migrating Recovered File Shares

You can migrate recovered SMB file shares to the production environment.
To migrate a recovered file share, use the Migrate to Production wizard.
1. Launch the Migrate to Production wizard.
Specify file share destination.
Specify restore options.

Configure switchover.

oA W

Review the migration settings.
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Step 1. Launch Migrate to Production Wizard

To launch the Migrate to Production wizard, do the following:

1. Open the Instant Recovery tab and select a file share from the list.

2. On the toolbar, click Migrate to production.

Alternatively, you can right-click a file share and select Migrate to Production.

Dashboard Instant Recovery Reports Jobs Policies Unstructured Data

Machines Files

Backup server: | All Servers v

Items Requests @ TECH\sheila.d.cory v @ Configuration @

Search by name Q P migrate to Production W stop Publishing
Name

%) Refresh
Platform Backup Server Host Uptime Initiated by status Backup Name Restore Point Session Type
\\enterprise05.tec... SMB File Share enterpri tech, enterprise05.tech.... 1 minute TECH\sheila.d.cory Mounted SMB Share Backup 1/31/2023 09:34:3...
enterprise05:/nfs_. NFS File Share P Migrate to Production L. icgs tech... 7 minutes

Instant File Share ...
TECH\sheila.d.cory Mounted

NFS Share Backup 1/31/2023 09:34:4... Instant File Share ...
B Stop Publishing

hitpsi//enterpriseld techlocal:9443/indexasps®
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Step 2. Specify Destination

At the Destination step of the wizard, specify the location to which you want to restore the file share.

e Select Original location to restore data to the location where the file share resided originally. This type of
restore is only possible if the original device is connected to Veeam Backup & Replication and powered on.

e Select This server to restore data to another location:

a. From the This server drop-down list, select a file share to which the data must be restored.

You can select any file share added to the backup inventory. If the required file share is missing in the
drop-down list, add a new file share to the backup server infrastructure. For more information on how
to add a new file share, see the Adding File Share section of the Veeam Backup & Replication User
Guide.

b. In the Path to file field, specify a path to the folder on the selected file share where the files must be
restored.

Migrate to Production x

Destination Destination

Specify target SME server options.

Restore Options
Restore files and folders to:

Switchover —~ .
() Original location
Summary EE) This server:

\\enterprise05.tech.loca\SMB Share A

Path to folder:

‘\enterprise05.tech.local\SME Share\Recovered
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Step 3. Specify Restore Options

At the Restore Options step of the wizard, specify overwrite options in case the file with the same name already
exists in the target folder.

e Replace older files only
Select this option if you want to overwrite the existing file only if it is older than the restored file.
e Restore anyway

Select this option if you want to overwrite the existing file with the restored file in all cases.

Migrate to Production X

Destination Restore Options

Specify additional restore cptions.

Restore Options
If a restored file already exists in the destination:

Switchover .
() Replace older files only

Summary i::.:il Restore anyway (overwrites the existing file)

Previous Cancel
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Step 4. Configure Switchover

At the Switchover step of the wizard, select a type of the switchover from the mounted file share to the
migrated file share.

e Automatic — select this option if you want Veeam Backup & Replication to perform the switch
automatically right after the entire file share will be restored.

e Manual — select this option if you want to perform the switch manually.

e Scheduled — select this option if you want Veeam Backup & Replication to perform the switchover at a
specified date and time.

Migrate to Production x

R switchover
Destination

Specify file share switchowver options.

Restore Options
Switchover type:

Switchover —
[ ) Automatic

Switchover will be performed automatically once the entire file share has been restored.
Summary

(@) Manual

Switchover can be performed manually once the entire file share has been restored.

() scheduled 131/2023 0:45 prm

Previous Cancel
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Step 5. Review Migration Settings

At the Summary step of the wizard, review the migration settings and click Finish. Veeam Backup & Replication
will migrate the recovered file share to the specified location.

Migrate to Production x

o Summa
Destination ry

Please review the migration settings, and click Finish to start the migration.

Restore Options
Source file share: \\enterprise05.tech.local\SMB Share

Restore point: less than a day ago (9:34 PM Tuesday 1/31/2023)
Mount host: enterprise03.tech.local

Access path: \enterprise05\SMB Share

Migrate to:

Share: \\enterprise03.tech.local\5ME Share

Path: Vienterprise05.tech.local\sME Share\Recovered

Restore option: Restore anyway (overwrites the existing file)
Switchover type: Manual

switchover

Summary

Previous Finish Cancel

Switching to Production File Share Manually

The following instructions apply if you have selected to switch from the mounted file share to the production
file share manually or at the scheduled time at the Switchover step of the Migrate to Production wizard.

To switch to a production file share, do the following:
1. Open the Instant Recovery tab and select a file share from the list.

2. On the toolbar, click Switchover Now.
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Alternatively, you can right-click a file share and select Switchover Now.

E@ Dashboard Instant Recovery Reports Jobs Policies Unstructured Data Machines Files Items. Requests ® TECH\sheila.d.cory @ Configuration ®

Backup server: | All Servers

rch by name Q Migrate to Productio Retry Stop Publishing & Switchover Now # Edit Switchover T Refresh

status Backup Name Restore Point Session Type

Name Platform Backup Server Host Uptime Initiated by

SMB File Share tarh nterprise0S.tech... 17 minutes TECH\sheila.d.cory Waiting for the sw... SMB Share Backup 1/31/2023 09:34:3... Instant File Share ..,

Wenterprise05.tec...

enterprise05:/nfs_... NFS File Share. nterprise0S.tech.. 22 minutes TECH\sheila.d.cory Mounted NFS Share Backup 1/31/2023 09:34:4.. Instant File Share ...

G switchover Now @

# Edit Switchover

httpsi//enterprise04 techlocal:9443/indexaspx

Changing Switchover Time

The following instructions apply if you have selected to switch from the mounted file share to the production
file share manually or at the scheduled time at the Switchover step of the Migrate to Production wizard.

To change the time when Veeam Backup & Replication will switch from the mounted file share to the production
file share, do the following:

1. Open the Instant Recovery tab and select the necessary file share from the list.

2. On the toolbar, click Edit Switchover.

3. At the Switchover step of the Edit Switchover wizard, select a type of the switchover from the mounted to
the migrated file share.

o Automatic — select this option if you want Veeam Backup & Replication to perform the switch
automatically right after the entire file share will be restored.

o Manual — select this option if you want to perform the switch manually.

o Scheduled — select this option if you want Veeam Backup & Replication to perform the switchover at
a specified date and time.
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4. At the Summary step of the Edit Switchover wizard, review the migration settings and click Finish.

E@ Dashboard Instant Recovery Reports Jobs. Policies Unstructured Data Machines Files Items Requests ® TECH\sheila.d.cory ¥ @ Configuration ®
Backup server: | All Servers -

Search by name Q & Switchover Now # Edit Switchover T Refresh
Name Platform Backup Server Host Uptime Initiated by status Backup Name Restore Point Session Type
\\enterprise05.tec... SMB File Share enterprise0S.tech...  enterprise05.tech.... TECH\sheila.d.cory Waiting for the sw...  SMB Share Backup 1/31/2023 09:34:3... Instant File Share ...
enterprise05:/nfs_... NFS File Share enterpriseSitech...  enterprise05.tech.... TECH\sheila.d.cory Mounted NFS Share Backup 1/31/2023 09:34:4... Instant File Share ..

< Switchover Now

# Edit Switchover

Unpublishing Recovered File Shares

When you finish reviewing the recovered file shares, you can stop publishing them. This will unmount the
recovered file shares from the mount server. Note that all changes made in the recovered file shares will be lost.

To stop publishing a recovered file share, do the following:
1. Open the Unstructured Data tab and select a file share from the list.

2. On the toolbar, click Stop Publishing.

Alternatively, you can right-click a file share and select Stop Publishing.

Dashboard Instant Recovery Reports Jobs. Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @ Configuration @
Backup server: | All Servers v
Search by name Q W stop Publishing T Refresh
Name Platform Backup Server Host Uptime Initiated by Status Backup Name Restore Point Session Type
\ienterprisedStec..  SMB File Share enterpriseS.tech...  enterprise0Sfech.. 17 minutes TECH\sheila.d.cory Waiting for thesw...  5MB Share Backup 1/31/2023 09:34:3... Instant File Share ..
enterprise05:/nfs_. NFS File Share. tech nterprise0S.tech... 22 minutes TECH\sheila.d.cory Mounted NFS Share Backup 1/31/2023 09:34:4... Instant File Share ..

B Stop Publishing

hitpsi//enterprised techlocal:9443/indexaspxd

266 | Veeam Backup Enterprise Manager | User Guide



Restoring Specific Files

After you locate the necessary file, you can use Veeam Backup Enterprise Manager to restore it from the backup.
You can choose to restore a file to the original location or download it to the local machine.

Restore operations are only available to authorized users according to their security settings. Users with the
Portal Administrator role can both restore files to the original location or download them to the local machine.

For users with the non-administrative roles, you can configure additional restriction settings. For example, you
can prohibit restore operators to download files to the local machine so that they will be able to restore files to
the original location only. Additionally, you can specify the types of files that can be restored by operators (this
can be helpful if you want to limit operators' access to sensitive data). For details, see Configuring Permissions
for File and Application Item Restore.

Restoring Files to Original Location

In this restore scenario, Veeam Backup Enterprise Manager will extract a file from the backup and restore it to
the original location in the file share or object storage. Restoring files to the original location is the most secure
recovery method, as the user who initiates the restore operation in the Enterprise Manager Ul cannot access the
file itself.

To restore a file to the original location, do the following:

1. Locate the necessary file using browse or search possibilities of Veeam Backup Enterprise Manager. For
details, see Viewing Backups and Browsing Backups.

You can select multiple files in file shares. Selection of multiple object storage items is not available.
2. Click Restore and select how to restore the selected items:
o If you select Overwrite, the item from the backup will replace the original item in the data source.

o If you select Keep, the item from the backup will be restored next to the original item in the data
source. The restored item will have the _RESTORED_<date>_<time> suffix in its file name.

Dashboard Reports Jobs Policies Unstructured Data Machines Items. Requests @ TECH\sheila.d.cory ¥

Search backups of: | winsrv88.tech.local:/nfs_share (File Bi X Pick from List...

2/9/2021 08:00:54 am X H o Type in a file name to search for Q o Filte Search 4] Restore » ¥ Download & AddtoRestorelist 4D History

o Wi
=8 winsrv88.tech local:/nfs_share % Overwrite ) -
Name Size  Modified

%I 2020 5 Keep

o [ Draftot.docx S53.9KB  2/0/2021 02:30:54 am
=6 william.fox

B Draft02.docx 20.3KB 2/9/2021 02:39:35 am
[ Projectot.paf 610.2K8  11/17/2020 04:37:24 pm
[ Projectoz.paf 214.6KB  8/26/2020 04:44:40 pm

Project03.pdf 1.2MB  1/18/202112:57:02 pm

httpsi//enterprisc5 techJocal9443/indexasprd
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3. If you browse items in all restore points created for the data source, and the restore points contain
multiple versions of the item, Enterprise Manager will prompt you to select the item version. In the Select
version window, select the restore point that contains the necessary item version and click OK.

N ey :
IEE Dashboard Reports Jobs Policies Unstructured Data Machines Requests
Search backups of: | winsrveg.tech.local:/nfs_share (File B: % ‘ pick from List...
‘ All restore points ﬁ‘ | Type in a file name to search for Q | Y No Fitter ‘ Search A1 Restore v ¥ Download =+ AddtoRestorelist 4D History
- winsrves.tech.local:/nfs_share dified
s Select version for Draft02.docx P g Modifie
+ i 2020 E—
[ Draftot.dos 2/9/2021 02:39:54 am
=8 william.fox Modification b, i s Locati
[ Draftoz.dog odification bate e ocation 2/9/2021 07:26:14 pm
% 2019
e [0 Projectot.p  2/9/2021 07:26:14 pm 203KB  Backup 11/17/2020 04:37:24 pm
& 2021 [§ Projectozp|  2/9/2021 02:39:35 am 203K8  Backup 8/26/2020 04:44:40 pm
Project03.| 1/18/2021 12:57:02 pm
[} Projects ) B b
# I Reports
%M Tasks
o]

4. In the displayed window, click Yes.

Veeam Backup Enterprise Manager will start the restore operation and display the progress and result of the
operation in the File Restore History view.

Downloading Files

If you choose to download a file, Veeam Backup Enterprise Manager interacts with the backup server to extract
the necessary file from the backup. The user who initiated the restore will be able to download the file to the
local machine, that is, the Enterprise Manager server.

To download a file, do the following:

1. Locate the necessary file using browse or search possibilities of Enterprise Manager. For details, see
Viewing Backups and Browsing Backups.
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2. Click Download.

EE Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @ Configuration @
Search backups of: | winsrveg.tech.locali/nfs_share (File B X Pick from List...
All restore points 21 Type in a file name to search for Q A Restore v ¥ Download #* AddtoRestorelist 4D History

=@ winsrv88.tech.local:/nfs_share N
Name Versions Modified

45 2020
. [4 Draftot.docx 1 2/9/202102:39:54 am
=6 william.fox
[ Draftoz.docx 2 2/9/2021 07:26:14 pm
-+ 2019
Projectot.pdf 1 11/17/2020 04:37:24 pm
49 2020 0 prol "
oot [ projectoz.paf 1 8/26/202004:44:40 pm
[ projectoz.paf 1 1/18/202112:57:02 pm
Projects

%I Reports

+ Tasks

3. If you browse items in all restore points created for the data source, and the restore points contain
multiple versions of the item, Enterprise Manager will prompt you to select the item version. In the Select
version window, select the restore point that contains the necessary item version and click OK.

Dashboard Reports Jobs Policies Unstructured Data Machines Requests

Search backups of: | winsrveg.tech.local:/nfs_share (File B: % ‘ pick from List...
‘ Al restore points N‘ | Type in a file name to search for Q | Y NoFitter Search £ Restore v ¥ Download =+ AddtoRestorelist 4D History
= winsrves.tech.local:/nfs_share dified
s Select version for Draft02.docx P g Modifie
+ i 2020 E—
[ Draftot.dos 2/9/2021 02:39:54 am
=8 william.fox Modification b, i s Locati
[ Draft02.do odification bate e ocation 2/9/2021 07:26:14 pm
¥ 2019
& o 2020 [§ Projectolp|  2/9/2021 07:26:14 pm 203K Backup 11/17/2020 04:37:24 pm
& 2021 [§ Projectozp|  2/9/2021 02:39:35 am 203K8  Backup 8/26/2020 04:44:40 pm
Project03.| 1/18/2021 12:57:02 pm
[} Projects ) B b
I Reports
I Tasks

“ caneel

In the displayed window, click Yes.
Wait for restore session to complete and the item to be retrieved from the backup.

Select the item from the list.

N oo v oA

In the Log tab of the File Restore History view, click the download link in the Restored files are available
for download record of the session log.

The file is saved to the default download folder on your local machine.
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If you download a single file, it is also saved in the $ProgrambData%\Veeam\Backup\WebRestore
folder. Multiple files are packed in a ZIP file named FLR <date> <time>.zip and stored in the same
folder. Veeam Backup Enterprise Manager cleans up the folder periodically. Files older than 24 hours are
automatically deleted. To change the default storage folder, contact Veeam Customer Support.

E@ Dashboard femie IE Pl Unstructured Data Mo e et @ TECH\sheila.d.cory v @ @ @
@ File Restore History Q Refresh
Initiated by Started at + Status Ended at Total Objects Progress Target
TECH\sheila.d.cory 2/9/2021 09:45:14 pm @ Success 2/9/2021 09:45:42 pm 1 100% Download
TECH\sheila.d.cory 2/9/2021 02:12:27 am o Success 2/9/2021 02:12:39 am 1 100% Download
Log Details
@ starting data transfer agent on server "enterprize05.tech.local’
@ Starting FLR job for Object winsrv88.tech.local:/nfs_share
@ winsrvaa.tech.localinfs_share: Processing File restore
@ successfully restored [/william.fox/2021/Projects/Draft02.docx] to server winsrves.tech.local:/nfs_share
@ File restore job has completed successfully
@ Updating FLR session history
@ Packing restored files
@ Restored files are available for download

Restoring Multiple Files

In addition to restoring single files from selected restore points, Veeam Backup Enterprise Manager supports
bulk restore. If you need to restore multiple files at once, you can select more than one file in the preview pane
when browsing, and then use the Restore command, or add the necessary files to the restore list and then
restore all files at once. Unlike the Restore command, using the restore list helps you to prepare for restore files
from different data sources and restore points.

To add a file to the restore list:

1. Locate the necessary file using browse or search possibilities of Veeam Backup Enterprise Manager. For
more information, see Viewing Backups and Browsing Backups.

2. Click Add to Restore List.

3. If you browse items in all restore points created for the data source, and the restore points contain
multiple versions of the item, Enterprise Manager will prompt you to select the item version. In the Select
version window, select the restore point that contains the necessary item version and click OK.

NOTE

You cannot add multiple versions of the same file to the restore list using the Select version window. If you
want to restore multiple versions of a file, browse to this file in a specific restore point and add this file to
the restore list.
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When a file is added to the restore list, the Pending restore notification appears at the top of the Enterprise
Manager Ul window.

Dashboard T Jobs Policies Unstructured Data Machines Teme e @ TECHwheilad.cory v g:é} el @

%

Pending restore (3 items) X Clear
Search backups of: | winsrva8.tech.local/nfs_share (File B: X Pick from List...

All restore points [ Type in a file name to search for Q o Filte: Search A Restore v ¥ Download =* Add to Restore List 4D History

[ winsrvas.tech.local/nfs_share . .
Name Versions  Modified
40 2020

= [ william.fox

[ Drafto1.docx

Drafto2.docx

2/9/202102:3%:54 am

2/9/2021 07:26:14 pm

[ Projectoz.pdf 8/26/2020 04:44:40 pm

.
2
[ Projectot.pdf 1 111772020 04:37:24 pm
1
<[ 2021
;

- [ Projecto3.pdf 1/18/2021 12:57:02 pm
[ Projects

41 Reports

#I Tasks

To restore files added to the restore list:
1. In the restore list notification, click Pending restore.

2. In the Pending Restore window, select check boxes next to the files that you want to restore. Use the
check box next to the header of the Name column to select all files in the list at once.

If you want to remove a file from the restore list, select the file and click Delete.
3. Click the Restore or Download link to perform the necessary restore operation for the selected files.
4. In the displayed window, click Yes.

5. [For the download operation] Wait for restore session to complete. In the Log tab of the File Restore
History view, click the download link.

The files are saved to the default download folder on your local machine.

Multiple files are also saved in a ZIP file named FLR <date> <time>.zipinthe
$ProgramData%\Veeam\Backup\WebRestore folder. Veeam Backup Enterprise Manager cleans up the
folder periodically. Files older than 24 hours are automatically deleted. To change the default storage
folder, contact Veeam Customer Support.
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TIP

Veeam Backup Enterprise Manager keeps links for downloaded files in the history for one day. To
download a file that was previously restored:

1. In the Files tab, click History.

2. Inthe File Restore History view, select the necessary restore session.
3. Inthe Log tab, click the download link.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Requests

45 Pending restore (3 items) R clear

Pending Restore X
Search backups of:

P A Restore v ¥ D K Delete ry
= [ winsrvaa.tech.| Name Size  Owner Created Restore Point Machine Path Restore Status
4+ 2020
u [ Draftot.docx 2/9/202102:39:54... 1 version winsrvBB.techloc..  winsrvB8.techloc..
& @ william. fox
[ Draftoz.docx 2/9/2021 07:26:14 .. 1 version winsv8.tech.loc..  winsrvas.tech.oc...
4 2019
[ Projectos.pdf 1/18/2021 12:57:0... 1 version winsrvgg.techfoc..  winsrvag.tech loc...
+m 2020
= [ 2021
[ Projeq
I Repor|
#I Tasks
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Deleting Backups

You can delete the data of a file share or object storage from a backup repository. The deleted data source is not
removed from the list immediately. It will be removed from the list after the records about the data source are
removed from the configuration database of the backup server. Once this operation completes, a notification
will appear at the top of the Enterprise Manager window.

If four-eyes authorization is enabled on the backup server, backup files will remain in the backup repository and

become orphaned.

To delete a backup, to the following:

1. In Veeam Backup Enterprise Manager, open the Unstructured Data tab.

2. Inthe list of backups, select the necessary backup and click Delete.

To locate the necessary backup, you can filter backups by backup server name or search by data source

name.

3. Inthe displayed window, click Yes.

NOTE

Dashboard Reports

Backup server: | All Servers

Records per Page: | 15 -

hitpsi//enterpriscD3.techlocal:9443/indexaspi®

Jobs Policies

v

Unstructured Data

Machines Files

Page | 1 |of2

Items

Requests

- c

@ TECH\sheila.d.cory v

If several data sources are processed by the same backup job, deletion of the selected data source backup
will not affect other data sources in the job.

Search by source name Q BE» instantRecovery @ Restore [ Delete 4D History B export T Refresh
Data Source Backup Server 1 JobName Restore Points  Location path Last Success
\thyperv03\shared backupsrvs2.tech.local File Backup Job 1 (imported) 1 point  Backup Repository 01 C:\Backup\File Backup Job 1 1402 days ago
enterprise05:/nfs_share enterprise0s.tech.local NFS Share Backup 29 points Default Backup Repository C\Backup\NFS Share Backup 28 days ago
\ienterprise05.tech.local\SME Share enterprise0s.tech.local SME Share Backup 5 points Default Backup Repository CBackup\SMB Share Backup 28 days ago
pdcisilon\ystem:/ifs/mt-share s1v2075 File Backup Job 1 (Copy) 1 poin Archive Volume 01 (Onsite..  CA\Backups\File Backup Job 1 (Copy) 1.2 & days ago
veeam-tw-backup-source s1v2075 Object Storage Backuplo... | B Istant Recovery Repository Volume 01 C\Backups\Object Storage Backup Job 5 15 days ago
veeam-tw-backup-source srv2075 Object Storage Backup Jo... A Restore Repository Volume 01 C\Backups\Object Storage Backup Job (Co.. 46 minutes ago
pdc-isilon\System:/ifs/az_nfs srv2075 File Backup Job 1 Bk pelete i Default Backup Repaository CABackup\File Backup Job 1 8 days ago
pdcisilon\sys srv2075 File Backup Job 1 3Jpoints  Default Backup Repository C\Backup\File Backup Job 1 8 days ago
pdcisilon\System:ok_share 12075 File Backup Job 1 Opoints  Default Backup Repository C:\Backup\File Backup Job 1 @ days ago
pdcisilon\System:mt-share 12075 File Backup Job 1 Opoints  Default Backup Repository C:\Backup\File Backup Job 1 @ days ago
pdcisilon\System:/mt| share 12075 File Backup Job 1 2points  Default Backup Repository C:\Backup\File Backup Job 1 8 days ago
pdcisilon\System:\az_share 12075 File Backup Job 1 Opoints  Default Backup Repository C:\Backup\File Backup Job 1 8 days ago
pdc-isilon\systemaifs sv2075 File Backup Job 1 0points Default Backup Repository CBackuphFile Backup Job 1 8 days ago
pdc-isilon\systemzifs/mt-share sv2075 File Backup Job 1 2 points Default Backup Repository CBackup\File Backup Job 1 8 days ago
pdc-isilomSystem:ev-share sv2075 File Backup Job 1 0points Default Backup Repository CBackuph\File Backup Job 1 8 days ago

Displaying 1-15 0f 27
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Working with Machines

Authorized users can restore VMs included in their restore scope. Users with the Portal Administrator role have
no scope limitations. The restore scope can be customized if you have the Enterprise Plus edition of Veeam
Backup & Replication. In other editions, this list includes all machines and cannot be customized. However, you
can delegate recovery of entire machines, guest files, or selected file types. Possible delegation options are
described in the Configuring Restrictions for Delegated Restore section.

With Veeam Backup Enterprise Manager, you can perform the following operations with machines:

View machines and delete them from backups

Create on-demand incremental backups (quick backups) for machines
Restore machines and VM disks from backups

Failover to VM replicas and VMware Cloud Director vApps

Run failover plans for VMware vSphere and Microsoft Hyper-V VMs

NOTE

Veeam Backup Enterprise Manager does not display Nutanix AHV VMs, and recovery of Nutanix AHV VMs is
not available. However, you can browse and restore guest OS files of Nutanix AHV VMs. For more
information, see Restoring Guest OS Files.
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Viewing Machines

On the Machines tab, you can view information about all machines engaged in performed jobs configured on
backup servers.

NOTE

Veeam Backup Enterprise Manager does not display Nutanix AHV VMs, and recovery of Nutanix AHV VMs is
not available. However, you can browse and restore guest OS files of Nutanix AHV VMs. For more
information, see Restoring Guest OS Files.

Entries in the list contain the following data:
e Machine name
e vApp name (for VMware Cloud Director VMs)
e Backup server that processes the machine
e Jobname
e Number of restore points
e Path to backup files

e Last time when a restore point was successfully created

You can filter machines in the list by a backup server or search for specific machines by a machine name. To
search for a machine, enter its name or part of the name in the Search field.

o e
i@ Dashboard Reports Jobs. Policies Unstructured Data Machines Files Items Requests (&) TECHheildcory v | 50 Configuration
Backup server: | Al Servers -

Search by machine name Q By Instant Recovery 8 Entire VM Restore RestorevApp gy Virtual Disks @ Failover Plan R Delete Y Quick Backup 4D History @ sport T Refresh
Machine vApp Backup Server Job Name Restore Points  Location Path Last Success i
svm01 vApp-TS enterprise05.tech.local Cloud Director CDP Policy 18points  veenterOi.cech localpr. um01-xbds 5 hours ago
tsvm022 vApp-TS enterprise05tech.local Cloud Director CDP Policy 18points  veenterl.techlocalpr.,  tsvm022-1VrN 5 hours ago
mssqi02 Not available enterprise05.tech.local MS5QLO2 Backup to Default Repos. 2poins  DefaultBackup Reposit..  C\Backup\MSSQLO2 Bacup to Defauit Repository 9 hours ago
win10_pro Not available enterprise05.tech.local Templates Backup Tpoint  DefoultBackup Reposit..  C\Backup\Templates Backup 13 hours ago
ubuntgs Not available enterprise05.tech.local Ubuntu Replieation 2points  veenterD1.tech localpr. ubuntgg replica 19 hours ago
linux03 vApp02 enterprise05.tech.local Organization02 vApp02 Backup 12points  DefoultBackup Reposic..  CA\Backup!\Organization02 Backup 20 hours ago
linux02 vApPO2 enterprise05.tech.local Organization02 vAPpO2 Backup 12points  DefaultBackup Reposic.,  CABackup\Organization02 Backup 20 hours ago
apache05 Not available enterprise05.tech.local Web Servers Backup 12points  DefoultBackup Reposic..  C:A\Backup\Web Servers Backup 23 hours ago
apache04 Not available enterprise05.tech.local Web Servers Backup 12points  DefaultBackup Reposic.,  CABackup\Web Servers Backup 23 hours ago
rhel01 Not svailable enterprise05.tech.locsl RHEL Backup Spoins  DefaultBackup Reposit..  C\Backup\RHEL Backup 1 day ago
opwin0 op-win0-0dfe29a8-Tfa7-n.  enterprise05.techlocal Backup Job Tpoint  Defoult Backup Reposit..  C\Backup\BackupJob 6 days ago
252016DC Not svailable enterprise05.tech.local AD Backup 129 points  Backup Reposiory 1 Ci\Backup Repository\AD Backup 12 days ago
dlsql01 enterprise05tech.local MS SQL Backup 4points Backup Repository 1 Ci\Backup Repository\MS SQL Backup_1 14 days ago
disql01 enterprise05.tech.local dlsqi01_2023-01-20 (Exported) Tpoint  Backup Repositary 1 CBackup Repository\disqi01_2023-01-20 14 days ago
linord01 Not available enterprise05tech.local Oradle Linux Backup 3points  Backup Repository 1 Ci\Backup Repository\Oracle Linux Backup 14 days ago

Records per Page: | 15 - Page 1 |of3 > o | C Displaying 1- 15 of 37

Besides the information presented in the list of machines, the Machines tab allows you to view advanced data
about each machine:

e To see detailed information about a machine, click its name in the Machine column.

e To see detailed information about machine restore points, click a link in the Restore Points column.
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NOTE

You can export displayed information to a file using the Export link on the toolbar. This file then can be
opened on the client machine using the associated application.

dbserver01: Restore Points x

@8 export ) Refresh

Restore Point v Type
2/4/2021 01:45:58 pm Increment
2/3/2021 09:11:06 pm Increment
2/3/2021 01:37:51 am Increment
2/3/2021 12:24:51 am Increment
2/3/2021 12:14:39 am Increment
2/2/2021 10:12:01 pm Increment
2/2/2021 10:06:31 pm Full

Close
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Deleting Machine from Backup

When you delete a machine, it is not removed from the list of machines immediately. The machine will be
removed after the records about the machine are removed from the configuration database on the backup
server. Once this operation completes, a notification appears at the top of the Enterprise Manager window.

Before You Begin

Before you delete a machine from a backup, consider the following considerations and limitations:

e If multiple machines are processed by the same backup job, deletion of a machine will not affect other
machines in the job.

e The delete operation is not available for replica machines, storage snapshots and machines backed up to
tape.

o |f four-eyes authorization is enabled on the backup server, backup files will remain in the backup
repository and become orphaned.

Deleting Machine

To delete a machine from a backup, do the following:

1. On the Machines tab, select the necessary machine backup from the list of machines.

To quickly find a machine, you can filter machines in the list by a backup server or search for specific
machines by a machine name.

2. Click Delete.

3. Toremove backups marked with weekly, monthly and yearly GFS flags, select the Remove GFS full
backups check box.

The check box is displayed if the machine has GFS backups.

4. Click Yes to confirm deletion.
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Quick Backup

Quick backup is an ad-hoc incremental backup for a machine added to a backup job. To create a new incremental
restore point, Veeam Backup & Replication triggers an existing backup job that processes the selected machine.
This restore point will be added to the backup chain in the backup repository. Quick backup can be helpful if you
want to produce an additional restore point for a machine in the backup job and do not want to configure a new
job or modify the existing one. For more information on quick backup, see the Quick Backup section of the
Veeam Backup & Replication User Guide.

Before You Begin

Before you perform quick backup for a machine, consider the following considerations and limitations:

e The machine (physical or virtual) must be processed by a regular backup job or Veeam Agent backup job
managed by the backup server.

Quick backup is not available for VMware Cloud Director VMs processed with VMware Cloud Director jobs.
e A backup job processing the machine must exist on the backup server.
e A full backup file for the machine must exist in the backup repository.

e You cannot perform quick backup for multiple machines simultaneously if the machines are processed by
the same backup job.
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Performing Quick Backup

To perform quick backup, do the following:
1. On the Machines tab, select the necessary machine.
2. On the toolbar, click Quick Backup.
Alternatively, you can right-click the machine and select Quick Backup.

To view the details of the quick backup operation, open the session of the backup job that processes the
selected machine.

1. OnJobs tab, select the backup job that processes the machine.

2. Click the job status link in the Status column.

3. Toview the session log, on the opened Reports tab, select the machine.

Dashboard Reports Jobs Unstructured Data Machines Files Items Requests Configuration
Backup server: | Al Servers ~
Search by machine name Q 8 Restore v re VAPp & Failover Plan... £ Delete & Quick Backup & Virtual Disks 4D History @ export T Refresh
Machine t vApp Backup Server Job Name Restore Points Location Path Last Success
apache02 enterprise0s.tech.local Replication Job 1 2 points veenter01.tech.localie... apache02_replica 1 day ago
apache02 enterprise0s.tech.local Backup Job 1 6points  Default Backup Repos. C:\Backup\Backup Job 1_3\ 12 hours ago
apache02 Notav enterprise0s.tech.local Backup Job 2 2points  Default Backup Repos..  Ci\Backup\Backup Job 21\ 12 hours ago
apache02 Not ay enterprise0S.tech.local techwilliam.fox_Web... 1point  Backup Repository 5 C:\Backup\Repository for enterprise... 1 hour ago
dbservero Not ay enterprise0S.tech.local techwilliam.fox_DB B... 1point  Backup Repository 5 C:\Backup\Repository for enterprise... 1 hour ago
dbserver01 Not available enterprise0S tech.local Backup Job 1 7points  Default Backup Repos.. C:\Backup\Backup Job 1_3\ 12 hours ago
VgVCD152-win? aa-win-ved101 enterprise0d.tech.local V€D Backup Job 1 3points  Default Backup Repos.. €:\Backup\Backup Job 1\ 62 days ago
Win2019 VAppO1 enterprise0d.tech.local vCD Replication job 1 Zpoints  autonoe.qahvi.vees.. Win2019_restored251120T1625 22 hours 2go
Win2019 VAppO1 enterprise0d.tech.local organization01_Backu... 6 points Default Backup Repos.. C:\Backuptorganization01_Backup Jo... 23 hours ago
win2019 vAppO2 enterprise04.tech.local organization01_Backu... 1 point Default Backup Repos.. C:\Backuptorganization01_Backup Jo... 1 day ago
Win2019_restored2511207T1625 vAppO1 enterprise04.tech.local vCD Replication Job 1 Tpoint  autonoe.gahviveea.. Win2019_restored251120T1625 22 hours ago
win7 VAppO2 enterprise04.tech.local organization01_Backu... Tpoint  Default BackupRepos..  C:\Backuplorganization01 Backuple.. 1 dayago
win7 VADPO1 enterprise04.tech.local organization01_Backu... 6Gpoints  Default Backup Repos..  C\Backup\organization01_BackupJo.. 22 hours ago
win7 VADPO1 enterprise04.tech.local VCD Replication Job 1 2points  autonoe.qahvi.veea.. Win2019_restored251120T1625 21 hours ago
win? VAppO1 enterprise0d.tech.local V€D Backup Job 1 4points  Default Backup Repos.. €:\Backup\Backup Job 1\ 17 hours ago
Winsrv8s Notava enterprise0S tech.local Backup Job 1 2points  Default Backup Repos.. €:\Backup\Backup Job 1_3\ 1 day ago
Records per Page: | 25 v Page 1 | oft c Displaying 1-16 of 16
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VM Recovery

Authorized users can recover VMs from backups to the original location or a new location included in their
restore scope. Users with the Portal Administrator role have no scope limitations. For more information on
restore scope, see Configuring Restore Scope.

With Veeam Backup Enterprise Manager, you can perform the following types of recovery:
e Instant Recovery
e Entire VM Restore
e Virtual Disk Restore
e VM Failover

e Failover Plans
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Instant Recovery

Authorized users can instantly recover VMs from backups to the original location or a new location included in
their restore scope. Users with the Portal Administrator role have no scope limitations. For more information on
restore scope, see Configuring Restore Scope.

Veeam Backup Enterprise Manager supports the following scenarios of Instant Recovery:
e Instant recovery of VMware vSphere VMs to VMware vSphere
e Instant recovery of VMware Cloud Director VMs to VMware Cloud Director
e Instant recovery of Microsoft Hyper-V VMs to Microsoft Hyper-V

Using the Veeam Backup & Replication console, you can instantly recover VMware vSphere VMs to Microsoft
Hyper-V and instantly recover Microsoft Hyper-V VMs to VMware vSphere. For more information, see the VM
Recovery section of the Veeam Backup & Replication User Guide.

IMPORTANT

Instant Recovery is available in the Enterprise and Enterprise Plus editions of Veeam Backup & Replication.

Supported Backup Types

You can recover workloads from the following types of backups:
e Backups of VMware vSphere virtual machines created by Veeam Backup & Replication
e Backups of VMware Cloud Director virtual machines created by Veeam Backup & Replication

e Backups of Microsoft Hyper-V virtual machines created by Veeam Backup & Replication

Instant Recovery to VMware vSphere

Veeam Backup Enterprise Manager allows you to instantly recover VMware vSphere VMs to VMware vSphere.
You can recover VMs from backups to the original location or a new location included in your restore scope.
After you have performed Instant Recovery, you have to finalize it. For more information, see Finalizing Instant
Recovery to VMware vSphere.

For more information on Instant Recovery, see the Instant Recovery to VMware vSphere section of the Veeam
Backup & Replication User Guide.

Performing Instant Recovery to VMware vSphere

To instantly recover a VM, use the Instant Recovery to VMware vSphere wizard.
1. Launch the Instant Recovery wizard.

Select a restore point.

Select a recovery mode.

Specify destination settings for the recovered VM.

Specify target datastore.

o vor wN

Review the recovery settings.
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Step 1. Launch Instant Recovery Wizard

To launch the Instant Recovery to VMware vSphere wizard, do the following:
1. On the Machines tab, select the necessary VMware vSphere VM from the list.
2. On the toolbar, click Instant Recovery.

Alternatively, you can right-click the VM and select Instant Recovery.

Dashboard Reports Jobs Unstructured Data Machines Files Items Requests

Configuration
Backup server: | All Servers v
Search by machine name Q By instant Recovery 48 Entire VM Restore & virtual Disks B Failover plan.. Other Actions v 4D History B export T Refresh
Machine vApp Backup Server Job Name Restore Points  Location Path Last Success 4
apache05 Not available tach ocal Web Servers Backup 14points  Default Backup Repos... C:\Backup\Web Servers Backup 2 hours ago
BE» Instant Recoyery
apachedd Not available {2 local Web Servers Backup 14 points  Default Backup Repos... C:\Backup\Web Servers Backup 2 hours ago
#8 Entire VM Re3tore
ts-vmot VApp-TS - local Cloud Director CDP P... 20points  vcenterOltechlocalp..  ts-vm01i-xbds 8 hours ago
t5-ym022 VApp-TS e local Cloud Director CDP P.. 20 points vcenter01.tech.localp... t5-vm022-VrN 8 hours ago
2 Virtual Disks
winsrvas Not available local windows Backup 3 points Default Backup Repos... caBackup\windows Backup 9 hours ago
rhelo B FailoverPlan Jocal RHEL Backup 3paints  Default Backup Repos... C:\Backup\RHEL Backup 10 hours ago
L e
mssqlo2 Not available ¥ Delete Jocal MSSQLO2 Backup o D... opoints  Default Backup Repos..  CABackup\MSSQLO2 Bacup to Defaul.. 12 hours ago
L2
appsrvaot Not available = Quick Backup Jocal HV Backup 3points  Defeult Backup Repos..  ChBackup\HV Backup 18 hours 250
ubuntuss Not available enterprise05.tech.local Ubuntu Replication 3 points veenter01 techlocahp... ubuntuss_replica 22 hours ago
linux03 VAppO2 enterprise05.tech.local Organization02 vAppO... 13 paints Default Backup Repos... C\Backup\Organization02 Backup 23 hours ago
linux02 VAppO2 enterprise05.tech.local Organization02 vAppO... 13points  Default Backup Repos... C:\Backup\Organization02 Backup 23 hours ago
win10_pro Not available enterprise05.tech.local Templates Backup 1point  Default Backup Repos... C:\Backup\Templates Backup 1 day ago
op-win10 op-win10-0dfe20a8-1f... enterprise05.tech.local Backup Job 1point  Default Backup Repos... C:\Backup\Backup Job 7 days ago
352016DC Not available enterprise05.tech.local AD Backup 129points  Backup Repository 1 C:\Backup Repository\AD Backup 14 days ago
disglo1 Not available enterprise05.tech.ocal MS SQL Backup 4 points Backup Repository 1 Ca\Backup Repository\Ms SQL Backu... 15 days ago
Records per Page: | 15 M Page |1 | of3 . C Displaying 1 - 15 of 38
httpsi//enterprise04 echlocal:0443/index.asp®
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point from which you want to perform instant
recovery.

Instant Recovery to VMware vSphere x

Restore Point Restore Point
Select the restore point to restore VM from.
Restore Mode
VM name: apache0s
Summary Backup Date Type
2/3/2023 03:01:09 pm Increment .
20272023 03:01:00 pm Increment
2/1/202303:01:13 pm Increment
1/31/2023 03:06:51 pm Increment
1/30/2023 03:00:40 pm Increment
1/29/2023 03:01:33 pm Increment
1/28/2023 03:00:40 pm Full
1/27/2023 03:00:49 pm Increment
1/26/2023 03:00:46 pm Increment
1/25/2023 03:00:56 pm Increment
1/24/2023 03:00:55 pm Increment
423072 NN AT nm InFramant T
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Step 3. Select Recovery Mode

At the Restore mode step, select a recovery mode for the VM and choose whether you want to recover VM tags.
1. Select a destination for recovery:

o Select Restore to the original location to recover the VM with initial settings to the original location. If
this option is selected, you will pass directly to the Summary step of the wizard.

IMPORTANT

If you recover a VM with initial settings, and the original VM still exists in the virtual
infrastructure, the original VM will be removed.

o Select Restore to a new location or with different settings to recover the VM to a new location, or to
any location but with different settings. If this option is selected, the Instant Recovery wizard will
include additional steps for customizing VM settings.

2. If you want to recover tags that were assigned to the original VM and assign them to the recovered VM,
select the Restore VM tags check box. Veeam Backup & Replication will recover the VM with original tags
if the following conditions are met:

o You recover a VM to the original location.

o The original VM tags are available on the source vCenter Server.

Instant Recovery to VMware vSphere x

Restore Point Restore Mode

Specify whether selected VM should be restored back to the original location, or to a new location or with
different settings.
Restore Mode

i:_:ﬁ- Restore to the original location

Destination
Quickly initiate the restore of selected VM to its original location, with the original name and settings. This
option minimizes the chance of user input error.
Datastore
(@) Restore to a new location, or with different settings
Summary Customize the restored VM location, and change its settings. The wizard will automatically populate all controls

with the original VM settings as the defaults.

Restore VM tags

Previous Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is available if you recover a VM to a new location or with different settings.

At this step of the wizard, you configure destination settings such as the recovered VM name, target host, VM
folder and so on.

1. In the Restored VM name field, specify a name under which the workload will be recovered.
2. Inthe Host field, specify a host on which the VM will run.

3. Inthe VM folder field, specify a folder to which the recovered VM files will be placed.

4. In the Resource pool field, specify a resource pool to which the VM will be placed.

5. Choose whether to preserve the BIOS UUID or generate a new BIOS UUID.

If the original workload still resides in the production environment, select the Generate new BIOS UUID
option to prevent conflicts. The BIOS UUID change is not required if the original VM no longer exists, for
example, if it was deleted.

Instant Recovery to VMware vSphere x

Restore Point Destination

Choose ESXi server to run the recovered virtual machine on. You can choose to power on VM

automatically, unless you need to adjust VM settings first (such as change VM network).
Restore Mode

Restored VM name:

Destination
apache05_ir
Datastore Host: prgtwesx01.tech.local Choose...
VM folder: Enterprise Choose...
Summary
Resource pool: Enterprise Choose...

() Preserve BIOS UUID

Preserving systemn UUID for the restored VM prevents issues with applications that match system by UUID.

(®) Generate new BIOS LUID

Generating new UUID prevents possible conflicts between the restored clone and the original machine,

Previous Cancel
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Step 5. Specify Datastore

The Datastore step of the wizard is available if you recover a VM to a new location or with different settings.

At this step of the wizard, you can select where to store redo logs when a VM is running from the backup. Redo
logs are auxiliary files used to keep changes that take place while the recovered VM runs.

By default, redo logs are stored in vPower NFS datastore. You can store redo logs in any datastore in the virtual
environment if necessary. Redirecting redo logs improves recovery performance but makes Storage vMotion not
possible for ESXi 5.5. As soon as a recovery verification job completes, Veeam Backup & Replication deletes redo
logs. For more information on vPower NFS datastore, see the vPower NFS Service section of the

Veeam Backup & Replication User Guide.

To redirect redo logs, do the following:

1. Select the Redirect write cache check box.
2. Click Choose and select a datastore.
IMPORTANT

If the size of recovered VM disks is greater than 2 TB, you must not place redo logs on a VSAN datastore.
Otherwise, Veeam Backup & Replication will fail to create a snapshot for the recovered VMs. For more
information, see VMware Docs.

Instant Recovery to VMware vSphere X

Datastore

Restore Point

By default, changed virtual disk blocks are stored in the vPower NFS cache folder on the backup
repository’s mount server. If desired for performance or capacity reasons, you can redirect this write cache
Restore Mode to a different datastore,

Destination Redirect write cache

Datastors Datastore: prgtwesx01-ds02 Choose...

1.2TBfree of 7.3 T8

Summary

Previous Cancel
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Step 6. Review Recovery Settings

At the Summary step of the wizard, specify additional settings for Instant Recovery:

1. If you recover a VM that have failed and want to recover them with initial network settings, select the
Connect VM to network check box.

If you recover a VM for testing disaster recovery while the original VM is still running, leave this check box
unselected. Before you power on the recovered VM, you must disconnect it from the production network
and connect to a non-production network to avoid conflicts.

2. Tostart the VM right after recovery, select the Power on target VM after restoring check box. If you
recover the workloads to the production network, make sure that the original VM is powered off.

3. Review the settings that you have specified for Instant Recovery and click Finish.

To view the Instant Recovery progress, on the Machines tab, click History.

Instant Recovery to VMware vSphere x

: Summa
Restore Point ry

Review the restore settings and click Finish to start the restore process.

Restore Mode o )
Original machine name: apache035

New machine name: apache05_ir
Restore point datetime: 1 day ageo (3:01 PM Thursday 2/2/2023)

Destination

Target host: prgtwesx01.tech.local

Target resource pool: Enterprise
Datastore Target VM folder: Enterprise

Write cache datastore redirection: create on datastore prgtwesx01-ds02
Summary

Connect VM to network

Power on targaet VM after restoring

Previous Finish Cancel
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What You Do Next

After you have performed instant file share recovery, you have to finalize it. For more information, see Finalizing
Instant Recovery to VMware vSphere.

Finalizing Instant Recovery to VMware vSphere

After you have performed instant recovery, you have to finalize the process. For this, test the recovered VMs
and decide whether to migrate them to production environment or stop publishing.

Until you finalize instant recovery of all recovered VMs, a notification about running instant recovery sessions is
displayed on the Dashboard tab.

Testing Recovered VM

To test a recovered VM before you migrate it to production, you can launch the VMware Remote Console
software from the Veeam Backup & Replication console. For more information, see the Finalizing Instant
Recovery to VMware vSphere section of the Veeam Backup & Replication User Guide.

Migrating Recovered VM

If a VM is recovered successfully, you can migrate it to the production environment.
To migrate a recovered VM to production, do the following:
1. Open the Instant Recovery tab and select the necessary VMware vSphere VM from the list.

2. On the toolbar, click Migrate to production.

N

Eal Dashboard Instant Recovery Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @ Configuration @

Backup server: | Al Servers -
Search by name Q P Migrate to Production Retry M Stop Publishing Switchover Noy Edit Switchove T Refresh

Name Platform Backup Server Host Uptime Initiated by status Backup Name Restore Point session Type

winsrveg-ir VMware vsphere enterprise0i.tech... __ors tech.l 2 minutes TECH\sheila.d.cory Meunted Windows Backup-~..  2/2/202309:52:23..  Instant VM Recove...
D Migrate to Production

B stop Publishing

tech.loc:

3. At the Destination step of the VMware Cloud Director Quick Migration wizard, specify destination where
you want to migrate the VM to.

a. Click Choose next to the Host field and select an ESXi host or cluster where the relocated VM must be
registered.
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b. Click Choose next to the VM folder field and select the target VM folder.
c. Click Choose next to the Resource pool field and select the target resource pool.

d. Click Choose next to the Datastore field and select the target datastore.

If you want to change the target datastore for the VM configuration files or disk files, do the
following:

i. Select the Pick datastore for selected virtual disks check box.
ii. Select the configuration files or one of the hard disks and click Change datastore.

iii. In the Add objects window, choose the necessary datastore and click OK.

Quick Migration X

N Destination

Destination
Choose destination host, resource pocl, VM folder and datastore.

Ready
Host: pregtwesx01.tech.local Choose...
WM folder: Enterprize Choose...
Resource pocl: Enterprise Choose...
Datastore: prgtwesx01-ds02 [1.2 TE free] Choose...

VM files location

Pick datastore for selected virtual disks Change datastore...
File Size Datastore Disk Type
Configuration filas pretwesx01-ds02 [1.2 TB free]

Hard disk 1 (winsrv88-0000... 100 GB pretwesx01-ds02 [1.2 TB free] Thick {lazy zeroed)
Hard disk 2 (winsrv8s_1-000... 40 GB pretwesx01-ds02 [1.2 TB free] Thick (lazy zeroed)
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4. At the Ready step of the wizard, review migration settings click Finish.

Quick Migration X

Destination Ready

Please review the migration settings, and click Finish to start the migration.

Read
s [Mode] smartswitch

[Host] pretwesx01.tech.local

[Resource pool] Enterprize

[V folder] Enterprise

[Datastore] pretwesx01-ds02 [1.2 TB free]

Delete source VM files upon successful quick migration (doees not apply to vMaotion)

Previous Finish Cancel

To view the migration progress, on the Machines tab, click History.

Unpublishing Recovered VM

If your tests have failed, you can stop publishing the recovered VM. This will remove the recovered VM from the
host that you selected as the destination for recovery. Note that all changes made in the recovered VMs will be
lost.

To remove a recovered VM, do the following:

1. Open the Instant Recovery tab and select the necessary VMware vSphere VM from the list.
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2. On the toolbar, click Stop Publishing.

E@ Dashboard Instant Recovery Reports Jobs Policies Unstructured Data Machines Files Items Requests ® TECH\sheila.d.cory @ Configuration ®

Backup server: | All Servers -
arch by name Q P Migrate to Production Retry W Stop Publishing Switchover No: Edit Switchove T Refresh

Name Platform Backup Server Host Uptime Initiated by status Backup Name Restore Point Session Type

WInsrvag-ir VMware vSphere 1tech, oretwesx01.tech.l... 2 minutes TECH\sheila.d.cory Mounted Windows Backup -.. 2/2/2023 09:52:23... Instant VM Recove...

D Migrate to Production

B stop Publishing

LD

httpsi//enterprise04 techlocal:9443/indexaspx

Instant Recovery to VMware Cloud Director

Veeam Backup Enterprise Manager allows you to instantly recover VMware Cloud Director VMs to a vApp in
VMware Cloud Director. You can recover VMs from backups to the original vApp or another vApp included in
your restore scope. After you have performed Instant Recovery, you have to finalize it. For more information,
see Finalizing Instant Recovery to VMware Cloud Director.

For more information on Instant Recovery, see the Performing Instant Recovery to Cloud Director vApp section
of the Veeam Backup & Replication User Guide.

Performing Instant Recovery to VMware Cloud Director

To instantly recover a VM, use the Instant Recovery to VMware Cloud Director wizard.
1. Launch the Instant Recovery to VMware Cloud Director wizard.

Select a restore point.

Select a recovery mode.

Specify destination settings for the recovered VM.

Specify target datastore.

Configure network mapping.

N o v s wN

Review the recovery settings.
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Step 1. Launch Instant Recovery Wizard

To launch the Instant Recovery to VMware Cloud Director wizard, do the following:
1. On the Machines tab, select the necessary VMware Cloud Director VM from the list.

2. On the toolbar, click Instant Recovery.

Alternatively, you can right-click the VM and select Instant Recovery.

E@ Dashboar Reports Jobs. Unstructured Data Machines Requests Configuration

Backup server: | All Servers v
Search by machine name Q nstant Recovery. 48 Entire VM Restore & Virtual Disks & Frailover Plan. 3 Delete 4D History B8 export ¥ Refresh
Machine vApp Backup Server Job Name Restore Points Location Path Last Success 1
virto1.um33 Not a enterprise0s.tech.local CDP Policy for Servers 2points  veenter01l.tech.local\prgtwesx... virto1-vm32_cdp_replica 38 minutes ago

ts-umo1 VApp-TS enterprise0s.tech.local Cloud Director CDP Policy 2 points veenter01.tech.local\prgtwesx... ts-Vm01-e6e3 40 minutes ago

ts-ym022 VAppP-TS enterprise0s.tech.local Cloud Director CDP Policy 2 points veenter01.tech.local\prgtwesx... 15-VMO022-XVUK 40 minutes ago

linuxaz VAppO2 enterprise0s.tech.local Organization02 vApp02 Backup 2 points Default Backup Repository C:\Backup\Organization02 Backup 2 hours ago

linuxa3 VAppO2 enterprise0s.tech.local Organization02 vApp02 Backup 2 points Default Backup Repository C:\Backup\Organization02 Backup 2 hours ago

apaches Not available enterprise0s.tech.local Web Servers Backup 2points  Default Backup Repository CABackup\Web Servers Backup 2 hours ago

apache04 Not available enterprise05.tech.local Web Servers Backup 2 points Default Backup Repository C:\Backup\Web Servers Backup 2 hours ago

rhelo1 Not available enterprise0s.tach.local RHEL Backup 5 points Default Backup Repository Ci\Backup\RHEL Backup 10 hours ago

appsrvo01 Not a enterprise0s.tech.local HV Backup Job 3 points Backup Repository 1 CaBackup Repository\HV Backup Job 21 hours ago

disglot Not av: enterprise0s.tech.local MS SQL Backup 4 points Backup Repository 1 C:\Backup Repository\MS SQL Backup_1 1day ago

linorclot Not a enterprise0s.tech.local Oracle Linux Backup 7 points Backup Repository 1 C:\Backup Repository\Oracle Linux Backup 1day ago

as2016DC Not av: enterprise0s.tech.local AD Backup 6 points Backup Repository 1 C:\Backup Repositony\AD Backup 1day ago

rhelo1 Not available enterprise0s.tech.local Backup Copy Job 1"\RHEL Back... 3 points Backup Repository 1 C\Backup Repository\Backup Copy Job 1\RHEL B... 7 days ago

winorclo1 Not available enterprise0s.tech.local Windows Oracle Backup 1point  Backup Repository 1 CaBackup Repository\Oracle Backup 87 days ago

disqlot Not available enterprise05.tech.local MS SQL Backup 3 points Backup Repository 1 C:\Backup Repository\MS SQL Backup_1 95 days ago
Records per Page; | 15 ~ Page |1 |of3 - »  C Displaying 1 - 15 of 32
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point from which you want to perform instant
recovery.

Instant Recovery to VMware Cloud Director x

Restore Point Restore Point

Select the restore point to restore VM from.

Restore Mode
VM name: linux02

Summary Backup Date Type
12/28/2022 06:02:50 pm Increment
12/27/2022 06:01:47 pm Increment
12/26/2022 06:01:45 pm Increment
12/25/2022 06:02:16 pm Increment
12/24/2022 06:01:39 pm Full
12/23/2022 06:01:53 pm Increment
12/23/2022 03:31:40 pm Increment
12/23/2022 03:25:21 pm Full
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Step 3. Select Recovery Mode

At the Restore mode step, select a recovery mode for the VM and choose whether you want to recover VM tags.
1. Select a destination for recovery:

o Select Restore to the original location to recover the VM with initial settings and to the original
location. If this option is selected, you will pass directly to the Summary step of the wizard.

IMPORTANT

If you recover a VM with initial settings, and the original VM still exists in the virtual
infrastructure, the original VM will be removed.

o Select Restore to a new location or with different settings to recover the VM to a new location, or to
any location but with different settings. If this option is selected, the Instant Recovery wizard will
include additional steps for customizing VM settings.

2. If you want to recover tags that were assigned to the original VM and assign them to the recovered VM,
select the Restore VM tags check box. Veeam Backup & Replication will recover the VM with original tags
if the following conditions are met:

o You recover a VM to the original location.

o The original VM tags are available on the source vCenter Server.

Instant Recovery to VMware Cloud Director x

Restore Point Restore Mode

Specify whether selected VM should be restored back to the original location, or to a new location or with
different settings.
Restore Mode

i:_:ﬁ- Restore to the original location

Destination
Quickly initiate the restore of selected VM to its original location, with the original name and settings. This
option minimizes the chance of user input error.

Datastore

(@) Restore to a new location, or with different settings

Network Customize the restored VM location, and change its settings. The wizard will automatically populate all controls
with the original VM settings as the defaults.

Summary

Restore VM tags

Previous Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is available if you recover a VM to a new location or with different settings.

At this step of the wizard, you configure destination settings such as the recovered VM name and target vApp.

1. Inthe vApp field, specify a vApp to which the VM must be recovered. By default, the original vApp is

specified.

2. Inthe Restored VM name field, specify a name under which the VM will be recovered. By default, the
original name of the VM is used. If you are restoring the VM to the same vApp where the original VM is

registered and the original VM still resides there, change the VM name to avoid conflicts.

Instant Recovery to VMware Cloud Director x

Restore Point Destination

Specify vApp to restore the virtual machine to, and type in the restored VM's name.

Restore Mode

vApp: vAppO1 Choose...
Destination Restored VM name:
linux04
Datastore
Metwork
Summary

Previous Cancel
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Step 5. Specify Datastore

The Datastore step of the wizard is available if you recover a VM to a new location or with different settings.

At this step of the wizard, you can select where to store redo logs when a VM is running from the backup. Redo
logs are auxiliary files used to keep changes that take place while the recovered VM runs.

By default, redo logs are stored in vPower NFS datastore. You can store redo logs in any datastore in the virtual
environment if necessary. For more information on vPower NFS datastore, see the vPower NFS Service section
of the Veeam Backup & Replication User Guide.

To redirect redo logs, do the following:
1. Select the Redirect write cache check box.

2. Click Choose and select a datastore. You can select only a datastore that is available in the organization
VDC hosting the vApp to which the VM is restored.

Instant Recovery to VMware Cloud Director x

) Datastore
Restore Point

By default, virtual disk changes of recovered VM are stored on vPower NFS server. You can optionally

redirect them to VMFS datastore for better performance.
Restore Mode

Redirect write cache
Destination

Datastore: prgtwesx01-virt-ds1 Choose...
Datastore

Metwork

Summary

Previous Cancel
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Step 6. Configure Network Mapping

The Network step of the wizard is available if you restore a VM to a new location or with different settings.

At this step of the wizard, you can map a network in the original site to the network in the target site. During
the restore process, Veeam Backup & Replication will update VM configuration files to replace the original
networks with the specified networks in the target site. As a result, you will not have to re-configure network
settings manually.

To change networks to which the restored VM will be connected:
1. From the Network connections list, select the necessary network.
2. Configure VM network mapping:
o To connect the restored VM to another network, do the following:
i. Click Network.
ii. Inthe Select Network window, select a necessary network and click OK.
o Todisconnect the recovered VM from the network, click Disconnect.

Instant Recovery to VMware Cloud Director x

! Network
Restore Point

Specify the networks to connect restored virtual machine's vNICs to.

Restore Mode
VM name: linux02

Destination .
Network connections
Datastore Network Disconnect
Metwork Source Target
Summary g Disconnected Organization02 Network

Previous Cancel
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Step 7. Review Recovery Settings

At the Summary step of the wizard, specify additional settings for Instant Recovery:

1. To start the VM right after recovery, select the Power on target VM after restoring check box. If you
recover the workloads to the production network, make sure that the original VM is powered off.

2. Review settings that you have specified for Instant Recovery and click Finish.

To view the Instant Recovery progress, on the Machines tab, click History.

Instant Recovery to VMware Cloud Director x

) Summa
Restore Point ry

Review the restere settings and click Finish to start the restore process.

Restore Mode
VM: linux02

vCloud server: preclouddirectordi.tech.local
vApp: vAppO1

Destination
Datastore: pretwesx01-virt-ds1
Mew WM name: linux04
Datastore
Metwork
Summary

Power on VM automatically

Previous Finish Cancel
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What You Do Next

After you have performed instant file share recovery, you have to finalize it. For more information, see Finalizing
Instant Recovery to VMware Cloud Director.

Finalizing Instant Recovery to VMware Cloud Director

After you have performed instant recovery, you have to finalize the process. For this, test the recovered VMs
and decide whether to migrate them to production environment or stop publishing.

Until you finalize instant recovery of all recovered VMs, a notification about running instant recovery sessions is
displayed on the Dashboard tab.

Testing Recovered VM

To test a recovered VM before you migrate it to production, you can launch the VMware Remote Console
software from the Veeam Backup & Replication console. For more information, see the Finalizing Instant
Recovery to VMware vSphere section of the Veeam Backup & Replication User Guide.

Migrating Recovered VM

If a VM is recovered successfully, you can migrate it to the production environment.
To migrate a recovered VM to production, do the following:
1. Open the Instant Recovery tab and select the necessary VMware Cloud Director VM from the list.

2. On the toolbar, click Migrate to production.

N

Eal Dashboard Instant Recovery Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @ Configuration @

Backup server: | Al Servers -
Search by name Q P Migrate to Production Retry M Stop Publishing Switchover Noy Edit Switchove T Refresh

Name Platform Backup Server Host Uptime Initiated by status Backup Name Restore Point session Type

linux02-ir VMware Cloud Director  enterprise0i.tech.local pratwesx01-virttech.l... 9 minutes TECH\sheila.d.cory Mounted Cloud Director Backup...  2/7/2023 03:31:06 pm Instant VM Recovery

P Mmigrate to Production

B Stop Publishing
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3. At the Destination step of the VMware Cloud Director Quick Migration wizard, specify a VM storage policy
and a datastore. You can choose from the storage policies and datastores that are available in the
organization VDC hosting the vApp to which the VM is recovered.

VMware Cloud Director Quick Migration x

Destination

Destination
Specify target storage policy and datastore.

Ready
Storage policy: pdcdev0? datastore HDD Choose...
Datastore: pdcdev07 datastore HDD Raid10 Choose...
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4. At the Ready step of the wizard, review migration settings and click Finish.

VMware Cloud Director Quick Migration X

Destination Ready

Please review the migration settings, and click Finish to start the migration.

Read
. Storage policy: vCD pdcdev0? datastore HDD

Datastore: pdcdev07 datastore HDD Raid10

Previous Finish Cancel

To view the migration progress, on the Machines tab, click History.

Unpublishing Recovered VM

If your tests have failed, you can stop publishing the recovered VM. This will remove the recovered VM from the
host that you selected as the destination for recovery. Note that all changes made in the recovered VMs will be
lost.

To remove a recovered VM, do the following:

1. Open the Instant Recovery tab and select the necessary VMware Cloud Director VM from the list.
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2. On the toolbar, click Stop Publishing.

E@ Dashboard Instant Recovery Reports Jobs Policies Unstructured Data Machines Files Items. Requests ® TECH\sheila.d.cory @ Configuration ®

Backup server: | All Servers -
arch by name Q P Migrate to Production Retry W Stop Publishing Switchover No: Edit Switchove T Refresh

Name Platform Backup Server Host uptime Initiated by status Backup Name Restore Paint Session Type

linux02-ir VMware Cloud Director enterprise0t.tech.local pretwesx01-virttech.... 9 minutes TECH\sheila.d.cory Mounted Cloud Director Backup... 2/7/2023 03:31:06 pm Instant VM Recovery

D Migrate to Production

W stop jumlsmng@
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Instant Recovery to Microsoft Hyper-V

Veeam Backup Enterprise Manager allows you to instantly recover Microsoft Hyper-V VMs to Microsoft Hyper-V.
You can recover VMs from backups to the original location or a new location included in your restore scope.
After you have performed Instant Recovery, you have to finalize it. For more information, see Finalizing Instant
Recovery to Microsoft Hyper-V.

For more information on Instant Recovery, see the Instant Recovery to Microsoft Hyper-V of the Veeam Backup
& Replication User Guide.

Performing Instant Recovery to Microsoft Hyper-V

To instantly recover a VM, use the Instant Recovery to Microsoft Hyper-V wizard.
1. Launch the Instant Recovery wizard.

Select a restore point.

Select a recovery mode.

Specify destination settings for the recovered VM.

Specify a target datastore.

Configure network mapping.

N o v oA W N

Review the recovery settings.
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Step 1. Launch Instant Recovery Wizard

To launch the Instant Recovery to Microsoft Hyper-V wizard, do the following:
1. On the Machines tab, select the necessary Hyper-V VM from the list.

2. On the toolbar, click Instant Recovery.

Alternatively, you can right-click the VM and select Instant Recovery.

Dashboard Reports Jobs Unstructured Data Machines Files Items Requests Configuration

Backup server: | All Servers v
Search by machine name Q B instant Recovery #81 Entire VM Restore & railover Plan Other Actions v 4D History B8 export @ Refresh
Machine vApp Backup Server Job Name Restore Points  Location Path Last Success 1
appsrv001 £ 2uailah) enterprise01.tech.local HV Backup 3points  Default Backup Repos..  C:\Backup\HV Backup 11 minutes ago
winsru8s B tnstant RH‘MW@ enterprise01 tech.local Windows Backup 2points  Default Backup Repos... C:\Backup\Windows Backup 1 hour ago

ubuntuss A8 Entire VM Restor enterprise05.tech.local Ubuntu Replication Spoints  vcenterOl techlocal\p..  ubuntuS8 replica 2 hours ago

linux03 enterprise05 tech.local Organization02 vAppO... 13points  Default Backup Repos.. C:\Backup\Organization02 Backup 5 hours ago

linux02 enterprise05.tech.local Organizationd2 vAppO... 13points  Default Backup Repos.. C:\Backup\Organization02 Backup 5 hours ago

ts-vmo1 enterprise05.tech.local Cloud Director CDP P... 19points  vcenter0ltechlocal\p..  ts-vm01-xbds 6 hours ago

t5-vm022 enterprise05.tech.local Cloud Director CDP P... 19points  vcenter0ltechlocal\p..  ts-vm022-VrN 6 hours ago

apacheoa enterprize0s.tech.local Web Servers Backup 13points  Default Backup Repos.. C:\Backup\Web Servers Backup 8 hours ago

apacheos enterprise0s.tech.local Web Servers Backup 1zpoints  Default Backup Repos.. C:BackupWyeb Servers Backup & hours ago

mesqlo2 enterprise0s.tech.local MSSQLO2 Backup to D... gpoints  Default Backup Repos... C:\Backup\MSSQLOZ2 Bacup to Defaul.. 18 hours ago

win10_pro enterprise0s.tech.local Templates Backup 1point  Default Backup Repos.. C:Backup\Templates Backup 22 hours ago

rhelot Nt available enterprise03.tech.local RHEL Backup Spoints  Default Backup Repos..  Ci\Backup\RHEL Backup 1 day ago

op-win10 op-win10-0dfe29a8-1f.. enterprise03.tech.local Backup Job 1point  Default Backup Repos..  C:\Backup\Backup job 6 days ago

s2016DC Nt available enterprise03.tech.local AD Backup 129paints  Backup Repository 1 C:\Backup Repository\AD Backup 13 days ago

disqiol Not available enterprise05.tech.local MS SQL Backup 4points  Backup Repositary 1 C:\Backup Repository\Ms SQL Backu...  14daysago

Records per Page: | 15 v page| 1 ofz o - Displaying 1-15 of 30

htps://enterpriseDA techlocal 9443 index.aspi
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point from which you want to perform instant
recovery.

Instant Recovery to Microsoft Hyper-V x

Restore Point Restore Point

Select the restore point to restore WM from.

Recovery Mode
VM name: appsrv001

Summary Backup Date Type
2/2j2023 11:28:40 pm Increment
2/2/2023 11:15:46 pm Increment
2/2/2023 11:07:36 pm Full
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Step 3. Select Recovery Mode

At the Restore mode step, select a recovery mode for the VM.

e Select Restore to the original location to recover the VM with initial settings to the original location. If this
option is selected, you will pass directly to the Summary step of the wizard.

IMPORTANT

If you recover a VM with the original settings, and the original VM still exists in the virtual
infrastructure, the original VM will be removed.

e Select Restore to a new location or with different settings to recover the VM to a new location, or to any
location but with different settings. If this option is selected, the Instant Recovery wizard will include
additional steps for customizing VM settings.

Instant Recovery to Microsoft Hyper-V X

Restore Point Recovery Mode

Specify whether selected objects should be restored back to the original location, or to 2 new location or
with different settings.
Recovery Mode

i__:ﬁ' Restore to the original location

Destination
Quickly initiate the restore of selected VM o its original location, with the original name and settings. This
option minimizes the chance of user input error.

Datastore

(@) Restore to a new location, or with different settings

Network Customize the restored VM location, and change its settings. The wizard will automatically populate all
controls with the original VM settings as the defaults.

summary

Previous Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is available if you recover a VM to a new location or with different settings.

To configure destination settings, do the following:

1.

2.

In the Restored VM name field, specify a name under which the workload will be recovered.
In the Host field, specify a host on which the VM will run.

If the specified host is a node of a Hyper-V failover cluster, you can register the recovered VM as a cluster
resource by selecting the Register VM as a cluster resource check box. If the target host is brought offline
or fails for any reason, the VM will fail over to another node in the cluster.

The check box is not displayed if the host is not a cluster node.
Choose whether to preserve the virtual machine ID or generate a new one.

o Select Preserve virtual machine ID if the original VM no longer exists, for example, if it was deleted. In
this case, it is not required to change the ID.

o Select Generate new virtual machine ID If the original workload still resides in the production
environment. This will prevent conflicts.

Instant Recovery to Microsoft Hyper-V x

Restore Point

Recovery Mode

Destination
appsrv001_ir
Datastore Host: pdctwhv02 Choose...
Register VM as a cluster resource
MNetwork
Summary

Destination

Select the host to recover machine to, specify the new virtual machine name, and whether you would like
unique identifier to be preserved.

Restored VM name:

iiﬁ' Preserve virtual machine 1D (recommended)
Keep ID when restoring the existing virtual machine o avoid reconfiguring applications that match VM by ID.

() Generate new virtual machine ID

Use this option if you are using restore to clone the virtual machine to prevent conflicts with the existing VM.

Previous Cancel

306 | Veeam Backup Enterprise Manager | User Guide



Step 5. Specify Datastore

The Datastore step of the wizard is available if you recover a VM to a new location or with different settings.

At this step of the wizard, you can change default paths where VM configuration files and disk files will be

stored.

To change a default path, do the following:

1. Select the configuration files or one of the disk files and click Edit Path.

Alternatively, you can double-click a file to edit its path.

2. Typein a path to the folder where the files will be stored. You can specify an existing folder, a new folder

or an SMB3 shared folder. SMB3 shared folder path must be in the UNC format, for example:

|1772.16.11.38|ShareO1.

The host or cluster on which you register VMs must have access to the specified SMB3 shared folder. If
you are using SCVMM 2012 or later, the server hosting the Microsoft SMB3 shared folder must be

registered in SCVMM as a storage device. For more information, see Microsoft Docs.

3. Click OK to apply the changes.

Instant Recovery to Microsoft Hyper-V X

. Datastore
Restore Point

Recovery Mode )
VM name: appsrv001_ir

Destination . i
Files location
Datastore p * Edit Path
MNetwork File
Ssummary D Configuration files

= appsrv001.vhdx

Size

4 MB

Select the volumes where machine configuration and virtual disks files should be ultimately restored to.

Path

DAStorage\Hyper-\appsrv001 _ir1

Dnstoragey ] ok M cancel

Previous Cancel
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Step 6. Configure Network Mapping

The Network step of the wizard is available if you restore a VM to a new location or with different settings.

At this step of the wizard, you can map a network in the original site to the network in the target site. During
the restore process, Veeam Backup & Replication will update VM configuration files to replace the original
networks with the specified networks in the target site. As a result, you will not have to re-configure network
settings manually.

To change networks to which the restored VM will be connected:
1. From the Network connections list, select the necessary network.
2. Configure VM network mapping:
o To connect the restored VM to another network, do the following:
i. Click Network.
ii. Inthe Select Network window, select a necessary network and click OK.
o Todisconnect the recovered VM from the network, click Disconnect.

Instant Recovery to Microsoft Hyper-V x

! Netwaork
Restore Point

Select how virtual networks map to each other between criginal and new VM locations.

Recovery Mode )
VM name: appsrv001_ir

Destination .
Network connections
Datastore Network Disconnect
Network Source Target
summary _I:'I_E External Network External Network

Previous Cancel
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Step 7. Review Recovery Settings

At the Summary step of the wizard, do the following:

1. To start the VM right after recovery, select the Power on target VM after restoring check box. If you
recover the workloads to the production network, make sure that the original VM is powered off.

2. Review settings that you have specified for instant recovery and click Finish.

To view the Instant Recovery progress, on the Machines tab, click History.

Instant Recovery to Microsoft Hyper-V x

) summa
Restore Point ry

Review the restere settings and click Finish to start the restore process.

Recovery Maode o )
Original machine name: appsrv001

Mew machine name: appsrv001_ir

Destination Restore point: less than a day ago (11:13 PM Thursday 2/2/2023)
Target host: pdctwhv01.tech.local
Target folder: Di\Storage\Hyper-Viappsrv001 _ir

Datastore Network mapping:
External Metwork -» External Network

Metwork

summary

Power on target VM after restoring

Previous Finish Cancel

What You Do Next

After you have performed instant recovery, you have to finalize it. For more information, see Finalizing Instant
Recovery to Microsoft Hyper-V.

Finalizing Instant Recovery to Microsoft Hyper-V

After you have performed instant recovery, you have to finalize the process. For this, test the recovered VMs
and decide whether to migrate them to production environment or stop publishing.

Until you finalize instant recovery of all recovered VMs, a notification about running instant recovery sessions is
displayed on the Dashboard tab.
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Testing Recovered VM

To test a recovered VM before you migrate it to production, you can launch the VM console from
Veeam Backup & Replication or open the console from the Hyper-V client. For more information, see the
Finalizing Instant Recovery to Microsoft Hyper-V section of the Veeam Backup & Replication User Guide.

Migrating Recovered VM

When Veeam Backup & Replication migrates VMs, it transfers VM disks data to the production storage that you
have selected as a destination for the recovered VMs.

NOTE

After the migration is finished, the original VM still remains if the destination differs from the original
location. If you do not need the VM, you have to manually remove it using the Hyper-V client.

To migrate a recovered VM to production, do the following:
1. Open the Instant Recovery tab and select the necessary Hyper-V VM from the list.
2. On the toolbar, click Migrate to production.

To view the migration progress, on the Machines tab, click History.

E@ Dashboard Instant Recovery Reports Jobs Policies Unstructured Data Machines Files Items Requests ® TECH\sheila.d.cory v

earch by name Q P Migrate to Production Retn W Stop Publishing switchover No Edit Switchove ¥ Refresh

Name Platform Backup Server Host Uptime Initiated by Status Backup Name Restore Point Session Type

appsrvooT-ir Microsoft Hyper-V enterprise0S.techlo..  pdctwhvo1.tech.local 11 minutes TECH\sheila.d.cory Mounted HV Backup Job - ap... 12/22/2022 08:21:2... Instant VM Recovery

Unpublishing Recovered VM

If you have ensured that the VM is working and you do not need it anymore, or your tests have failed, you can
stop publishing the recovered VM. This will remove the recovered VM from the storage that you selected as the
destination for recovery. Note that all changes made in the recovered VM will be lost.

IMPORTANT

If the destination is the original location, both the original and recovered VMs are removed.
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To remove a recovered VM, do the following:

1. Open the Instant Recovery tab and select the necessary Hyper-V VM from the list.

2. On the toolbar, click Stop Publishing.

Dashboard Instant Recovery Reports Jobs. Policies Unstructured Data Machines Files Items. Requests ® TECH\sheila.d.cory ¥ {g}! Configuration @
Backup server: | All Servers v
Search by name Q P Migrate to Production Ret M Stop Publishing Switchover No Edit Switchove 0) Refrash
Name Platform Backup Server Host Uptime Initiated by Status Backup Name Restore Point Session Type
appsrvO0i-ir Microsoft Hyper-V. enterprise0Stechlo..  pdctwhvOltechlocal 11 minutes TECH\sheila.d.cory Mounted HV Backup Job - ap... 12/22/2022 08:21:2..  Instant VM Recavery
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Entire VM Restore

Authorized users can restore entire VMs from backups to the original location or a new location included in their
restore scope. Users with the Portal Administrator role have no scope limitations. For more information on
restore scope, see Configuring Restore Scope.

Veeam Backup Enterprise Manager supports the following scenarios of entire VM restore:
e Restoring a VMware vSphere VM to VMware vSphere
e Restoring a VMware Cloud Director VM to VMware Cloud Director

e Restoring a Microsoft Hyper-V VM to Microsoft Hyper-V

Before You Begin

Before you perform entire VM restore, consider the following:

e Entire VM Restore is available in the Enterprise and Enterprise Plus editions of
Veeam Backup & Replication.

e Veeam Backup Enterprise Manager does not support entire VM Restore from storage snapshots, Veeam
Agent backups and backups created with Veeam Plug-ins for Enterprise Applications.

Restoring Entire VM to VMware vSphere

Veeam Backup Enterprise Manager allows you to restore VMware vSphere VMs to VMware vSphere. You can
restore VMs from backups to the original location or a new location included in your restore scope.

For more information on entire VM restore of VMware vSphere VMs, see the Entire VM Restore section of the
Veeam Backup & Replication User Guide.

To restore an entire VM, use the Entire VM Restore wizard.
1. Launch the Entire VM Restore wizard.

Select a restore point.

Select a restore mode.

Specify destination settings for the recovered VM.

Specify a target datastore.

Configure network mapping.

N o v AW N

Review the recovery settings.
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Step 1. Launch Entire VM Restore Wizard

To launch the Entire VM Restore wizard, do the following:
1. Open the Machines tab and select the necessary VMware vSphere VM from the list.
2. On the toolbar, click Restore.

Alternatively, you can right-click the VM and select Entire VM Restore.

E@ Dashboar Reports Jobs Policies Unstructured Data Machines les Items Requests TECH\sheila.d.cory v Configuration
Backupserver: | All Servers v
Search by machine name Q nstant Recovary A% Entire VM Restore & Virtual Disks B Failover Plan % Delete Y Quick Backup History B8 export 0) Refrash
Machine vApp Backup Server Job Name Restore Points  Location Path Last Success 4
apache0s Not available enterprise0S.tech.local Web Servers Backup 7 points Default Backup Reposit... C:\Backup\Web Servers Backup 2 hours ago
apache0d Not available nter hilocal Web Servers Backup 7points  Default Backup Reposit... :\Backup\Web Servers Backup 2 hours ago
stant Recover
rhel0l Not available nstant Recovey  techiocal Backup Copy Job 1\RHE... 3peints  Backup Repository 1 C:\Backup Repository\Backup CopyJob .. 10 hours ago
rhelot Not available A Entire VM Restore |y 1o o) RHEL Backup Apoints  Default Backup Reposit.. €\Backup\RHEL Backup 10 hours ago
linux03 VAppO2 . ech.local Organization02 vAppO2 ... 7points  Default Backup Reposit... C:\Backup\Organization02 Backup 23 hours ago
» .
linux02 VAppO2 e Virtual Disks ach.local Organization02 vAppO2 ... 7points  Default Backup Reposit.. €:\Backup\Organization02 Backup 23 hours ago
disglot & FailoverPlan... ech.local MS SQL Backup 7 points Backup Repository 1 C:\Backup Repository\Ms SQL Backup_1 1 day ago
=
Virto1-vm33 ¢ Delete ach.local CDP Policy for Servers 13points  vcenter01.tech.local\pre. virt01-vm33_cdp_replica 1day ago
ts-um022 VApP-TS. & Quick Backup ach.local Cloud Director CDP Policy 13 points veenter01.tech.local\prg. t5-UM022-XVUK 1 day ago
ts-umo1 enterprise0s.tech.local Cloud Director CDP Policy 13points  vcenterO1 tech.local\pre.. ts-ym01-e6e3 1 day ago
linorclot enterprise0s.tech.local Oracle Linux Backup 6 points Backup Repository 1 C:\Backup Repository\Oracle Linux Back. 1 day ago
352016DC enterprise0s.tech.local AD Backup S points Backup Repository 1 C:\Backup Repository\AD Backup 1 day ago
appsrvo01 Nota enterprise0s.tech.local HV Backup Job 3 points Backup Repository 1 C:\Backup Repository\HV Backup Job 3 days ago
winorclot Not available enterprise0S.tech.local windows Oracle Backup 1point  Backup Repository 1 C:\Backup Repository\Oracle Backup 92 days ago
disqlot enterprise0S.tech.local M5 SQL Backup. 3 points Backup Repository 1 C:\Backup Repository\Ms SQL Backup_1 100 days ago
Records per Page: | 15 v page |1 |of3 -+ o C Displaying 1 - 15 of 32
htpsi//enterprise0d tech.local:0443/index.aspx
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point for which you want to perform entire VM
restore.

Entire VM Restore x

Restore Point Restore Point

Select the restore point to restore VM from.

Restore Mode
VM name: apache0d4

Summary Backup Date Type
12/28/2022 03:00:59 pm Increment
1272772022 03:01:09 pm Increment
12/26/2022 03:01:44 pm Increment
12/25/2022 03:01:34 pm Increment
12/24/2022 03:00:38 pm Full
12/23/2022 03:01:06 pm Increment
12/23/2022 02:20:44 pm Full
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Step 3. Select Restore Mode

At the Restore mode step, specify a destination for VM recovery and select whether you want to recover VM
tags.

When you perform entire VM restore using Veeam Backup Enterprise Manager, Veeam Backup & Replication
automatically selects a backup proxy over which VM data must be transported to the source datastore. You can
select a backup proxy manually from the Entire VM Restore wizard in the Veeam Backup & Replication console.
For more information, see the Select Restore Mode section of the Veeam Backup & Replication User Guide.

1. Select a restore mode:

o Restore to the original location — select this option to restore the VM with initial settings and to the
original location. If this option is selected, you will pass directly to the Summary step of the wizard.

During restore to the original location, Veeam Backup & Replication restores only those disks that are
included in the backup file. This means that after the restore finishes, you do not have to update
existing jobs which process the original VMs.

o Restore to a new location, or with different settings — select this option to restore the VM to a new
location, or to any location but with different settings. If this option is selected, the Entire VM Restore
wizard will include additional steps for customizing VM settings.

During restore to a new location, Veeam Backup & Replication creates new VMs. If you want to
process the restored VMs, you must edit existing jobs or create new jobs to process the restored VMs.
If you restore VMs with the same name and to the same folder as the original VMs, Veeam Backup &
Replication deletes the original VMs. In this case, you must edit existing jobs to exclude original VMs
from them.

NOTE

If you need to run an executable script for the VM before restoring it to the production environment,
you can use the Veeam Backup & Replication console to perform entire VM restore in the Staged
restore mode. For more information, see the Select Restore Mode section of the

Veeam Backup & Replication User Guide.

2. If you want to restore tags that were assigned to the original VM and assign them to the recovered VM,
select the Restore VM tags check box. Veeam Backup & Replication will restore the VM with original tags
if the following conditions are met:

o You restore a VM to the original location.
o The original VM tags are available on the source vCenter Server.

3. [For VM restore to the original location] Select the Quick rollback check box to perform incremental
restore for the VM. Veeam Backup & Replication will query Changed Block Tracking to get data blocks that
are required to revert the VM to the restore point, and will restore only these data blocks. Quick rollback
significantly reduces the restore time and has little impact on the production environment.

Enable this option if you restore a VM after a problem that occurred at the level of the VM guest OS: for
example, there has been an application error or a user has accidentally deleted a file on the VM guest OS.
Do not enable this option if the problem has occurred at the VM hardware level, storage level or due to a
power loss.
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For more information on quick rollback, its requirements and limitations, see the Quick Rollback section of
the Veeam Backup & Replication User Guide.

Entire VM Restore x

Restore Point Restore Mode

Specify whether selected VM should be restored back to the original location, or to a new location or with

different settings.
Restore Mode

'I__:I' Restore to the original location

Destination
Quickly initiate the restore of selected VM to its original location, with the original name and settings. This
option minimizes the chance of user input error.

Datastore

(@) Restore to a new location, or with different settings

Network Customize the restored YM location, and change its settings. The wizard will automnatically populate all controls
with the original VM settings as the defaults.

Summary

Restore VM tags

Previous Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is available if you restore a VM to a new location or with different settings.

At this step of the wizard, you configure destination settings such as a name of the restored VM, target host, VM
folder and resource pool.

1. In the Restored VM name field, specify a name under which the workload will be restored.
2. Inthe Host field, specify a host on which the VM will run.
3. Inthe VM folder field, specify a folder to which the recovered VM files will be placed.

4. Inthe Resource pool field, specify a resource pool to which the VM will be placed.

Entire VM Restore X

Restore Point Destination

By default, original destination is selected as restore destination. You can change VM name, target host,
VM folder and resource pool.
Restore Mode

Restored VM name:

Destination
apache04_restored
Datastore Host: pretwesx01.tech.local Choose...
VM folder: Enterprise Choose...
Metwork
Resource pool: Recovered Vs Choose...
summary

Previous Cancel
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Step 5. Specify Datastore and Disk Type

The Datastore step of the wizard is available if you restore a VM to a new location or with different settings.

At this step of the wizard, you can specify target datastore for VM configuration files and VM disk files, as well
as change the disk type (provisioning policy) for the recovered VM. By default, Veeam Backup & Replication uses
the datastore and disk type settings of the original VM. You can place an entire VM to a particular datastore or
choose to store configuration files and disk files of the restored VM in different locations.

To specify a datastore and disk type, take the following steps:
1. To change the target datastore for VM configuration files or disk files, do the following:
a. Select the configuration files or one of the hard disks and click Datastore.
b. In the Select Datastore window, choose the necessary datastore and click OK.

2. By default, hard disks of the restored VM have the same type as disks of the original VM. To change the
disk type, do the following:

a. Select a hard disk and click Disk Type.

b. In the Restored VM Disk Type window, select a disk type and click OK.

For more information about disk types, see VMware Docs.

NOTE

Disk type change is supported only for VMs with Virtual Hardware version 7 or later.

Entire VM Restore X

Restore Point Datastore

By default, original datastore and disk type are selected for each VM file. You can change them by selecting

desired VM file, and clicking Datastore or Disk Type.
Restore Mode

VM name: apached4

Destination
Files location
Datastors
Datastore... Disk Type...

Metwork

File Datastore Disk Type
summary

Configuration files pretwesx01-ds02

Hard disk 1 pretwesx01-ds02 Same as source

Previous Cancel
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Step 6. Configure Network Mapping

The Network step of the wizard is available if you restore a VM to a new location or with different settings.

At this step of the wizard, you can map a network in the original site to the network in the target site. During
the restore process, Veeam Backup & Replication will update VM configuration files to replace the original
networks with the specified networks in the target site. As a result, you will not have to re-configure network
settings manually.

To change networks to which the restored VM will be connected:
1. From the Network connections list, select the necessary network.
2. Configure VM network mapping:
o To connect the restored VM to another network, do the following:
i. Click Network.
ii. Inthe Select Network window, select a necessary network and click OK.
o Todisconnect the recovered VM from the network, click Disconnect.

Entire VM Restore X

) Network
Restore Point

By default, restored WM will be connected to the same virtual networks as the original VM. If you are

restering to a different location, specify how networks map between original and new locations.
Restore Mode

VM name: apache04d

Destination
Network connections
Datastore
Network Disconnect

Metwork

Source Target
Summary

oF VM Metwork VM Network

Previous Cancel

319 | Veeam Backup Enterprise Manager | User Guide



Step 7. Review Restore Settings

At the Summary step of the wizard, check restore settings and click Finish. If you want to start the restored VM
on the target host, select the Power on target VM after restoring check box.

To view the restore progress, on the Machines tab, click History.

Entire VM Restore x

) Summa
Restore Point ry

Review the restore settings and click Finish to start the restore process.

Restore Mode o )
Original machine name: apached4

Mew machine name: apache0d_restored
Restore point: 3 days ago (3:01 PM Sunday 12/25/2022)

Destination
Target host: prgtwesx01.tech.local
Target resource pool: Recovered WMs
Datastore Target WM folder: Enterprise
Target datastore: prgtwesx01-ds02
Metwork mapping:
Netwark VM Network -> VM Network
Summary

Power on target VM after restoring

Previous Finish Cancel
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Restoring Entire VM to VMware Cloud Director

Veeam Backup Enterprise Manager allows you to restore VMware Cloud Director VMs to a vApp in VMware
Cloud Director. You can restore VMs from backups to the original location or a new location included in your
restore scope.

For more information on entire VM restore of VMware Cloud Director VMs, see the Restoring VMs to Cloud
Director vApp section of the Veeam Backup & Replication User Guide.

To restore an entire VM, use the Entire VM Restore wizard.
1. Launch the Entire VM Restore wizard.

Select a restore point.

Select a restore mode.

Specify destination settings for the recovered VM.

Specify a target datastore.

Configure network mapping.

Configure fast provisioning.

® N O v A W N

Review the recovery settings.
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Step 1. Launch Entire VM Restore Wizard

To launch the Entire VM Restore wizard, do the following:

1.

2. On the toolbar, click Entire VM Restore.

Alternatively, you can right-click the VM and select Entire VM Restore.

g
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point for which you want to perform entire VM
restore.

Entire VM Restore x

Restore Point Restore Point

Select the restore point to restore VM from.

Restore Mode
VM name: linux03

Summary Backup Date Type
12/28/2022 06:03:29 pm Increment
1272772022 06:02:19 pm Increment
12/26/2022 06:02:35 pm Increment
12/25/2022 06:02:46 pm Increment
12/24/2022 06:02:08 pm Full
12/23/2022 06:01:33 pm Increment
12/23/2022 03:31:40 pm Increment
12/23/2022 03:25:21 pm Full
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Step 3. Select Restore Mode

At the Restore mode step, specify a destination for VM recovery and select if you want to recover VM tags.

When you perform entire VM restore using Veeam Backup Enterprise Manager, Veeam Backup & Replication
automatically selects a backup proxy over which VM data must be transported to the source datastore. You can
select a backup proxy manually from the Entire VM Restore wizard in the Veeam Backup & Replication console.
For more information, see the Select Restore Mode section of the Veeam Backup & Replication User Guide.

1. Select a restore mode:

o Restore to the original location — select this option to restore the VM with initial settings and to the
original location. If this option is selected, you will pass directly to the Summary step of the wizard.

During restore to the original location, Veeam Backup & Replication restores only those disks that are
included in the backup file. In this case, after the restore finishes, you do not have to update existing
jobs which process the original VMs.

o Restore to a new location or with different settings — select this option to restore the VM to a new
location, or to any location but with different settings. If this option is selected, the Entire VM Restore
wizard will include additional steps for customizing VM settings.

During restore to a new location, Veeam Backup & Replication creates new VMs. If you want to
process the restored VMs, you must edit existing jobs or create new jobs. If you restore VMs with the
same name and to the same folder as the original VMs, Veeam Backup & Replication deletes the
original VMs. In this case, you must edit existing jobs to exclude original VMs from them.

2. If you want to restore the tags assigned to the original VM and assign them to the recovered VM, select
the Restore VM tags check box. The VM with original tags will be restored if the following conditions are
met:

o You restore a VM to the original location.
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o The original VM tags are available on the source vCenter Server.

Entire VM Restore x

Restore Point Restore Mode

Specify whether you want to restore VM back to the original location, or to a new location or with different

settings.
Restore Mode

--:Z' Restore to the original location

Destination
Quickly initiate the restore of selected VM to its original location, with the original name and settings. This
option minimizes the chance of user input error.
Network
(@) Restore to a new location, or with different settings
summary Customize the restored VM location, and change its settings. The wizard will automatically populate all controls

with the ariginal VM settings as the defaults.

Restore VM tags

Previous Next Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is available if you restore a VM to a new location or with different settings.

At this step of the wizard, you configure destination settings such as a name of the restored VM, target host, VM

folder and resource pool.

1. Inthe vApp field, specify a vApp to which the VM must be restored. By default, the original vApp is

specified. To change the vApp, click Choose.

2. Inthe Restored VM name field, specify a name under which the VM will be recovered. By default, the
original name of the VM is used. If you are restoring the VM to the same vApp where the original VM is

registered and the original VM still resides there, change the VM name to avoid conflicts.

Entire VM Restore X

Restore Point

Restore Mode

Destination

Network

Summary

Destination

Specify vApp to restore the virtual machine to, and type in the restored ViM's name.

VAPPR: vAPRO1

Restored VM name:

Choose...

Hnuxod

Previous Cancel
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Step 5. Configure Network Mapping

The Network step of the wizard is available if you restore a VM to a new location or with different settings.

At this step of the wizard, you can map a network in the original site to the network in the target site. During
the restore process, Veeam Backup & Replication will update VM configuration files to replace the original
networks with the specified networks in the target site. As a result, you will not have to re-configure network
settings manually.

To change networks to which the restored VM will be connected:
1. From the Network connections list, select the necessary network.
2. Configure VM network mapping:
o To connect the restored VM to another network, do the following:
i. Click Network.
ii. Inthe Select Network window, select a necessary network and click OK.
o Todisconnect the recovered VM from the network, click Disconnect.

Entire VM Restore X

) Network
Restore Point

Specify the networks to connect restored virtual machine's vMNICs to.

Restore Mode
Vi name: linux06

Deastination
Network connections
Metwork Network Disconnect
Fast Provisicning Source Target
Datastore O Disconnected Organization02 Network
Summary

Previous Cancel
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Step 6. Configure Fast Provisioning

The Fast Provisioning step of the wizard is available if you restore a VM to a new location or with different
settings, and if fast provisioning is enabled on the target organization VDC.

At this step of the wizard, you can configure fast provisioning for the restored VM.

e To specify a fast provisioning template for the VM, select the VM in the list, click Templates, and choose a
template to which the restored VM must be linked.

e Todisable fast provisioning for the VM and restore it as a regular VM, select the VM in the list and click
Disable.

Entire VM Restore x

) Fast Provisionin,
Restore Point g

Specify restore settings for virtual machines that use Fast Provisioning feature.

Restore Mode
Fast Provisioning Templates

Destination
Templates... Disable
Metwork
VM Name Template
Fast prO\l'iSiOﬂing D’T‘j linux03 Disabled
Datastore
Summary

Previous Cancel
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Step 7. Specify Storage Policy and Datastore

The Datastore step of the wizard is available if you restore a VM to a new location or with different settings.
At this step of the wizard, you can specify a storage policy and datastore for the restored VM.
1. To change the target storage policy, do the following:
a. Select a VM and click Policy.
b. In the Select Storage Policy window, select a storage policy and click OK.
2. To change the target datastore, do the following:
c. Select a VM and click Datastore.

d. In the Select Datastore window, select a datastore and click OK.

Entire VM Restore X

. Datastore
Restore Point

Specify storage policy and datastore for restored virtual machine.

Restore Mode
VM storage settings

Destination . -
Policy... Datastore
Network )
VM Name Storage Policy Datastore
Fast Provisioning 53 linux03 * (Any) docopsubuntunfs01
Datastore
Summary

Previous Cancel
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Step 8. Review Restore Settings

At the Summary step of the wizard, check restore settings and click Finish. If you want to start the restored VM
on the target host, select the Power on target VM after restoring check box.

To view the restore progress, on the Machines tab, click History.

Entire VM Restore x

) Summa
Restore Point ry

Review the restore settings and click Finish to start the restore process.

Restore Mode
VM linux03

vCloud server: preclouddirector0t.tech.local

Destination VApP: vAPROT
Storage policy: * (Any)
Datastore: Auto

Metwork
MNew VM name: linux06
Fast Provisioning

Datastore

summary

Power on VM automatically

Previous Finish Cancel
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Restoring Entire VM to Microsoft Hyper-V

Veeam Backup Enterprise Manager allows you to restore Microsoft Hyper-V VMs to Microsoft Hyper-V. You can
restore VMs from backups to the original location or a new location included in your restore scope.

For more information on entire VM restore of Microsoft Hyper-V VMs, see the Entire VM Restore section of the
Veeam Backup & Replication User Guide.

To restore an entire VM, use the Entire VM Restore wizard.
1. Launch the Entire VM Restore wizard.

Select a restore point.

Select a recovery mode.

Specify destination settings for the recovered VM.

Specify a target datastore.

Configure network mapping.

N o v AW N

Review the recovery settings.
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Step 1. Launch Entire VM Restore Wizard

To launch the Entire VM Restore wizard, do the following:

1. Open the Machines tab and select the necessary Microsoft Hyper-V VM from the list.

2. On the toolbar, click Restore.

Alternatively, you can right-click the VM and select Entire VM Restore.
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S ousen

Backup server: | All Servers
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Machine
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point for which you want to perform entire VM
restore.

Entire VM Restore x

Restore Point Restore Point

Select the restore point to restore VM from.

Restore Mode
VM name: appsrv001

Summary Backup Date Type
12/24/2022 07:57:15 pm Full
12722/2022 08:22:16 pm Increment
12/22/2022 04:40:01 pm Full
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Step 3. Select Restore Mode

At the Restore mode step, specify a destination for VM recovery and select whether you want to recover VM
tags.

When you perform entire VM restore using Veeam Backup Enterprise Manager, Veeam Backup & Replication
automatically selects a backup proxy over which VM data must be transported to the source datastore. You can
select a backup proxy manually from the Entire VM Restore wizard in the Veeam Backup & Replication console.
For more information, see the Select Restore Mode section of the Veeam Backup & Replication User Guide.

1. Select a restore mode:

o Restore to the original location — select this option to restore the VM with initial settings and to the
original location. If this option is selected, you will pass directly to the Summary step of the wizard.

During restore to the original location, Veeam Backup & Replication restores only those disks that are
included in the backup file. This means that after the restore finishes, you do not have to update
existing jobs which process the original VMs.

o Restore to a new location or with different settings — select this option to restore the VM to a new
location, or to any location but with different settings. If this option is selected, the Entire VM Restore
wizard will include additional steps for customizing VM settings.

During restore to a new location, Veeam Backup & Replication creates new VMs. If you want to
process the restored VMs, you must edit existing jobs or create new jobs to process the restored VMs.
If you restore VMs with the same name and to the same folder as the original VMs,

Veeam Backup & Replication deletes the original VMs. In this case, you must edit existing jobs to
exclude original VMs from them.

NOTE

If you need to run an executable script for the VM before restoring it to the production environment,
you can use the Veeam Backup & Replication console to perform entire VM restore in the Staged
restore mode. For more information, see the Select Restore Mode section of the

Veeam Backup & Replication User Guide.

2. [For VM restore to the original location] Select the Quick rollback check box to perform incremental
restore for the VM. Veeam Backup & Replication will query Changed Block Tracking to get data blocks that
are required to revert the VM to the restore point, and will restore only these data blocks. Quick rollback
significantly reduces the restore time and has little impact on the production environment.

Enable this option if you restore a VM after a problem that occurred at the level of the VM guest OS: for
example, there has been an application error or a user has accidentally deleted a file on the VM guest OS.
Do not enable this option if the problem has occurred at the VM hardware level, storage level or due to a
power loss.
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For more information on quick rollback, its requirements and limitations, see the Quick Rollback section of
the Veeam Backup & Replication User Guide.

Entire VM Restore x

Restore Point Restore Mode

Specify whether selected objects should be restored back to the original location, or to a new location or

with different settings.
Restore Mode

'I__:I' Restore to the original location

Destination
Quickly initiate the restore of selected VM to its original location, with the original name and settings. This
option minimizes the chance of user input error.

Datastore

(@) Restore to a new location, or with different settings

Network Customize the restored YM location, and change its settings. The wizard will automnatically populate all controls
with the original VM settings as the defaults.

Summary

Previous Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is available if you restore a VM to a new location or with different settings.

At this step of the wizard, you can specify a name of the restored VM and target host, register the VM as a
cluster resource, and generate a new BIOS UUID.

To configure destination settings, do the following:
1. In the Restored VM name field, specify a name under which the workload will be restored.
2. Inthe Host field, specify a target host.

3. If the specified host is a part of a Hyper-V failover cluster, you can register the restored VM as a cluster
resource. In this case, if the target host is brought offline or fails for any reason, the VM will fail over to
another node in the cluster. To do this, select the Register VM as a cluster resource check box.

4. Choose whether to preserve the BIOS UUID or generate a new BIOS UUID.

If the original VM still resides in the production environment, select the Generate new BIOS UUID option
to prevent conflicts. The BIOS UUID change is not required if the original VM no longer exists, for
example, if it was deleted.

Entire VM Restore x

Restore Point Destination

Select the host to recover machine to, specify the new virtual machine name, and whether you would like

unigue identifier to be preserved.
Restore Mode

Restored VM name:

Destination
appsrv001-restored
Datastore Host: pdctwhvi2 Choose...
Registar VM as a cluster resource
Network
Summary

(__J) Preserve virtual machine ID (recommended)

Keep ID when restoring the existing virtual machine o avoid reconfiguring applications that match VM by ID.

(@) Generate new virtual machine ID

Use this option if you are using restore to clone the virtual machine to prevent conflicts with the existing VM.

Previous Cancel
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Step 5. Specify Datastore

The Datastore step of the wizard is available if you restore a VM to a new location or with different settings.

At this step of the wizard, you can change default paths where VM configuration files and disk files will be

stored.

To change a default path, do the following:

1. Select the configuration files or one of the disk files and click Edit Path.

Alternatively, you can double-click a file to edit its path.

2. Typein a path to the folder where the files will be stored. You can specify an existing folder, a new folder
or an SMB3 shared folder. SMB3 shared folder path must be in the UNC format, for example:
|1772.16.71.38|ShareO1.

3. Click OK.

Restore Point

Restore Mode

Destination

Datastore

Metwork

Summary

IMPORTANT

The host or cluster on which you register VMs must have access to the specified SMB3 shared folder. If you
are using SCVYMM 2012 or later, the server hosting the Microsoft SMB3 shared folder must be registered in
SCVMM as a storage device. For more information, see Microsoft Docs.

Entire VM Restore X

Datastore

Select the volumes where machine configuration and virtual disks files should be ultimately restored to.

VM name: appsrv001-restored

Files location

o Edit Path
File Size Path
[l configuration files Di\Storage\Hyper-V
= appsrv001.vhdx 4 MB Di\Storage\Hyper-\\appsrv001-rest...

Previous Cancel

337 | Veeam Backup Enterprise Manager | User Guide


https://docs.microsoft.com/en-us/previous-versions/system-center/system-center-2012-R2/jj614620(v=sc.12)

Step 6. Configure Network Mapping

The Network step of the wizard is available if you restore a VM to a new location or with different settings.

At this step of the wizard, you can map a network in the original site to the network in the target site. During
the restore process, Veeam Backup & Replication will update VM configuration files to replace the original
networks with the specified networks in the target site. As a result, you will not have to re-configure network
settings manually.

To change networks to which the restored VM will be connected:
1. From the Network connections list, select the necessary network.
2. Configure VM network mapping:
o To connect the restored VM to another network, do the following:
i. Click Network.
ii. Inthe Select Network window, select a necessary network and click OK.
o Todisconnect the recovered VM from the network, click Disconnect.

Entire VM Restore X

) Network
Restore Point

Select how virtual networks map to each other between criginal and new VM locations.

Restore Mode
VM name: appsrv001-restored

Destination )
Network connections
Datastore Metwork Disconnect
Network Source Target
Summary o Intel Intel

Previous Cancel
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Step 7. Review Restore Settings

At the Summary step of the wizard, check restore settings and click Finish. If you want to start the restored VM
on the target host, select the Power on target VM after restoring check box.

To view the restore progress, on the Machines tab, click History.

Entire VM Restore x

) Summa
Restore Point ry

Review the restore settings and click Finish to start the restore process.
Restore Mode
Destination
Datastore

Network

Summary

Power on target VM after restoring

Previous Finish Cancel
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Virtual Disk Restore

Virtual disk restore may be helpful if a VM disk becomes corrupted for some reason. The restored virtual disk
can be attached to the original VM to replace a corrupted drive, or connected to any other VM. For more

information on virtual disk restore, see the Virtual Disk Restore section of the Veeam Backup & Replication User
Guide.

Users with the Portal Administrator role have no scope limitations. They can restore VM disks to their original
location. Restore scope for other users is defined as described in the Configuring Restore Scope section.

Before you restore virtual disks, consider the following:
e Disk restore is available in the Enterprise and Enterprise Plus editions of Veeam Backup & Replication.
e Disk restore is supported for backups of VMware vSphere VMs only.

e During the virtual disk restore, Veeam Backup & Replication powers off the target VM to reconfigure its
settings and attach restored disks. It is recommended that you stop all activities on the target VM for the
restore period.

To restore a VM disk from backup, use the Virtual Disk Restore wizard.
1. Launch the Virtual Disk Restore wizard.

Select a restore point.

Specify disk mapping.

Specify secure restore settings.

oo W

Review the restore settings.
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Step 1. Launch Virtual Disk Restore Wizard

To launch the Virtual Disk Restore wizard, do the following:

1. Open the Machines tab and select the necessary VMware vSphere VM from the list.

To quickly find a machine, you can filter machines in the list by a backup server or search for a specific
machine by machine name.

2. On the toolbar, click Virtual Disks.

Alternatively, you can right-click the VM and select Virtual Disks.

Dashboar Reports Jobs Policies Unstructured Data Machines Requests Configuration
Backupserver: | All Servers - -

Search by machine name Q nstant Recovery M4 Entire VM Restore & Virtual Disks B Failover Plan... % Delete &% QuickBackup 4D History ort ¥ refresh
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Step 2. Select Restore Point

At the Restore Point step of the wizard, select the restore point that will be used to restore the VM disk.

Virtual Disk Restore x

Restore Point Select the desired restore point
) ) WM name: apache04
Disk Mapping
Original host: veenterD1.tech.local
VM size: 1MB
Secure Restore
Backup Date Type Location
summary
7/28/2023 03:00:41 pm Increment Default Backup Repository .
7/27/2023 03:00:50 pm Increment Default Backup Repository
7/26/2023 03:00:32 pm Increment Default Backup Repository
7/25/2023 03:00:51 pm Increment Default Backup Repository
7/24/2023 03:00:41 pm Increment Default Backup Repository
7/23/2023 03:00:44 pm Increment Default Backup Repository
7/22/2023 03:00:32 pm Full Default Backup Repository
7/21/2023 03:00:46 pm Increment Default Backup Repository
7/20/2023 03:00:4% pm Increment Default Backup Repository
7/19/2023 03:01:02 pm Increment Default Backup Repository
7/18/2023 03:00:57 pm Increment Default Backup Repository
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Step 3. Specify Disk Mapping

At the Disk Mapping step of the wizard, specify VM disk restore settings.

1.

By default, Veeam Backup Enterprise Manager restores virtual disks to the original VM. To select another
VM, click Choose next to the Virtual machine field and select the necessary VM from the virtual
environment.

You cannot attach restored disks to a VM that has one or more snapshots.
In the Disk Mapping section, select check boxes next to the virtual disks that you want to restore.

By default, virtual disks are restored in the original format. To change the disk format, select the
necessary option from the Restore disks list: Same as source, Thin, Thick (lazy zeroed) or Thick (eager
zeroed). For more information about virtual disk types, see VMware Docs.

Disk format change is supported only for VMs with Virtual Hardware version 7 or later.

[For disk restore to the original location and with original format] Instead of restoring an entire virtual disk
from a backup file, you can instruct Enterprise Manager to recover only those data blocks that are
necessary to revert the disk to the selected restore point. To do this, select the Quick rollback check box.
Quick rollback significantly reduces the recovery time and has little impact on the production
environment.

Enable this option if you restore a VM disk after a problem that occurred at the level of the VM guest OS:
for example, there has been an application error or a user has accidentally deleted a file on the VM guest
0S. Do not enable this option if the problem has occurred at the VM hardware level, storage level or due
to a power loss.

Virtual Disk Restore X

) Map virtual disks from backup to virtual device nodes on the target VM
Restars Point

Disk Mapping Virtual machine: apache0s Choose...

Disk mapping

Secure Restore

Change disk mapping

summary
Virtual disk Virtual device node Datastore
apache0d_30.wmdk SCSI 01 pretwesx01-ds01
Restored disk type: | Thin v

T

[=]

b
T

Previous Next Cancel
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5. By default, virtual disks are restored to the target machine with the original properties. To change disk
properties, take the following steps for each disk:

a. In the Disk Mapping section, select the necessary virtual disk and click the Change disk mapping link.

b. In the Virtual Disk Properties window, click Choose next to the Datastore field and select a datastore
where the virtual disk file will be placed.

¢. From the Virtual Device Node list, select a virtual device node for the restored disk on the target VM:

= |f you want to replace an existing virtual disk, select an occupied virtual device node.

= |f you want to attach the restored disk to the VM as a new drive, select a node that is not
occupied yet.

Virtual Disk Restore

; Map virtual disks from backup to virtual device nodes on the target VM
Restore Point

Virtual machine: apache0s

Choose...
Virtual Disk Properties X

Datastore: prgtwesx01-ds01 Choose...

Disk Mapping

Secure Restore
= 113 TB free 0f 21.8 TB

summary

Virtual Device Mode: SCslm2 v

Device statistics I;-dS{H

virtual device node: 5C5| 0:2
Disk file:

Capacity:

Disk restore result

® virtual disk will be added to VM.
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Step 4. Specify Secure Restore Settings

At the Secure Restore step of the wizard, you can instruct Veeam Backup & Replication to perform secure
restore — scan virtual disk data with antivirus software before restoring the disk. For more information on secure
restore, see the Secure Restore section of the Veeam Backup & Replication User Guide.

To specify secure restore settings, do the following:
1. Select the Scan the restored disk for malware prior to performing recovery check box.
2. Select the action that Veeam Backup & Replication will take if the antivirus finds a virus threat:

o Select Proceed with recovery but do not attach infected disks to the target VM if you want to
continue the virtual disk restore. In this case, the restored disk will not be attached to the target VM.

o Select Abort disk recovery if you want to cancel the restore session.

3. Select the Scan the entire image check box if you want the antivirus to continue the machine data scan
after the first malware is found.

Virtual Disk Restore x

) Secure Restore
Restore Point

Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the
restore. This reguires a compatible antivirus installed on the mount server specified for the
Disk Mapping corresponding backup repository.

STEELTR HESHTE Scan the restored disk for malware prior to performing recovery €
Summary If malware is found:
iiﬁ- Proceed with recovery but do not attach infected disks to the target VM

i::ﬁ- Abort disk recovery

Scan the entire image €

Previous Cancel

345 | Veeam Backup Enterprise Manager | User Guide


https://helpcenter.veeam.com/docs/backup/vsphere/av_scan_about.html?ver=120

Step 5. Review Restore Settings

At the Summary step of the wizard, review the restore settings. To start a VM immediately after the restore
process completes, select the Power on target VM after disk is restored check box. Then click Finish.

To view the progress of the virtual disk restore operation, on the Machines tab, click History.

Virtual Disk Restore X

) summa
Restore Point ry

Please review the restore settings before continuing. The restore process will begin after you click Finish.

Disk Mapping
Restore point:

Secure Restore Original VM name: apachel4

Restore point: 1 day ago (7/27/2023 03:00:50 pm)
summary Target VM name: apache05

Target host: pretwesx01.tech.local

Restored disks type (thin):

Source file: apache04_30.vmdk (8 GB)
Target datastore: pretwesx01-ds01
Virtual device node: SCSI0:2

Secure restore:

scan restored disk for
malware: Enabled

If malware is found: Proceed to recovery but disable WM network adapters

Power on target WM after disk is restored

Previous Finish Cancel
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VM Failover

Failover is a process of switching from the original VM in the production site to its VM replica in the disaster
recovery site. Authorized users can perform the following failover operations:

e Failover of a VM processed by a regular replication job

e Failover of a VM processed by a CDP policy

e Failover of a vApp processed by a VMware Cloud Director replication job
e Failover of a vApp processed by a VMware Cloud Director CDP policy

Users with the Portal User and Restore Operator roles can perform failover of machines included in the restore
scope. Users with the Portal Administrator role have no restore scope limitations. For more information on
restore scope, see Configuring Restore Scope.

NOTE
Consider the following:

e Failover is available in the Enterprise and Enterprise Plus editions of Veeam Backup & Replication.
e To perform permanent failover, failback, undo failover, or create a failover plan, use the
Veeam Backup & Replication console.

Failover to VM Replica

If a VM is processed by a regular replication job, you can fail over the VM to its replica. After the failover
operation completes, the VM replica is powered on.

Failover is an intermediate step that needs to be finalized. To do that, you can undo failover, perform
permanent failover or perform failback. You can take the final step in the Veeam Backup & Replication console.
For more information, see the Replica Failover and Failback section of the Veeam Backup & Replication User
Guide.

To perform failover:

1. On the Machines tab, select a machine processed by a replication job.
Click Entire VM Restore.
In the Restore window, select a restore point of the VM.

Click Restore.

vor W

To confirm failover, click Yes.
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To view the failover progress, on the Machines tab, click History.

Select machine restore point

Backup Date Type Job Name

2/6/2023 07:01:01 pm Snapshot Ubuntu Replication
2/4/2023 07:00:15 pm Snapshot Ubuntu Replication
2/2/2023 07:00:20 pm Snapshot Ubuntu Replication
2/1/2023 07:01:21 pm Snapshot Ubuntu Replication
2/1/2023 04:50:19 pm Snapshot Ubuntu Replication

Restore Cancel

Failover to CDP Replica

If a VM is processed by a CDP policy, you can fail over the VM to its replica. After the failover operation
completes, the VM replica is powered on.

Failover is an intermediate step that needs to be finalized. To do that, you can undo failover, perform
permanent failover or perform failback. The final step you can take in Veeam Backup & Replication console. For
more information, see the Failover and Failback section of the Veeam Backup & Replication User Guide.

To perform failover:
1. On the Machines tab, select a machine processed by a CDP policy.
2. Click Entire VM Restore.

3. Inthe Restore window, select the restore point you need. You can fail over to the latest available crash-
consistent state, to the latest application-consistent state or to a specific point in time.

TIP
e To quickly find a long-term restore point, use the calendar.
e To zoom in or zoom out the time line, use the Plus and Minus buttons or switch between the
Hour and Day views.

4, Click Failover.
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To view the failover progress, on the Machines tab, click History.

Restore Points X
Specify 2 point in time to restore the VM to:

( :‘ Restore to the latest available state (crash-consistent)

( :‘ Restore to the latest application-consistent state

i,:i Restore to a peint in time:

I i 4s4/2023 @ Q O Hour [ Day
11:30am 12:00 pm 12:30 pm 01:00 pm 01:30 pm 02:00 pm 02:30 pm 02:00 pm 03:30 pm 04:00 pm 04:30 pm 05:00 pm
- . .

04:54:00 pm

4 3
No restore peints available (keep scrolling) @ YO journal is available ® Crash-consistent restore point ® Application-consistent restore point © 170 journal is available only for some VMs in a vApp

Failover Cancel

Failover to Cloud Director Replica

If a VM is processed by a VMware Cloud Director replication job, you can perform failover of the vApp that
contains the VM.

Failover is an intermediate step that needs to be finalized. To do that, you can undo failover, perform
permanent failover or perform failback. The final step you can take in Veeam Backup & Replication console. For
more information, see the Failover and Failback section of the Veeam Backup & Replication User Guide.

To perform failover:

1. On the Machines tab, select a machine processed by a Cloud Director replication job.
Click Restore vApp.
In the Restore window, select a restore point of the vApp.

Click Restore.

ooa W

To confirm failover, click Yes.

349 | Veeam Backup Enterprise Manager | User Guide


https://helpcenter.veeam.com/docs/backup/vsphere/vcd_failover_failback.html?ver=120

To view the failover progress, on the Machines tab, click History.

Select a vApp restore point

Backup Date Type Job Name
2/6/2023 07:01:01 pm Snapshot vCD Replication Job 1
2/4/2023 07:00:15 pm Snapshot vCD Replication Job 1

Failover to Cloud Director CDP Replica

If a VM is processed by a VMware Cloud Director CDP policy, you can perform failover of the vApp that contains
the VM.

Failover is an intermediate step that needs to be finalized. To do that, you can undo failover, perform
permanent failover or perform failback. The final step you can take in Veeam Backup & Replication console. For
more information, see the Failover and Failback section of the Veeam Backup & Replication User Guide.

To perform failover:

1.
2.

On the Machines tab, select a machine processed by a Cloud Director CDP policy.

Click Restore vApp.

In the Restore Points window, select the restore point you need. You can fail over to the latest available
crash-consistent state, to the latest application-consistent state, or to a specific point in time.

Application consistency is defined for the whole vApp. A vApp restore point is application-consistent if all
VMs have application-consistent restore points. A vApp restore point is mixed if some VMs have crush-
consistent restore points.

TIP
e To quickly find a long-term restore point, use the calendar.
e To zoom in or zoom out the time line, use the Plus and Minus buttons or switch between the
Hour and Day views.

Click Failover.
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To view the failover progress, on the Machines tab, click History.

Restore Points

Specify a point in time to restore the vApp to:

( :‘ Restore to the latest available state (crash-consistent)

151

Restore to a point in time:

« o & 122702022 @ © Hour [ pay

th
&
o
3
i
vt

am 11:00 am 11:05am 11:10 am 11:15am 11:20 am 11:25am 11:30 am 11:35am 11:40am 11:45am 11

‘4 3
No restore points available (keep scrolling) ® I/0 journal is available ® Crash-consistent restore point ® Application-consistent restore peint « 1/O journal is available only for seme VMs in a vApp

Failover Cancel
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Failover Plans

This feature is not available for physical machine backups. If your infrastructure comprises machines running
interdependent applications (for example, Exchange Server and domain controller), it is reasonable to failover
them one by one, as a group. To do this automatically, you can prepare a failover plan using Veeam Backup &
Replication console.

In Veeam Backup Enterprise Manager, you can run failover plans created in Veeam Backup & Replication console
for VMware vSphere and Microsoft Hyper-V VMs.

Failover plan sets the following:

e The order in which the machines should be processed: for example, AD domain services server first,
Exchange server after it.

e The delay time needed to start each machine. The delay time helps to ensure that certain machines (AD
domain services server in our example) are already running at the time the dependent machines start.

The failover process is performed in the following way (either ad-hoc or on schedule):

1. For each machine included in the plan, Veeam Backup & Replication detects its replica (the machines
whose replicas are already in Failover or Failback state are skipped from processing).

2. The replica machines are started sequentially, in the order they appear in the failover plan, within the set
time intervals.

Consider that failover is a temporary intermediate step that needs to be finalized. The finalizing options for a
group failover are similar to a regular failover: undoing failover, permanent failover or failback. To learn more
about failover planning and recommended course of action, refer to Veeam Backup & Replication User Guide.

Veeam Backup Enterprise Manager allows you to carry out a failover following the existing plan, and also to
undo planned failover.

NOTE

For failover plan creation, as well as for permanent failover or failback, use the Veeam Backup &
Replication console.

Running Failover Plans

To run a failover plan:

1. Login to Enterprise Manager using an administrative account or user account whose restore scope
contains the machines from the failover plan.

2. Go to the Machines tab and click Failover Plan.

3. Inthe Failover Plan window, select the necessary plan from the list, then specify the starting option you
need.

The following options are available for a failover plan:
o Start now — use this option if you need to fail over to the replicas’ latest restore point.

o Start to most recent replica prior to — use this option if you need to fail over to a certain restore point.
For example, you may want your application server to failover to a state prior to the upgrade. In this
case, for each machine participating in failover, Veeam will find the closest restore point (prior to the
specified date and time) and fail over to it.
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o Undo — use this option to switch the workload back to source machines discarding the changes that
were made to the replicas during failover.

4. Click OK and wait for the process to complete.

To view the failover progress, on the Machines tab, click History.

| ‘Webserver Failover

(O startnow

(®) startto most recent replica prior to:

| 02/08/21 i) | ‘ 12:00 am| ~ ‘

O undo
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Guest OS File Restore

Veeam Backup Enterprise Manager allows you to browse the guest OS file system in a machine backup, search
for guest OS files and restore the necessary files. You can locate and restore files from the machine restore point
created with or without guest OS file indexing.

NOTE

Enterprise Manager does not support 1-Click restore, 1-Click guest OS file restore, or application item-level
restore for Microsoft Exchange mailbox items or Microsoft SQL Server databases if it is performed from any
storage snapshot.

To browse and restore guest OS files and application items from a physical machine backup stored in a Veeam
backup repository, you need a certain Veeam Agent deployed on the machine and integrated with
Veeam Backup & Replication. For more information, see Support for Veeam Agents.

Browsing and restoring processes involve appropriate backup job setup, as well as mount and data transfer
operations.

How File Restore Works

When you restore files from the restore point created with guest OS file indexing enabled,
Veeam Backup & Replication uses the following workflow:

1. To provide for browsing and search, Veeam Backup & Replication uses index data to represent the file
system of the machine guest OS.

2. If you then select to download the necessary files, Veeam Backup & Replication will mount machine disks
(from the restore point) on the Veeam backup server and copy these files from the backup server to the
destination location.

3. If you select to restore files to the original location, an additional mount point will be created on the
mount server associated with the backup repository storing the backup file. During restore, machine data
will flow from the repository to the target, keeping the machine traffic in one site and reducing load on
the network.

4. After you download or restore the necessary files, and finish the restore session, the machine disks will be
unmounted.

When you restore files from the restore point that was created without machine guest OS file indexing,
Veeam Backup & Replication uses the following workflow:

1. To provide for browsing, disks of the machine from the backup file are mounted to the backup server. If
you then select to download the necessary files, Veeam Backup & Replication will copy these files from
the backup server to the destination location, using this mount point.

2. If you select to restore files from the backup to the original location on the production machine, an
additional mount point will be created on the mount server associated with the backup repository storing
the backup file.

3. If you restore files from replica, a single mount point for all these operations (browsing, download, restore
to original location) will be created on the backup server.

4. After you download and restore the necessary files and finish the restore session, machine disks will be
unmounted.
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Preparing for File Browsing and Searching

If you have Veeam Backup & Replication and Veeam Backup Enterprise Manager installed, you can use indexing
capabilities to quickly find necessary files and folders.

To use guest file system indexing:

1. Enable guest file system indexing on the Guest Processing step of the backup job wizard. For more
information, see Configure Guest Processing Settings.

2. Run the backup job with guest file system indexing enabled.
3. Perform catalog replication. For more information, see Performing Catalog Replication and Indexing.

Alternatively, you can process the machine without guest file system indexing. Indexing may be disabled at the
time of restore point creation, or indexing operation may fail. In this case, the restore point of a Windows
machine is mounted to the backup server that manages the job, and the restore point of a non-Windows
machine is mounted to a helper host or helper appliance.

Then you will be able to locate necessary files and folders and perform restore operation. For more information,
see Browsing Machine Backups for Guest OS Files.
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Performing Catalog Replication and Indexing

Once you have run backup jobs with guest OS file system indexing enabled, perform catalog replication to
consolidate index files from multiple backup servers. During this operation, Veeam Backup Enterprise Manager
aggregates index data from multiple backup servers and stores them on the Veeam Backup Enterprise Manager
server to enable file browsing and search.

NOTE

Catalog replication is performed for the machines with indexed guest OS file systems on all managed
backup servers.

Veeam Backup Enterprise Manager provides two options to perform catalog replication:

e To perform manual catalog replication, open the Settings tab of the Configuration view and click Update
Now on the Search Catalog tab.

e To automatically run catalog replication after every backup job, open the Settings tab of the Configuration
view. On the Search Catalog tab, select Update catalog automatically after each backup job run and
specify other options as required.

E@ Dashbeard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory ~ @

@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History

#2  Backup Servers
vCenter Servers § updateNow & Stop

Self-service Update catalog automatically after each backup job run

Sz Wait for ather running jobs for up to 5 minute(s) v

kb O B

foles Update index no more often than once every | 4 hour(s) ~

%

Settings

)

Licensing

-

Notifications

About

Every run of a catalog replication job initiates a new job session which can be tracked on the Sessions tab of the
Configuration view. To view detailed information for a specific session, select it in the list of sessions and click
the link in the Status column.
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Preparing for File Search and Restore (non-
Windows machines)

To view, search and restore guest files of non-Windows machines, take the following preparatory steps:

1. To enable guest file indexing, use one of the options of the machine backup job: Index everything, Index
everything except, or Index only following folders option. For more information, see the Guest OS File
Indexing section of this guide and the VM Guest OS File Indexing section of the Veeam Backup &
Replication User Guide.

NOTE

Guest file indexing is optional. You can browse and restore files from the restore points created
without guest indexing. For more information, see Browsing Machine Backups for Guest OS Files and
Performing 1-Click File Restore.

If you want Veeam Backup Enterprise Manager to display symbolic links to folders when browsing
through the machine file system at 1-click file restore, enable indexing in the backup job for that
machine.

2. For proper file system indexing, Veeam Backup & Replication requires several utilities to be installed on
the machine: mlocate, gzip, and tar. If these utilities are not found, you are prompted to deploy them
to support index creation.

3. By default, guest file restore to the original location is performed using the account specified in the
machine backup job. If it does not have sufficient access to target machine, you are prompted to specify
another account with sufficient access rights.

For more information, see the Guest OS Credentials section of this guide and the Specify Guest Processing
Settings section of the Veeam Backup & Replication User Guide.

Preparing Helper Host or Helper Appliance

When restoring guest OS files, Veeam Backup & Replication mounts machine disks from backup or replica to a
helper host or helper appliance. You specify helper host (or appliance) settings on the backup server when you
configure guest OS file restore. These settings are saved in the backup server configuration database for the
specific user that configured the restore. For more information, see the Restore from Linux, Unix and Other File
Systems section of the Veeam Backup & Replication User Guide.

When you start guest OS file restore from Enterprise Manager, the helper host (or appliance) settings are
obtained from the configuration database of the backup server. If no helper host or helper appliance
configuration is found for the user account, Veeam Backup & Replication uses the configuration that was last
selected at the Helper host step of the Guest File Restore wizard. Thus, before you start file-level restore from
Enterprise Manager, make sure the settings are properly configured on the backup server. For details, see the
Specify Helper Host section of the Veeam Backup & Replication User Guide.
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NOTE

e Veeam Backup Enterprise Manager does not support mounting the restore point to the original host.
If the default configuration stored in the backup server configuration database is set to original host
(no helper host or helper appliance is found), Enterprise Manager will display an error. In this case,
you must configure a helper host or helper appliance on the backup server. For details, see the
Specify Helper Host section of the Veeam Backup & Replication User Guide.

e If you plan to deploy multiple helper appliances to restore machines backed up by different backup
servers, their initial configuration must be performed on the backup servers. Centralized
configuration from Veeam Backup Enterprise Manager is not supported.

e If you configure a helper appliance for tenants that will perform self-service restore (from Veeam
Self-Service Backup Portal or vSphere Self-Service Backup Portal), be aware that multiple tenants
may run the restore procedure at the same time. In this case, if you have configured a static IP
address for helper appliances, a tenant will not be able to deploy a helper appliance until the IP
address is in use by a helper appliance of another tenant. To let tenants start multiple helper
appliances, use a DHCP server in your network and configure the helper appliance to obtain an IP
address automatically.
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Browsing Machine Backups for Guest OS
Files

After catalog replication, you can browse any machine backup for OS guest files. Note that with the file
browsing functionality, you can browse and search for files in the selected machine backup at a specific restore

point only.

If you are using the Enterprise or Enterprise Plus license edition in your virtual environment, consider that
Veeam Backup Enterprise Manager keeps index files for backups that are currently stored on disk, and for
archived backups (for example, backups that were recorded to tape). Thus, you will be able to browse and
search through backup contents even if the backup in repository is no longer available.

To browse guest OS files in a machine backup:

1. Open the Files tab.

2. In the Search backups of field, enter the name of a machine whose files you want to restore or click the
Pick from List link and select the necessary machine in the Select Object window.

3. To specify a restore point from which to restore guest OS files, click the calendar icon in the restore point
field and select the necessary date when backup was performed and a restore point created on that date.
Note that you cannot select dates when backup was not performed. By default, the latest restore point is
selected in the restore point field.

4. If the machine has been backed up without guest indexing, click Mount. If the machine guest OS
information has not been collected during the backup, you will be also prompted to specify the guest OS
type. Machine disks from the backup will be mounted to Veeam backup server to present machine file
system to you; wait for the process to complete.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Items Requests @ TECH\sheila.d.cory v ;‘:c‘):} Configuration @

Search backups of: | apache02 X Pick from List...

2/4/2021 01:51:58 am X @ 0

@ starting file level restore
@ File level restore started
® Loading...

If the machine has been backed up with guest indexing enabled, no additional operations are needed.
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As a result, the file tree of the machine as of the selected backup and restore point date will be displayed.
You can manually browse the file tree or use the search field to find a necessary file. Consider that
depending on the number of files on the machine, the search process may take some time.

E@ Dashboard T Jobs Pollicies Unstructured Data Machines I @ TECHIsheila.d.cory v %jc}:} @ @
Search backups of: | winsrvas X Pick from List...
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+ 9 cookies
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IMPORTANT

For machines processed without indexing, you can only use browsing or search to find the necessary files
within the selected restore point. Advanced search capabilities (including search through multiple restore
points) are available only for machines processed with guest indexing enabled.

360 | Veeam Backup Enterprise Manager | User Guide



Searching for Guest OS Files in Machine
Backups

Veeam Backup Enterprise Manager allows you to search for guest OS files in all machine backups with guest
indexing enabled. After you find necessary files, you can select them to perform file restore.

IMPORTANT

By default, backup repository is the primary destination for the search. This means, in particular, that if a
backup (with an indexed guest) is stored both in a repository and tape, the Enterprise Manager search
results will only include the files from backup stored in the repository. Files from tape-archived backup will
appear in search results only if nothing is found in the repository (the capability is supported in the
Enterprise and Enterprise Plus editions).

You can use one of the following search modes:

e Simple search — allows you to search for files in a selected restore point of a selected machine backup

e Advanced search — allows you to search for files in all restore points of a selected machine backup and
filter search results by certain criteria
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Performing Simple Search

With simple search, you can search for files in a selected restore point of a selected machine backup. After you
find necessary files, you can select them to perform file restore.

To perform simple search, do the following:
1. Open the Files tab.

2. In the Search backups of field, enter the name of a machine whose files you want to restore or click the
Pick from List link and select the necessary machine in the Select Object window.

. In the search field, enter the name of the necessary file or a part of it.

3
4. To view the search results, press [Enter] or click Search.

E@ Dashboard Reports Unstructured Data Machines Requests ECH\sheila. Configuration
Search backups of: | winsp01 x Pick from List...
11/29/2023 10:01:02 pm X o Searching .. 120 Results Found X cancel
e Document x Q o Filte: rch 1 Restore v ¥ Download = AddtoRestoreList 40 History

41 sRecycle.Bin

4 9b3b01213f202b2328€23271 [] Name Size  Owner Modified Path

+ I ConfigMsi [ Document02.docx 19KB  TECH\sheila.d.cory 7/26/2023 08:58:48 .. C:\Documents and Settings\sheila.d.con\Documents\D...

#+[E Documents and Settings [ [ pocumentoa.docx 134KB  TECH\sheila.d.cary 7/26/2023 08:56:32 ... C:\Documents and Settings\sheila.d.cory\Documents\D...

+ I inetpub [ [ pocumentot.docx 48KB  TECHsheila.d.cory 11/7/202304:36:04 ...  C:\Documents and Settings\sheila.d cory\Documents\D...

4 PerfLogs [ [ pocumento7.docx 18KB  TECH\sheila.d.cory 7/26/2023 08:58:19 .. C:\Documents and Settings\sheila.d cory\Documents\D...

4+ Program Files [ Documento1.docx 13.4KB  TECH\sheila.d.cory 7/26/2023 08:56:32 .. C:\Documents and Settings\sheila.d.cory\Documents R...

+ [ Program Files (x86) D [ Decument02.docx 19 KB TECH\sheila.d.cory 7/26/2023 08:58:48 ... C:\Documents and Settings\sheila.d.cory\Documents_R...

+ I ProgramData [ [ pocumentoa.docx 134KB  TECHsheila.d.cory 7/26/2023 08:56:32 ... C:\Documents and Settings\sheila.d.cory\Documents_R...

I Recovery D [ Decumentos.docx 42KE TECH\sheila.d.cory 11/7/2023 04:36:04 ... C:\Documents and Settings\sheila.d.cory\Documents R...

+HE sqLams [] [ pocumento7.docx 12KE  TECHsheila.d.cory 7/26/2023 0%:58:10 ... C:\Documents and Settings\sheila.d.cory\Documents R...

+ I sQLserver2016Media [ Documento1.docx 13.4KB TECH\sheila.d.cory 7/26/2023 0&:56:32 ... C:\Documents and Settings\sheila.d.cory\My Document...

#[E system Volume Information [ Decumento2.docx 19 KB TECH\sheila.d.cory 7/26/2023 08:58:48 ... C\Documents and Settings\sheila.d.con\My Document...

+H Users D [™ Decumento4.docx 13.4 KB TECH\sheila.d.cory 7/26/2023 08:56:32 ... C:\Documents and Settings\sheila.d.cory\My Document...

+1H veeam D [™ Decumentos.docx 42KE TECH\sheila.d.cory 11/7/2023 04:36:04 ... C:\Documents and Settings\sheila.d.cory\My Document...

+ I windows D " Decumento7.docx 12 KB TECH\sheila.d.cory 7/26/2023 08:58:19 ... C:\Documents and Settings\sheila.d.cory\My Document...
O System.Xml.XDocument.cl 284KB  NTSERVICE\Trustedinst.. 7/26/202312:1431..  CAWindows\Microsoft.NET\Frameworkv4,0.30319\Syst...
O System.Xml.xmIDocument.dll 289KB  NTSERVICE\Trustedinst.. 7/26/202312:1426..  CAWindows\Microsoft.NET\Frameworkv4,0.30319\Syst...
[ [ systemXmlxpathXxDocument.dil 27.9KB  NTSERVICE\Trustedlnst.. 7/26/202312:14531..  C\Windows\Microsoft.NET\Frameworkv4,0.30319\Syst...
[] [ systemXmlxDocument.dil 284KB  NTSERVICE\Trustedlnst... 7/26/202312:1426..  C:\Windows\Microsoft.NET\Framework64\4.0.30319\G...
[] [ systemXmlxmiDocument.dll 289KB  NTSERVICE\Trustedlnst... 7/26/202312:14:31 .. C:\Windows\Microsoft. NET\Framework64\w4.0.30319...
Records per Page: | 25 v = Page| 4 |ofs o+ Displaying 76 - 100 of 120

362 | Veeam Backup Enterprise Manager | User Guide



Performing Advanced Search

With advanced search, you can search for files in all restore points of a selected machine backup and filter
search results by certain criteria. After you find necessary files, you can select them to perform file restore.

To perform advanced search, do the following:
1. Open the Files tab and click No Filter next to the search field.
2. Inthe search field, enter the name of the necessary file or a part of it.
3. Inthe Set Options window, define the necessary search criteria:
o Location — select a specific folder on the machine to search in.

o Last modification time — specify approximate time when the file was last modified or set a time
interval.

o Backup time — choose to search through the latest backup of the specified machine or all backups of
the machine created within a certain time interval.

o Owner — select to search for files with a specific owner.
o Type — select to search for files of specific type or with a certain extension.
o Size — specify approximate size of file or set a size range.

4. To apply the filter, click Apply.

5. Click Search on the right of the search field.
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Performing 1-Click File Restore

After you find the necessary files and folders, you can use Veeam Backup Enterprise Manager to restore them
from backup with one click. You can choose to restore it to the original location or download it to the local
machine.

IMPORTANT
Consider the following:

e 1-Click file restore capability is available if you have the Enterprise or Enterprise Plus edition.
e 1-Click file restore from a storage snapshot is not supported by Veeam Backup Enterprise Manager.

Restore operations are only available to authorized users according to their security settings. Users with the
Portal Administrator role can restore files both to the original location or download them to the local machine.

For users with the non-administrative roles, you can configure additional restriction settings. For example, you
can prohibit restore operators to download files to the local machine so that they can restore files to the original
location only. Additionally, you can specify the types of files that can be restored by operators (this can be
helpful if you want to limit operators' access to sensitive data). For details, see Configuring Permissions for File
and Application Item Restore.

NOTE
Consider the following:

e If you plan to restore a file from a machine backed up without guest indexing, consider that for
restore operation this machine disk will be mounted directly from the backup in the repository to
the mount server associated with that repository; when restoring from replica, it will be mounted to
the backup server. When restoring from an indexed machine, no interim mount operations are
needed.

e If you want Veeam Backup Enterprise Manager to display symbolic links to folders when browsing
through the machine file system at 1-click file restore, then you should enable indexing in the
backup job for that machine (running Linux or another non-Windows OS).
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Restoring Files to Original Location

In this restore scenario, Veeam Backup Enterprise Manager extracts file system objects (files or folders) from the
backup and restores it to the original production machine. File restore to the original location is the most secure
file recovery method, as the user who initiates the file restore operation in the Veeam Backup Enterprise
Manager web Ul cannot access the file itself.

IMPORTANT
Consider the following:

e This type of restore is only possible if the original machine is powered on and resides in the original
location.

e By default, guest file restore to the original location is performed using the account specified in the
backup job for guest OS access. If it does not have sufficient rights to access the target machine, you
are prompted for the credentials. Specify user account and password, as required. For more
information, see Guest OS Credentials.

To restores objects to the original location, do the following:

1. Find the objects you want to restore. You can select one or multiple objects. For details, see Browsing
Machine Backups for Guest OS Files and Searching for Guest OS Files in Machine Backups.

2. Click Restore and choose how to restore the selected objects:

o If you select Overwrite, the object from the backup will replace the original object on the target
machine.

o If you select Keep, the object from the backup will be restored next to the original object on the
target machine. The restored object will have the _RESTORED <DATE> <TIME> prefix in its name,
where <DATE>_<TIME>is the restore date and time.

o [For Microsoft Windows] If you select Permissions Only, you will restore file (or folder) permissions
that were granted to users and groups to access the object. You can restore permissions only if the
object exists on the target machine.

3. Inthe displayed window, click Yes.
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Veeam Backup Enterprise Manager will start the restore operation and display the progress and result of the
operation in the File Restore History view.
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Downloading Files to Local Machine

You can download file system objects (files and folders) to your local machine. After you choose to download
the objects, Veeam Backup Enterprise Manager interacts with the backup server to extract them from a backup
and saves them to the default download folder on your local machine. If you download a single file, it is also
saved in the $Programbata%\Veeam\Backup\WebRestore folder. Multiple files are packed in a ZIP file
named FLR <date> <time>.zip and stored in the same folder. Veeam Backup Enterprise Manager cleans up
the folder periodically. Files older than 24 hours are automatically deleted. To change the default storage
folder, contact Veeam Customer Support.

To download objects to the local machine, do the following:

1. Find the objects you want to restore. You can select one or multiple objects. For details, see Browsing
Machine Backups for Guest OS Files and Searching for Guest OS Files in Machine Backups.

2. Click Download.
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3. Inthe displayed window, click Yes.
4. Wait for restore session to complete and for the objects to be retrieved from the backup.

5. Inthe File Restore History view, select the restore session from the list.
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6. Onthe Log tab, find the Restored files are available for download record of the session log and click the
download link.
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Working with Restore Lists

If you want to restore multiple file system objects (files or folders), you can add the necessary files to the
restore list and then restore all files at once. Using the restore list helps you prepare for file restore from
different machines and restore points.

Adding Objects to Restore Lists

To add objects to the restore list, do the following:

1. Find the objects you want to restore. You can select one or multiple objects. For details, see Browsing
Machine Backups for Guest OS Files and Searching for Guest OS Files in Machine Backups.

2. Click Add to Restore List.

When a file is added to the restore list, the Pending restore notification appears at the top of the Enterprise
Manager window.
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Restoring Objects from Restore Lists

After you add all objects to the restore list, you restore them. To restore the objects, do the following:
1. Inthe restore list notification, click Pending restore.

2. Inthe Pending Restore window, select check boxes next to files in the restore list that you want to
restore. Use the check box next to the header of the Name column to select all files in the list at once.

If you want to remove a file from the restore list, select the file and click Delete.
3. Click the Restore or Download link to perform the necessary restore operation for the selected files.

4. In the displayed window, click Yes.
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5. [For the download operation] Wait for restore session to complete. In the Log tab of the File Restore
History view, click the download link.

The objects are saved to the default download folder on your local machine.

Multiple files are also saved in a ZIP file named FLR <date> <time>.zip inthe
$ProgramData%\Veeam\Backup\WebRestore folder. Veeam Backup Enterprise Manager cleans up the
folder periodically. Files older than 24 hours are automatically deleted. To change the default storage
folder, contact Veeam Customer Support.

TIP

Veeam Backup Enterprise Manager keeps links for downloaded files in the history for one day. To
download a file that was previously restored:

1. Inthe Files tab, click History.
2. Inthe File Restore History view, select the necessary restore session.
3. Inthe Log tab, click the download link.
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Using Self-Service File Restore Portal to
Restore Machine Guest Files

Veeam Backup Enterprise Manager streamlines delegation of restore capabilities: instead of multiple role
assignments and restore scope fine-tuning, Enterprise Manager administrator can provide users that have local
administratorrights on a Windows machine with a link to Self-Service File Restore Portal — a web Ul that
displays the controls for file-level restore of the protected machines.

This capability is supported by the Veeam runtime process which performs guest system indexing and also
identifies local administrative accounts. Communication with the self-service webpage is performed over the
HTTPS protocol. In particular, such delegation capabilities and self-service web portal can be used in enterprise
deployments to elevate the first line support to perform in-place restores without administrative access.

Before You Begin

NOTE

e This functionality is supported only in the Enterprise Plus edition of Veeam Backup & Replication.

e Self-Service File Restore Portal is available only for users of Microsoft Windows machines. For Linux-
based machines, guest OS file restore is performed in the Veeam Backup Enterprise Manager Ul
under a user account configured in Enterprise Manager. For more information, see Configuring
Accounts and Roles.

e Veeam Backup Enterprise Manager does not support guest OS files restore from storage snapshots.
You can use the Veeam Backup & Replication console instead.

To provide a user account with the ability to access Self-Service File Restore Portal, make sure the following
prerequisites are met:

e The account belongs to the trusted or same domain as the Enterprise Manager server (for the user account
to be resolved to SID). Users from untrusted domains cannot utilize self-restore.

e The account has local administrative rights for the required machine guest OS, local user rights are not
sufficient.

IMPORTANT

A Self-Service File Restore Portal user has access only to restore points created after the user is assigned
with local administrator rights.

Machine restore points will stay available for self-restore to a user account whose local administrative
rights were revoked after the restore point creation until the next restore point is created (then that user
will not be able to access guest files any longer).

Browsing Guest OS Files Through Self-Service Portal

To access the guest files in a machine backup:
1. Start the Self-Service File Restore Portal by clicking its icon in the list of applications or on the desktop.
Alternatively, in the web browser address bar, enter the portal URL, for example:

https://enterprise manager host:9443/selfrestore
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2. Enter the account credentials to log in. Use the DOMAIN|USERNAME format to specify the user name. The
Files tab will open. By default, it displays guest OS files as of the latest restore point of the machine to
which you logged in with local administrative rights.
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3. Toview guest files as of earlier restore point, click the Calendar icon and select the restore point. To view
guest files of another machine (if available to you), use the Search field or the Pick from List link.

4. You can perform all operations supported for machine guest files by Veeam Backup Enterprise Manager.
For more information on file browsing, search and restore, see Browsing Machine Backups for Guest OS
Files, Searching for Guest OS Files in Machine Backups, and Performing 1-Click File Restore.

NOTE

If the Veeam Backup Enterprise Manager server is added to the Veeam ONE monitoring scope, the restore
operations performed with Self-Service File Restore Portal are included in the Restore Operator Activity
report available in Veeam ONE.

If no guest OS files are visible to the user, check the following reasons:

e The backup server that manages the job is not added to the Enterprise Manager infrastructure. For more
information, see Adding Backup Servers.

e The recent backup job data has not been yet collected from the backup server (default time interval is 15
minutes). For more information on how to run data collection manually, see Collecting Data from Backup
Servers.

e The Enable guest file system indexing option is turned off in the machine backup job. Edit the job setting
and restart the job with indexing enabled.

e When the machine restore point was created, the user was not assigned local administrative rights. To
access the guest OS files the user must be a part of the guest OS local administrator group.

If you cannot find your machine from the Pick from List window, you can select the | don't see my machine
option to rebuild a security scope for your user account. Once complete, this action will reveal machines that
were added to your security scope.
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Disabling Self-Service File Restore Portal

You can prevent local administrators from accessing the self-service file restore functionality. You can do it by
disabling Self-Service File Restore Portal. To disable the portal, change the Enterprise Manager registry key. For

more information, contact Veeam Customer Support.
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Application Item Restore

Veeam Backup Enterprise Manager supports item-level recovery directly from backups or replicas. These
backups and replicas must be created with enabled application-aware processing. If you restore a database to its
state as of the certain point in time (not necessarily the restore point, that is, backup or replica), then the job
processing the VM must handle database logs. For more information, see Application-Aware Processing.

With Veeam Backup Enterprise Manager, you can restore the following application items:
e Microsoft Exchange items
e Microsoft SQL Server databases
e Oracle databases

e PostgreSQL instances
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Restoring Microsoft Exchange Items

You can restore Microsoft Exchange items (emails, tasks, calendars) from backups and replicas of Microsoft
Exchange Server machines.

Starting from Veeam Backup Enterprise Manager 12.1 (build 12.1.0.2131), you can restore Microsoft Exchange
items located in different domains. To use this feature, you must be able to provide a specific Microsoft Active
Directory account to restore you data in the necessary domain. For that, select the Prompt for AD account
credentials every time option when configuring Active Directory account settings. For more information, see
Configuring Permissions for File and Application Item Restore.

Before You Begin

Before you restore application items, consider the following considerations and limitations:

e Application item restore is available in the Enterprise and Enterprise Plus editions of
Veeam Backup & Replication.

e Enterprise Manager does not support application item restore from storage snapshots.

e Enterprise Manager users can only restore Microsoft Exchange items to the original location within their
restore scope. Users must also have sufficient permissions to restore application items. Users with the
Portal Administrator role have no limitations. For more information, see Configuring Accounts and Roles.

e You can restore deleted Microsoft Exchange items to the production mailbox only.

e When you restore application items with Enterprise Manager, restore limitations listed in the
Considerations and Limitations section of the Veeam Explorers User Guide are also applied.

Performing Restore

To restore a Microsoft Exchange item to the production Microsoft Exchange Server, take the following steps:
1. Open the Items tab and click Mailbox Items.

2. Inthe Username field, enter the account of Active Directory user whose mailbox you want to restored.

You can leave the Username field empty and click the search icon to display all mailboxes that currently
exist in the production environment, or enter a search criteria.

3. If you have preconfigured a Microsoft Active Directory account for Microsoft Exchange item restore,
Enterprise Manager will use this account for browsing mailbox items and restore. For more information,
see Configuring Permissions for File and Application Item Restore.

If you have not preconfigured the account, specify the following settings in the Mail Server Credentials
window:

a. In the Domain field, enter a name of the domain that the Microsoft Exchange machine belongs to.

b. In the Username field, specify an account name in the following format: DOMAIN|USERNAME. The
account must have necessary permissions. For details, see the Permissions section of the Veeam
Explorers User Guide.

c. Inthe Password field, enter a password of the specified user account.
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d. Select Remember credentials for the current session to use these credentials for all mailbox items
restore operations during the current login session.

Enterprise Manager uses Global Catalog to examine Active Directory database and find the specified user
mailbox, as well as the DNS name for the Exchange Server where the data should be restored. Then it
looks for the VM backup or replica and its restore points.

Mail Server Credentials x

Specify a domain name and administrator credentials.

Domain:

tach

Username:

techvadministrator

Password:

Remember credentials for the current session

4. To specify a restore point from which to restore the database, in the Restore point field, click the calendar
icon and select the necessary date and a restore point created on that date. By default, the latest valid
restore point is selected.

NOTE
Consider the following:

e Restore points on tape are not supported (only those stored in repository can be used).
e If the specified user mailbox does not exist in the restore point, Veeam Backup Enterprise
Manager will display an error message.

5. In the Items section, select the type of item you want to restore:
o Mail
o Calendar
o Contacts

6. Torestore only missing items created or received during a certain period, select the Only restore missing
items created or received <time period> check box and select the period from the drop-down list.

7. Click Restore. Items that meet the specified conditions will be restored to the production Exchange
Server.
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To view a restore session log, click History.
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Restoring Microsoft SQL Server Databases

You can restore a Microsoft SQL Server database by following one of the following scenarios:

Restore to the original location — to restore a Microsoft SQL Server database to the original location with
the same settings.

Restore with custom settings — restore a Microsoft SQL Server database to a new location, or to any
location but with different settings.

Before You Begin

Before you restore application items, consider the following prerequisites:

Application item restore is available in the Enterprise and Enterprise Plus editions of
Veeam Backup & Replication.

Enterprise Manager does not support application item restore from storage snapshots.

Enterprise Manager users can restore items to the original location or a new location within the restore
scope. Users must also have sufficient permissions to restore application items. Users with the Portal
Administrator role have no limitations. For more information, see Configuring Accounts and Roles.

When you restore application items with Enterprise Manager, restore limitations listed in the
Considerations and Limitations section of the Veeam Explorers User Guide are also applied.
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Restore to Original Location

This scenario allows you to restore a Microsoft SQL Server database to the original location.

When performing database restore to the original location, a temporary iSCSI connection is established between
the target Microsoft SQL server (it acts as an iSCSI initiator) and mount server associated with the backup
repository (it acts as an iSCSI target). For that, Veeam opens a TCP port from the port range 3260-3270; it
closes this port after restore session is over.

Consider that user credentials for carrying out the restore procedure will be picked as follows:

1.

Veeam Backup Enterprise Manager tries to use the account specified in the backup job that contains the
Microsoft SQL Server machine or the account you are currently logged in.

2. If this account does not have sufficient rights to perform the restore procedure (for example, in case of
imported backup), you will be prompted to provide the necessary credentials.
The security role specified for this account in Enterprise Manager must allow the user to restore Microsoft
SQL Server databases. For more information, see Configuring Permissions for File and Application Item
Restore.

NOTE

If you restore a database that belongs to an AlwaysOn Availability Group, this database will be restored to
the original server and added to the Availability Group.

To restore a Microsoft SQL Server database, take the following steps:

1.
2.

6.

Open the Items tab and click SQL Database.

In the SQL Server field, enter a name of Microsoft SQL Server hosting the database you need to restore;
use the server name|instance name format.

Alternatively, click the Pick from List link to choose a machine from the list of available Microsoft SQL
Server backups.

From the Database to restore list, select the database you need.

To specify a restore point from which to restore the database, in the Restore point field, click the calendar
icon, and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

For a database backed up with transaction log backup turned on, you can also select the necessary point in
time using the Point in time slider. The slider displays the following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the Microsoft SQL Server machine that
contains the selected database backup. If the previous restore point (server backup) is not found, or
the database backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected database backup. If the
next restore point (server backup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see Microsoft SQL Server Transaction Log
Settings.

In the Restore to section, select the Original location option.
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7. Click Restore.

To view a restore session log, click History.

E@ Dashboard

Reports Jobs Unstructured Data Machines Files Requests ECH\sheila.d.cory Configuration
Mailbox Items SQL Database Oracle Database PostgreSQL Instance
SQL server:
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Database to restore:

istory

Restore point:
= MSsQLO2\ (mssqloz) 3/6/2023 05:07:10 am i) |
o2 Point in time: ®
HR 3 3
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Restore to:

(@) Original location
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- Restore state as of 3/6/2023 05:06:30 am to criginal
Restore
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Restore with Custom Settings

You can use this scenario to restore a Microsoft SQL Server database to a new location, or to any location but
with different settings.

To restore an Oracle database with custom settings, use the SQL Restore wizard.

1. Launch the SQL Restore wizard.
2. Specify a target server.
3. Specify AlwaysOn restore settings.

4. Specify files location.
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Step 1. Launch SQL Restore Wizard

To launch the SQL Restore wizard, do the following:

1.
2.

6.

Open the Items tab and click SQL Database.

In the SQL Server field, enter a name of Microsoft SQL Server hosting the database you need to restore;
use the server name|instance name format.

Alternatively, click the Pick from List link to a machine from the list of available Microsoft SQL Server
backups.

From the Database to restore list, select the database you need. Consider that user credentials for carrying
out the restore procedure will be picked as follows:

a. Veeam Backup Enterprise Manager will try to use the account of the backup job that contains the
Microsoft SQL Server machine.

b. If this account does not have sufficient rights to perform the restore procedure (for example, in case
of imported backup), user will be prompted to provide the necessary credentials.

The security role specified for this account in Enterprise Manager must allow the user to restore
Oracle databases. For more information, see Configuring Permissions for File and Application Item
Restore.

To specify a restore point from which to restore the database, in the Restore point field, click the calendar
icon and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

For a database backed up with transaction log backup turned on, you can also select the necessary point in
time using the Point in time slider. The slider displays the following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the Microsoft SQL Server machine that
contains the selected database backup. If the previous restore point (server backup) is not found, or
the database backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected database backup. If the
next restore point (server backup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see Microsoft SQL Server Transaction Log
Settings.

In the Restore to section, select the Alternative location option.
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7. Click Restore.
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Step 2. Specify Target Server

At the Target Server step of the wizard, specify settings to connect to the target server and the database.

1. In the Target Server section, enter the name of the Microsoft SQL Server or Microsoft SQL Server instance
in the <server IP or FQDN>|<instance name>format, and credentials of the account that will be used to
connect to the target server.

If the SQL Server instance is assigned a custom port, and Microsoft SQL Browser is not running on the
machine, specify the instance port in the following format: <server /P or FQDN>,<port>.

2. Inthe Target Database section, specify the following database connection settings:
a. In the Database field, enter the name of the target database.

b. To use a separate account for connection to the target database, select the Use the following
credentials to access the database check box and specify credentials of the necessary account.

c. To use Microsoft SQL Server authentication when connecting to the database, select the Use SQL
Server authentication check box.

SQL Restore x

T SETE Specify credentials for the target server

Files Target Server
Server Name:

ALPHA

User Name: Passwaord:

tech\administrater || seeeesens

Target Database

Database:

AccountSystem01

I:I Use the following credentials to access the database:
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Step 3. Specify AlwaysOn Restore Settings

The SQL Server Always On step of the wizard is available if the specified target SQL Server supports AlwaysOn
Availability Groups.

At this step of the wizard, you can add the restored database to an Availability Group.

1. Select the Add the database to the following Availability Group check box and select an availability group
from the drop-down list.

2. Inthe Database will be replicated to the following nodes list, review information about the primary and
secondary nodes of the availability group.

During the restore process, Veeam Backup & Replication will restore the database to the primary server
and then replicate it to secondary nodes.

If you do not plan to use the AlwaysOn capabilities when restoring a database, clear the Add the database to the
following Availability Group check box.

SQL Restore x

Target Server Specify Always On cluster restore parameters

SQL Server Always On Add database to the following Availability Group:

Files AONT hd

Database will be replicated to the following nodes:
= Primary
ALPHA
— Secondary
ALPHA_2

ALPHA_3

Previous Mext Cancel
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Step 4. Specify Files Location

At the Files step of the wizard, you can specify paths to database files on the target server. You can specify
separate target locations for the primary database file and secondary database file with logs. Then, click Finish
to start the restore operation.

To view the status of the restore process, on the Items tab, click History.

SQL Restore x

TargetServer Specify the target location for database files

Files Primary database file
chdata\accountsystemdat!.mdf
Secondary database and log files
chdatavaccountsystemlog.Idf
BLOB stores

chdata\filestream

386 | Veeam Backup Enterprise Manager | User Guide



Restoring Oracle Databases

You can restore an Oracle database by following one of the following scenarios:

Restore to the original location — to restore an Oracle instance to the original location with the same
settings.

Restore with custom settings — restore an Oracle instance to a new location, or to any location but with
different settings.

Before You Begin

Before you restore application items, consider the following prerequisites:

Application item restore is available in the Enterprise and Enterprise Plus editions of
Veeam Backup & Replication.

Enterprise Manager does not support application item restore from storage snapshots.
Enterprise Manager does not support application item restore from RMAN backups.

Enterprise Manager users can restore items to the original location or a new location within the restore
scope. Users must also have sufficient permissions to restore application items. Users with the Portal
Administrator role have no limitations. For more information, see Configuring Accounts and Roles.

When you restore application items with Enterprise Manager, restore limitations listed in the
Considerations and Limitations section of the Veeam Explorers User Guide are also applied.
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Restore to Original Location

This scenario allows you to restore an Oracle database to the original location.

When performing database restore to the original location, a temporary iSCSI connection is established between
the target Oracle server (it acts as an iSCSI initiator) and mount server associated with the backup repository (it

acts as an iSCSI target). For that, Veeam opens a TCP port from the port range 3260-3270; it closes this port
after restore session is over.

Consider that user credentials for carrying out the restore procedure will be picked as follows:

1. Veeam Backup Enterprise Manager will try to use the account of the backup job that contains the Oracle
server machine or the account you are currently logged in.

2. If this account does not have sufficient rights to perform the restore procedure (for example, in case of
imported backup), you will be prompted to supply the necessary credentials. Make sure the account has
access to the original machine guest OS (Windows or Linux); if restoring an Oracle 12 Database on
Windows server, then you may need to enter password for Oracle home.

The security role specified for this account in Enterprise Manager must allow the user to restore Oracle
databases. For more information, see Configuring Permissions for File and Application Item Restore.

To restore an Oracle database, take the following steps:
1. Open the Items tab and click Oracle Database.
2. Inthe Server field, enter a name of the Oracle server hosting the database you need to restore.
Alternatively, click the Pick from List link to select a machine from the list of available Oracle backups.
3. From the Database to restore list, select Oracle home and the database you need.

4. To specify a restore point from which to restore the database, in the Restore point field, click the calendar
icon and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

5. For a database backed up with transaction log backup turned on, you can also select the necessary point in
time using the Point in time slider. The slider displays the following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the Oracle machine that contains the
selected database backup. If the previous restore point (server backup) is not found, or the database
backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected database backup. If the
next restore point (server backup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see Oracle Archived Redo Log Settings.
6. Inthe Restore to section, select the Original location option.

7. Click Restore.
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To view a restore session log, click History.
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Restore with Custom Settings

You can use this scenario to restore a PostgreSQL instance to a new location, or to any location but with
different settings.

To restore an Oracle database with custom settings, use the Oracle Restore wizard.
1. Launch the Oracle Restore wizard.
2. Specify a target server.
3. Specify Oracle home settings.

4. Specify database files location.
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Step 1. Launch Oracle Restore Wizard

To launch the Oracle Restore wizard, do the following:
1. Open the Items tab and click Oracle Database.

2. Inthe Server field, enter a name of the Oracle server hosting the database you need to restore.
Alternatively, click the Pick from List link to select a machine from the list of available Oracle backups.

3. From the Database to restore list, select Oracle home and the database you need. Consider that user
credentials for carrying out the restore procedure will be picked as follows:

a. Veeam Backup Enterprise Manager will try to use the account of the backup job that contains the
Oracle server machine, or the account which is currently logged in.

b. If this account does not have sufficient rights to perform the restore procedure (for example, in case
of imported backup), you will be prompted to supply the necessary credentials. Make sure the
account has access to the original machine guest OS (Windows or Linux); if restoring an Oracle 12
Database on Windows server, then you may need to enter password for Oracle home.

4. To specify a restore point from which to restore the database, in the Restore point field, click the calendar
icon and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

5. For a database backed up with transaction log backup turned on, you can also select the necessary point in

time using the Point in time slider. The slider displays the following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the Oracle machine that contains the
selected database backup. If the previous restore point (server backup) is not found, or the database
backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected database backup. If the
next restore point (server backup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see Oracle Archived Redo Log Settings.

6. Inthe Restore to section, select the Alternative location option.
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7. Click Restore.
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Step 2. Specify Target Server

At the Target Server step of the wizard, specify connection settings required to access the target Oracle server.
The set of connection settings depends on the OS type of the target server: Windows or Linux.

Windows-Based Oracle Server

For database restore to a Microsoft Windows server, specify the following connection settings:

1. In the DNS name or IP address field, enter a DNS name or IP address of the target Microsoft Windows
server.

2. Inthe Account and Password fields, specify credentials of the account that will be used for connection
with the target Windows-based Oracle server.

Consider the following:
e The user account must be a member of the local Administrator group and have sysdba privileges.

e The user account must be granted appropriate permissions to access Oracle databases; Read and Write are
minimum required, Full Control is recommended.

e To copy archived logs to the specified server, the user account must be granted sufficient permissions to
access the administrative share.

Oracle Restore X

Target Server Specify credentials for the target Windows server

Target server
Oracle

DNS name or IP address:
Database Files
servdS.tech.local

Specify account to connect to the server with

Account:

administrator

Password:

Linux-Based Oracle Server

For database restore to a Linux server, specify the following connection settings:
1. In the DNS name or IP address field, enter a DNS name or IP address of the target Linux server.

2. Inthe SSH port field, specify a port number of the target Oracle server (by default, port 22 is used).
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3. Inthe Account filed, specify an account under which to connect to the specified server.
4. Inthe Password field, enter the password.
5. If a private key is required to connect to the selected server, do the following:
a. Select the Private key is required for this connection check box.
b. In the Private key filed, specify a key.
To select a key, click Browse and select a key.
c. Inthe Passphrase field, enter the passphrase.

6. If you have specified a non-root account that does not have root permissions on the target server, do the
following.

a. To provide a non-root user with root account privileges, select the Elevate specified account to root
check box.

b. To add the user account to the sudoers file, select the Add account to the sudoers file automatically
check box. In the Root password field, enter the password for the root account.

If you do not enable this option, you will have to manually add the user account to the sudoers file.

c. If the sudo command is not available or may fail on the target Linux server, you have an option to use
the su command instead. To enable the su command, select the Use "su" if "sudo" fails check box and
in the Root password field, enter the password for the root account.

Veeam Backup & Replication will first try to use the sudo command. If the attempt fails, the su
command will be used.

Consider that the user account must be a member of the dba group.

Oracle Restore x
Target Server Specify credentials for the target Linux server
Target server
Oracle
DNS name or IP address: Port:
Database Files
linorcl01 22
Specify account to connect to the server with
Account: Password:

oracle L e

D Private key is required for this connection

Ke

Elevate specified account to root

D Add account to the sudoers file automatically

D Use "su” if "sudo” fails
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Step 3. Specify Oracle Home Settings

At the Oracle step of the wizard, specify Oracle home settings.
1. In the Oracle home field, specify Oracle home.
2. Inthe Global database name field, specify a full name of the database including its network domain.

3. Inthe Oracle SID field, specify the database system identifier.

If a database with the specified SID exists on the target Oracle home, the restore process will delete it and
replace with the database from backup. Thus, before starting the restore process, a message will be
displayed, asking you to confirm the operation.

Oracle Restore x

Target Server Specify Oracle home settings for the target server

Oracle home:
Oracle
OraDB12Home1 hd

Database Files Global database name:

orcl0l.tech.local

Oracle SID:

orclo1
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Step 4. Specify Database Files Location

At the Database Files step of the wizard, specify paths to database files on the target server. Then, click Finish
to start the restore operation.

To view the status of the restore process, on the Items tab, click History.

Oracle Restore X

Target Server Specify location for the database files on the target server

Oracle Control files
CAAPPWADMINISTRATORVORADATANVercl01\CONTROLO1.CTL

Database Files
CNAPPVADMINISTRATORVORADATAVercl01\CONTROLO2.CTL

Data files

CAAPPWADMINISTRATORVORADATANOrCION\SYSTEMO1.DBF
CAAPPWADMINISTRATORVORADATANVCrClO1\PDBSEEDV\SYSTEMO1.DBF
CAAPPUADMINISTRATORVORADATANVOrcl0O1\SYSAUXO1.DBF
CHNAPPVADMINISTRATORVORADATANVOrclO1\PDBSEEDN\SYSAUK01.DBF
CHNAPPWADMINISTRATORVORADATAVCrclO1\UNDOTBS01.DBF
CNAPPVADMINISTRATORVORADATAVerclO1\PDBSEEDVUNDOTBS01.DBF
CMNAPPVADMINISTRATORVORADATAVorclO1\WWSERSO1.DBF
CAAPPVADMINISTRATORVORADATANOrclO1\ORCLPDB\SYSTEMO1.DBF
COAAPPWADMINISTRATORVORADATANOrCIOT\ORCLPDB\SYSAUX01.DBF
CHNAPPVADMINISTRATORVORADATAVCrCIO1\ORCLPDB\UNDOTBS01.DBF

CAAPPAVADMINISTRATORVORADATANOrcl01\ORCLPDB\USERSO1.DBF -
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Restoring PostgreSQL Instances

With Enterprise Manager you can restore PostgreSQL data at the instance level. To restore a PostgreSQL
instance, follow one of the following scenarios:

e Restore to the original location — to restore a PostgreSQL instance to the original location with the same
settings.

e Restore with custom settings — restore a PostgreSQL instance to a new location, or to any location but
with different settings.

Before You Begin

Before you restore a PostgreSQL instance, consider the following prerequisites:

e Application item restore is available in the Enterprise and Enterprise Plus editions of
Veeam Backup & Replication.

e Enterprise Manager does not support application item restore from storage snapshots.

e Enterprise Manager users can restore items to the original location or a new location within the restore
scope. Users must also have sufficient permissions to restore application items. Users with the Portal
Administrator role have no restrictions. For more information, see Configuring Accounts and Roles.

e When you restore application items with Enterprise Manager, restore limitations listed in the
Considerations and Limitations section of the Veeam Explorers User Guide are also applied.
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Restore to Original Location

This scenario allows you to restore a PostgreSQL instance to the original location.

Consider that user credentials for carrying out the restore procedure will be picked as follows:

1.

Veeam Backup Enterprise Manager tries to use the account specified in the backup job that contains the
PostgreSQL machine or the account you are currently logged in.

If this account does not have sufficient rights to perform the restore procedure (for example, in case of
imported backup), you will be prompted to provide the necessary credentials.

For more information on the account roles in Veeam Backup Enterprise Manager that allow a user to
restore PostgreSQL, see Configuring Permissions for File and Application Item Restore.

To restore a PostgreSQL instance to the original location, take the following steps:

1.
2.

7.

Open the Items tab and click PostgreSQL Instance.

In the Server field, enter a VM name where the necessary PostgreSQL instance resides.

Alternatively, click the Pick from List link to select from the list of available PostgreSQL machine backups.
From the Instance to restore list, select a PostgreSQL instance you need.

To specify a restore point from which to restore the instance, in the Restore point field, click the calendar
icon and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

To view a list of databases included in the restore point, click Show databases.

For PostgreSQL instances with transaction log backup turned on, you can also select the necessary point in
time using the Point in time slider. The slider displays the following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the PostgreSQL machine that contains the
selected database backup. If the previous restore point (server backup) is not found, or the database
backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected database backup. If the
next restore point (server backup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see PostgreSQL Archive Log Settings.

In the Restore to section, select the Original location option.

8. Click Restore.
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To view a restore session log, click History.

Reports Jobs Unstructured Data Machines Files Requests ECH\sheila.d.cory Configuration
Mailbox Items SQL Database Oracle Database PostgreSQL Instance
Server:
rhelo1 Q, | Pick from List. 4D History
Instance to restore: Restore point:
B rhelo1 2/9/2023 04:39:36 pm ]

B rheio1:5433 B Show databases

i Emrhelo1:5434

*-Elg rhel01:5435
Point in time:

Restore to

(®) original location

() Alternative location

Restore state as of 2/0/2023 04:44:44 pm to original
Restore
location
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Restore with Custom Settings

You can use this scenario to restore a PostgreSQL instance to a new location, or to any location but with
different settings.
To restore a PostgreSQL instance with custom settings, use the PostgreSQL Restore wizard.

1. Launch the PostgreSQL Restore wizard.
2. Specify a target server.

3. Specify restore settings.

4. Specify location for database tablespaces.
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Step 1. Launch PostgreSQL Restore Wizard

To launch the PostgreSQL Restore wizard, do the following:
1. Open the Items tab and click PostgreSQL Instance.

2. Inthe Server field, enter a VM name where the necessary PostgreSQL instance resides.

Alternatively, click the Pick from List link to select from the list of available PostgreSQL machine backups.
3. From the Instance to restore list, select a PostgreSQL instance you need.

4. To specify a restore point from which to restore the instance, in the Restore point field, click the calendar
icon and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

5. Toview a list of databases included in the restore point, click Show databases.

6. For PostgreSQL instances with transaction log backup turned on, you can also select the necessary point in
time using the Point in time slider. The slider displays the following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the PostgreSQL machine that contains the
selected database backup. If the previous restore point (server backup) is not found, or the database
backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected database backup. If the
next restore point (server backup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see PostgreSQL Archive Log Settings.
7. Inthe Restore to section, select the Alternative location option.

8. Click Restore.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Requests @ TECH\sheila.d.cory v g:c?? Configuration @
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Step 2. Specify Target Server

At the Target Server step of the wizard, specify settings for connection to the target PostgreSQL server.

1. Inthe Target Server section, enter a DNS name or IP address of the target server, as well as an SSH port
(by default, port 22 is used).

2. Specify credentials of the account that will be used to connect to the target server:
a. Inthe Account field, specify the account name.
b. In the Password field, specify the account password.

c. If you want to use a Linux private key for this connection, select the Private key is required for this
connection check box and specify the following private key settings:

i. Inthe Private key field, specify a file that contains a private key.
ii. Inthe Passphrase field, enter the passphrase used to decrypt the private key.

d. If you have specified a non-root account that does not have root permissions on the target server,
select the Elevate specified account to root check box.

The account must have root privileges to mount the backed up file system to mount the backed up
file system to the target server and to communicate with PostgreSQL.

i. To add the user account to the sudoers file, select the Add account to the sudoers file
automatically check box. In the Root password field, enter the password for the root account.

If you do not enable this option, you will have to manually add the user account to the sudoers
file.
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PostgreSQL Restore x

Target Server

Restore Options

Tablespaces

If you plan to use the account to connect to Linux servers where the sudo command is not
available or may fail, you have an option to use the su command instead. To enable the su
command, select the Use "su" if "sudo" fails check box and in the Root password field, enter the

password for the root account.

Veeam Backup & Replication will first try to use the sudo command. If the attempt fails,
Veeam Backup & Replication will use the su command.

Specify credentials for the target Linux server

Target server

DMS name or IP address: Port:

rhelo1 22

Specify account to connect to the server with

Account: Password:

root

D Private key is required for this connection

i+ ]

D Elevate specified account to root

403 | Veeam Backup Enterprise Manager | User Guide



Step 3. Specify Restore Settings

At the Restore Settings step of the wizard, specify instance folder and instance port.

1. In the Data directory field, specify a path to the directory where the restored instance data will be stored.

2. Inthe Instance port field, specify a TCP port that will be used to connect to the instance.

3. Select one of the following post-restore actions that the PostgreSQL server must take after the instance is
restored. For more information, see the Specify Post-Restore Action section of the Veeam Explorers User

Guide.

o Select Promote the instance to accept connections once the recovery is completed to make the

PostgreSQL instance available for connections.

o Select Pause the recovery process and keep the instance in a recovery mode to make the PostgreSQL

instance run but not accepting incoming remote TCP connections.

o Select Shut down the instance once recovery is completed to make the PostgreSQL instance stop

upon recovery.

PostgreSQL Restore x

Target Server Specify PostgreSQL instance restore settings and the data directory path

) Data directory:
Restore Options

fvar/lib/pgsgl/13/data

Tablespaces Instance port:

Ea

5436 -

Post-restore actions:

() Promote the instance to accept connections once the recovery is completed
i:_.:il Pause the recovery process at the end and keep the instance in & recovery mode

E::) Shut down the instance once the recovery is completed

Previous Cancel
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Step 4. Specify Tablespaces

At the Tablespaces step of the wizard, enter paths of directories where database tables will be stored. Then,
click Finish to start the restore operation.

To view the status of the restore process, on the Items tab, click History.

PostgreSQL Restore x

Target Server Specify a location for tablespaces
Restore Options backup
Mvarflin/pgsgl/tblspaced
Tablespaces
docs
Mvarflin/pgsgl/tblspaces

sales

Mvarflin/pgsgl/tblspaced

Previous Finish Cancel
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Support for Veeam Agents

Veeam Backup Enterprise Manager allows you to browse and restore guest OS files and application items from
backups created with the following Veeam Agents:

Veeam Agent for Microsoft Windows

Veeam Agent for Linux (Veeam Agent for Linux on Power is not supported)
Veeam Agent for Mac

Veeam Agent for Oracle Solaris

Veeam Agent for IBM AIX

NOTE

File restore from backups of Veeam Agent for Mac, Veeam Agent for Oracle Solaris and Veeam Agent for
IBM AIX to the original location is not available.

Before you start browsing or restore, check the following prerequisites:

You have the Enterprise or Enterprise Plus edition of Veeam Backup & Replication.

For 1-Click restore of guest OS files and for restore of application items, you must have the Server edition
of Veeam Agents. For more information, see Product Comparison.

NOTE

Starting from version 12.1 (build 12.1.0.2131), you can manage both Veeam Agent backup jobs managed by
Veeam Agent and Veeam Agent backup jobs managed by the backup server. For more information on
Veeam Agent backup jobs and policies, see the Working with Veeam Agent Backup Jobs and Policies
section of the Veeam Agent Management Guide.
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Guest File Browsing and 1-Click Restore

If you have Veeam Backup & Replication and Veeam Agent that both meet the prerequisites, you can browse,
search and restore guest OS files from the backups created by Veeam Agent.
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Preparing for File Browsing and Restore

You can browse and restore files from a backup of a physical server created by Veeam Agent with or without
enabling guest OS file indexing. Take some preparatory steps for the server processed by Veeam Agent:

e Preparing for restore from a Windows Server backup

e Preparing for restore from a Non-Windows Server backup

Windows Server

Preparing Backup

You can restore files from a backup of a physical Windows server created with or without indexing.
To prepare a backup with guest file indexing:

1. Enable guest file system indexing on the Guest Processing step of the backup job wizard. For details, see
the File Indexing section of the Veeam Agent for Microsoft Windows User Guide.

2. Run the backup job with guest file system indexing enabled.

3. Make sure the indexing data is imported to the Veeam backup database, and catalog replication is
completed successfully. For details, see the Performing Catalog Replication and Indexing section.

If you restore files from an indexed guest OS, you do not need to mount the restore point for browsing purposes
— file hierarchy is presented using the index. The restore point will be only mounted once (during 1-Click file
restore process itself) — to the mount server associated with backup repository where Veeam Agent backups are
stored.

Alternatively, you can process the backups created without guest file system indexing — for example, if indexing
was disabled at restore point creation time, or if indexing operation failed. For such a server, its selected restore
point first will be mounted (for the browsing and search purposes) to the Veeam backup server integrated with
Veeam Agent. After you locate the necessary file and initiates 1-Click file restore, the restore point will be
mounted to the mount server associated with the repository.

Other Prerequisites

During guest file restore to the original location, you are prompted for the credentials to access the target
Windows server. Enter a user name and password; make sure that the account has sufficient access rights.

Non-Windows Server

Preparing Backup

You can restore files from a backup of a physical server created with or without indexing.

NOTE

Veeam Agent for Mac does not support file system indexing.
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To prepare a backup with guest file indexing:

1. Check for the following utilities to be installed on the server: mlocate, gzip, and tar. These utilities are
required for file indexing. When you enable file indexing, Veeam Agent will prompt you to deploy them in
case they are not found.

2. Enable guest file system indexing in the backup job settings.

For more information, see the File System Indexing section of the following guides:
o Veeam Agent for Linux User Guide
o Veeam Agent for Oracle Solaris User Guide
o Veeam Agent for IBM AIX User Guide
3. Run the backup job with guest file system indexing enabled.

4. Make sure the indexing data is imported to Veeam backup database, and catalog data replication is
completed successfully. For more information, see Performing Catalog Replication and Indexing.

Whether you restore from a backup with or without guest file indexing, prepare a machine to operate as a helper
host or helper appliance.

Preparing Helper Host or Helper Appliance

When restoring guest OS files, Veeam Backup & Replication mounts machine disks from the backup or replica to
a mount server (helper host or helper appliance). For the mount server, you can use a machine running on
VMware or Microsoft Hyper-V. You specify mount server settings on the backup server when you configure a
backup job for the machine. These settings are saved in the Veeam Backup & Replication database on per-user
basis. The settings are applied each time the user starts file-level restore. For more information on the helper
host and helper appliance, see the Restore from Linux, Unix and Other File Systems section of the

Veeam Backup & Replication User Guide.

When you start guest OS file restore from Veeam Backup Enterprise Manager, the mount server settings are
obtained from the configuration database of the backup server. If no helper host or helper appliance
configuration is found for the user account, Veeam Backup & Replication uses the configuration set during the
latest file-level restore performed on the backup server. Thus, before you start file-level restore from
Enterprise Manager, make sure the mount server settings are configured on the backup server with which
Veeam Agent is integrated.

NOTE

If you plan to deploy multiple helper appliances to restore machines backed up by Veeam Agents
integrated with different backup servers, their initial configuration must be performed on the backup
servers. Centralized configuration from Veeam Backup Enterprise Manager is not supported.

Other Prerequisites

1. Make sure that the DNS name of the target (original) server where you plan to restore the files is resolved
properly.

2. During guest file restore to the original location, you are prompted for the credentials to access the target
server. Specify a user name and password or private key for the account with sufficient access rights.
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Browsing and Restore Procedures

To browse guest OS files in a physical server backup:
1. In the Enterprise Manager main window, click the Files tab.

2. Select a necessary server. You can type in a server name or pick it from the list. Note that server icons
indicate server OSes.

Select Object X

Q Y Type (al) ) Refresh

|':_'|"_I apache02
B appsrvoo1
|:'_|*_| crmO1

|':_'|"_I dbserverdl
131 desktop03
El= FILESRVO1
|':_'|"_I filesrv04
El- FILESRVD4
|':_'|"_I Sandbox01
E:- srvl 2.tech.local
|:'_|*_| websrv02

'ﬁj Wisrv12\share (Shared Files Backup)

Select Cancel

3. If the server is backed up without guest indexing, click Mount Backup and wait for the process to
complete.

4. In the Restore point field in the top left corner of the Files tab, select a necessary date of backup and a
restore point. Note that the dates when backup of the selected server was performed are highlighted in
the calendar.

5. Tosearch for a file, take the steps similar to the Searching for Guest OS Files in Machine Backups
procedure.

6. Torestore a file, take the steps similar to the Performing 1-Click File Restore procedure.
NOTE

File restore from backups of Veeam Agent for Mac, Veeam Agent for Oracle Solaris and Veeam Agent for
IBM AIX to the original location is not available.

IMPORTANT

When restoring files to the original location, you are prompted for user credentials to the target machine.
Make sure the account you provide has sufficient access rights.
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Application Item Restore

If your Veeam Backup & Replication is integrated with the Server edition of Veeam Agent, and other
prerequisites are met, you can use the backups of the physical application servers (Microsoft SQL Server and
Microsoft Exchange Server) to restore the necessary application items.

To restore application items, take the steps described in the following sections:
e Restoring Microsoft Exchange Items

e Restoring Microsoft SQL Server Databases
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Managing Encryption Keys

Veeam Backup Enterprise Manager provides you with an alternative way for data encryption. It lets you decrypt
the data if you have lost or forgotten the password used for data encryption or if a KMS server used for data
encryption is not available. For more information on the concept, terms and procedures of data encryption, see
the Data Encryption section of the Veeam Backup & Replication User Guide.

NOTE

Decryption of KMS server keys is supported starting from Veeam Backup Enterprise Manager version 12.1
(build 12.1.0.2131).

For encryption, Veeam Backup Enterprise Manager uses an Enterprise Manager keyset — a pair of matching keys:

e Public Enterprise Manager key encrypts storage keys on backup servers connected to Veeam Backup
Enterprise Manager.

e Private Enterprise Manager key decrypts storage keys in case a password for encrypted backup or tape is
lost.

To let Veeam Backup & Replication encrypt and decrypt data with Enterprise Manager keys, make sure
Enterprise Manager keys are enabled in Veeam Backup Enterprise Manager.

To enable Enterprise Manager keys, do the following:
1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.
2. On the Key Management tab, select the Enable encryption password loss protection check box.
3. To save the changes, click Save.

During Veeam Backup Enterprise Manager installation, the setup automatically generates an Enterprise Manager
keyset. You can perform the following operations with Enterprise Manager keysets using Enterprise Manager:

e Generate a new Enterprise Manager keyset

e Activate an Enterprise Manager keyset

e Specify retention settings for an Enterprise Manager keyset
e Export and import an Enterprise Manager keyset

e Delete an Enterprise Manager keyset
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Generating Enterprise Manager Keyset

For safety's sake, periodically generate a new pair of Enterprise Manager keys. Regular change of encryption
keys raises the encryption security level.

Enterprise Manager keys are created in the inactive state. To make the keys active and use them for encryption
and decryption, you need to activate the keys.

To generate a new Enterprise Manager keyset:
1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.

2. On the Key Management tab, in the Managed keys section, click Generate.

3. Inthe Hint field, enter a description for the created keyset. The keyset description will help you to
distinguish the created keyset in the list. Click the Generate button when ready.

Dashbeard Reports Jobs Policies Unstructured Data Machines Files ltems Reguests (*) TECH\sheila.d.cory
@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History
i Backup Servers s
B vCenter Servers Enable encryption password loss protection
W Self-service
Managed keys

(@© sessions
2 rol 8 Password Recovery ‘ REEEETl  Generate Keyset x T Refresh ‘ A Export

oles
3¢ Settings S Hine Active

New keyset

2 Licensi 10/26/2020 10:00:24 pm ves

icensing
A nNotifications
@ About

Key retention settings

[] Key retention period 4 O weeks

Auto-generate new keys
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Activating Enterprise Manager Keyset

Active Enterprise Manager keys are the keys that are currently used in the encryption process. After you create a
new keyset, you need to activate it. As a result of activation, Veeam Backup Enterprise Manager performs the
following actions:

e Public Enterprise Manager key is propagated to all Veeam backup servers connected to Veeam Backup
Enterprise Manager.

e Private Enterprise Manager key remains on Veeam Backup Enterprise Manager and marked as active.
You can activate a keyset manually. For that, do the following:
1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.

2. On the Key Management tab, in the Managed keys section, select an inactive keyset in the list and click

E@ Dashbeard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @
@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History
# Backup Servers
B vCenter Servers Enable encryption password loss protection
W Self-service
Managed keys
(@® Ssessions
2 rol [ Password Recovery =+ Generate N Import O Activate ¥ Delete Key T Refresh A Export
oles
Y€ Settings Created 4+  Hint Active
) 2742021 03:19:52 am New keyset No
@ Licensing
1/26/2021 02:45:55 am Automatically generated key set 1/25/2021 3:45:52 PM Ves
A Notifications
@ About
Key retention settings.
[] key retention period 4 weeks

Note that manual activation can be performed for any keyset in the list (generated manually or automatically).

If you want your automatically generated keysets to be activated automatically upon creation, then you should
configure the retention policy settings. For more information, see Specifying Retention Settings for Enterprise
Manager Keyset.

NOTE

Consider that manually generated keysets will require manual activation.
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Specifying Retention Settings for
Enterprise Manager Keyset

In some cases, government regulations and internal company policies require that you regularly change
encryption keys. The shorter is the lifetime of an encryption key, the smaller amount of data is encrypted with
this key and the higher is the level of encryption security.

Lifetime of Enterprise Manager keys is controlled by a key retention period. The key retention period defines for
how long Enterprise Manager keys must remain in effect and must be used for encryption and decryption.

You can specify a retention period for an Enterprise Manager keyset.

To specify retention policy for Enterprise Manager keys:
1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.
2. On the Key Management tab, in the Managed keys section, select the necessary options:

o If you want to set a retention period for Enterprise Manager keysets, select the Key retention period
check box and specify the number of weeks for which Enterprise Manager keys must remain in effect
(default is 4 weeks). After the retention period is over, and with key auto-generation is turned off, a
user will receive a notification email and should then manually create and activate a new keyset. After
a new keyset is ready, old keyset is marked as inactive.

o If you want Veeam Backup Enterprise Manager to automatically generate a new keyset, select the
Auto-generate new keys check box. After the current keyset expires, Veeam Backup Enterprise
Manager will automatically generate a new keyset and mark it as active. During the next data
synchronization session, Veeam Backup Enterprise Manager will propagate the newly created public
Enterprise Manager key to all connected Veeam backup servers. The private Enterprise Manager key
will remain on Veeam Backup Enterprise Manager and will be used for data decryption.

3. Click Save to save the settings.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests ® TECH\sheila.d.cory v ®
@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History
% Backup Servers Save @ Changes have not been saved yet
B vCenter Servers Enable encryption password loss protection
W Selfservice
Managed keys
(@® Sessions
2 ro {5 Password Recovery =+ Generate \) import & Activate 3 Delete Key T Refresh A export
oles
& settings Created 4+ Hint Active
27472021 03:19:52 am New keyset No
@ Licensing
1/26/2021 02:45:55 am Automatically generated key set 1/25/2021 3:45:52 PM Yes
A Notifications
@ About
Key retention settings.
y y ~
Key retention period | 4 | weeks
Auto-generate new keys
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Exporting and Importing Enterprise
Manager Keyset

It is important to regularly back up your Enterprise Manager keys or save their copies in a safe place. If you lose
a password for an encrypted backup or tape, you can unlock this backup or tape with the private Enterprise
Manager key and the Enterprise Keys Restore wizard.

However, in some situations, a matching private Enterprise Manager key may be not available. This can happen,
for example, if your Veeam Backup Enterprise Manager database has failed or you use a new installation of
Veeam Backup Enterprise Manager and a new database. In this case, Veeam Backup Enterprise Manager will not
find a matching private Enterprise Manager key in the database and will be unable to unlock the backup or tape
encrypted with the public Enterprise Manager key.

You can create a backup copy of an Enterprise Manager keyset with the export operation in Veeam Backup
Enterprise Manager. The exported keyset is saved as a file of the PEM format and contains private and public
Enterprise Manager keys. You can save the exported keyset on the local disk or on a network share. An exported
keyset can be imported back to Veeam Backup Enterprise Manager any time you need.

To export a keyset:
1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.

2. On the Key Management tab, in the Managed keys section, select a keyset you want to back up and click
Export.

3. Save the resulting PEM file on the local disk or in a network shared folder.
To import a previously exported keyset:

1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.
On the Key Management tab, in the Managed keys section, click Import.

Click Browse next to the File field and select a previously exported keyset.

AW

In the Hint field, Veeam Backup Enterprise Manager displays a hint that you provided when creating the
imported keyset.

5. Click Import.

When you import a keyset, it is saved to the Veeam Backup Enterprise Manager database and displayed in the
keyset list in Veeam Backup Enterprise Manager.
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NOTE

An imported keyset has the Inactive state. You must activate it to be able to use the keys from the keyset
for backup encryption (for restore procedures, activation is not necessary). For more information, see

Activating Enterprise Manager Keyset.

Import Keyset b4

Hint

My favorite author

File
Browse
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Deleting Enterprise Manager Keyset

You can delete an Enterprise Manager keyset in case it is no longer needed.

Only keys in the Inactive state can be deleted. You cannot delete keys that are currently active.

To delete a keyset:

1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.

2. On the Key Management tab, in the Managed keys section, select the necessary keyset in the list and click
Delete Key.

IMPORTANT

It is strongly recommended that you export a keyset before you delete it. If you delete a keyset and do not
make its backup copy, you will not be able to restore data from a backup or tape encrypted with keys from
this keyset in case a password is lost. For more information, see Exporting and Importing Enterprise

Manager Keyset.
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Handling Password Recovery Requests

When an encrypted backup file or tape media is imported on a backup server, a user key with password or a KMS
server key is required to decrypt the data. However, the password can be lost or forgotten, or the KMS server
may not be available. Veeam Backup Enterprise Manager lets decrypt such backups.

NOTE

Decryption of KMS server keys is supported starting from Veeam Backup Enterprise Manager version 12.1
(build 12.1.0.2131).

To decrypt your data, use the Password Recovery wizard within the following context:

1. In Veeam Backup & Replication, you generate a request message for password restore. For more
information, see the Create Request for Data Restore section of the Veeam Backup & Replication User
Guide.

2. InVeeam Backup Enterprise Manager, you start the Password Recovery wizard by clicking the Password
Recovery button in Configuration > Key Management, and insert the text of the request to the wizard.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests (é/) TECH\sheila.d.cory v

@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History

] Backup Servers © Changes have not been saved yet
vCenter Servers Enable encryption password loss protection

Self-service Password Recovery
Managed keys

Paste challenge request provided by the restore wizard

Sessions Challenge Request

& Password Recoves Gener. Refresh Export
«E1 Yy P

Roles Verify Request

N Created Active
Settings Response

. . 2/4/2021 03:19:52 am No
Licensing

1/26/2021 02:45:55 am Yes

Notifications

@ B ® X B O T B

About

N import from File

Key retention settings

Auto-generate new keys

3. Veeam Backup Enterprise Manager finds a matching public backup server key in Veeam Backup Enterprise
Manager database and decrypts the signature with this key.

4. The wizard decrypts storage keys with the private Enterprise Manager key available on Veeam Backup
Enterprise Manager, and generates a response. The response represents a text document and contains
decrypted storage keys. Consider that the response is also encrypted and can be used only on the backup
server where the request was issued.

5. Then you can send the response back to requester, for example, by email. The requester will input this
response to the Enterprise Keys Restore wizard on the Veeam backup server where the request was
issued; Veeam Backup & Replication will process the response, retrieve the decrypted storage keys and
use them to unlock encrypted backups or tapes and retrieve their content.
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IMPORTANT

In case your organization encrypts configuration backups of a backup server, and you want to be able to
serve password restore request for these backups, ensure the original backup server and its public key
(used for configuration backup encryption) are present on the Enterprise Manager server by the moment
you receive such a request. Consider the following:

e If a backup server is removed from Enterprise Manager, its public key will be deleted from the
Enterprise Manager database.

e If a new configuration database is created on a backup server, then a new public key will be
automatically generated for that backup server on Enterprise Manager, replacing its existing key.

For details on Enterprise Manager keysets, encryption passwords and password restore, see the Data Encryption
section of the Veeam Explorers User Guide.
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Working with Virtual Lab Requests

The Requests tab allows you to create, approve and reject virtual lab requests, as well as prolong the time of
virtual lab running which are part of the Veeam Universal Application-ltem Recovery (or U-AIR) process. The
procedures are described in the following sections:

e Creating Virtual Lab Requests
e Approving Virtual Lab Requests

For more information, see Veeam Universal Application Item-Level Restore User Guide.
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Creating Virtual Lab Requests

Users with the Portal Administrator role can create Virtual Lab requests directly from the Enterprise Manager
web Ul. For more information on roles, see Configuring Accounts and Roles.

Requests that are created in Enterprise Manager are approved automatically.
You can create a Virtual Lab request for VMs from the following sources:
e VM backups
e VM replicas
e Storage snapshots
To create a Virtual Lab request:
1. Loginto Veeam Backup Enterprise Manager using an administrative account.
Go to the Requests tab.

To open the New Lab Request wizard, click the Create link in the top left corner.

ISV

At the Lab Request step of the wizard, specify a name or IP address of the VM you need and other request
settings.

By default, lab usage duration is 30 minutes. If necessary, change this value. Optionally, specify a
description for your request.

New Lab Request X

Select machine to put in the virtual lab

Lab Request
Backup Machine: apache02
Issued by: TECH\sheila.d.cory
Restore Point
Date: 03:45 pm - 02/04/21 ﬁ
SureBackup Job -
Required Duration: | 30 o min
5 -
ummary Description:

Cancel edits
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5. At the Backup step of the wizard, you can select the backup or replica to restore the VM from (if the VM is
included in more than one job).

New Lab Request X

Lab Request Select backup to use if machine is processed by more than one job

Machine Backup server Type Restore points
Backup

apache02 enterprise05.tech.local Replica 3
Restore Point

SureBackup Job

Summary

6. At the Restore Point step, select the restore point when the application was in the desired state. By
default, Enterprise Manager will display restore points closest to the latest backup.

If you want to display all restore points that are available for the selected backup, select the Show all
available restore points check box.

New Lab Request X

Select date and time to restore machine to
Lab Request

Backup date
Backup

2/4/2021 01:51:58 am
Restore Point

12/9/2020 03:17:46 am

SureBackup Job

Summary

I:I Show all available restore points
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7. At the SureBackup Job step, select one of existing SureBackup jobs that you want to run to create an
isolated sandbox in which the selected machine should be started. The application group and virtual lab
used by this SureBackup job will be displayed in the Selected Job details section.

By default, the list of jobs displays only those jobs that contain the selected machine. If you want to
display all SureBackup jobs that were created, select the Show all available SureBackup jobs check box.

New Lab Request X

Lab Request Select SureBackup job to use for provisioning the lab. The job must contain required machine

Job name Job state
Backup

SureBackup Job Stopped
Restore Point

SureBackup Job

Summary

Selected Job details

Application group:
Virtual Lab:

I:‘ Show all available SureBackup jobs

8. At the Summary step, review the settings you have configured for the virtual lab and click Finish.
Veeam Backup & Replication will perform verification of the selected restore point.

New Lab Request X

Please review the lab request settings

Lab Regquest

Virtual machine:  apache02
Backup

Point date: Thursday, February 4. 2021

) SureBackup job:  SureBackup Job 1

Restore Point
Verified status: Success

SureBackup Job

Summary
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Approving Virtual Lab Requests

When a user submits a request for a virtual lab through Universal Recovery Wizard or Virtual Lab Manager, the
request is passed to Enterprise Manager and displayed on the Requests tab. Administrators working with Veeam
Backup Enterprise Manager can approve submitted lab requests, reject them or prolong the time for which a
requested virtual lab should be up.

IMPORTANT

To work with lab requests, the user must have the Portal Administrator role assigned in Veeam Backup
Enterprise Manager. For more information, see Configuring Accounts and Roles.

To approve a lab request, select it in the list and click Approve. Then follow the Edit Lab Request wizard steps:

1. At the Lab Request step of the wizard, you can review and, if necessary, edit the virtual lab request (for
example, change the time interval for which the lab should be up). To edit virtual lab request data, click
the Edit request link at the bottom.

2. At the Backup step of the wizard, select a backup from which you want to restore items. Enterprise
Manager scans all Veeam backup servers connected to it, searches for all backups with the machine
specified at the previous step of the wizard, and displays these backups in the list.

3. At the Restore Point step of the wizard, select the restore point when the application was in the desired
state. The list of restore points is formed depending on the choice the user made when submitting the
virtual lab request. For example, if the user selected the Last Friday night backup option when creating
the request, Enterprise Manager will display restore points created on the last Friday night, and a number
of restore points closest to the matching point. If you want to display all restore points that are available
for the selected backup, select the Show all available restore points check box.

4. At the SureBackup Job step of the wizard, select one of existing SureBackup jobs that you want to run to
create an isolated sandbox in which the selected machine should be started. The application group and
virtual lab used by this SureBackup job will be displayed in the Selected Job details section.

By default, the list of jobs displays only those jobs that contain the selected machine. If you want to
display all SureBackup jobs that were created, select the Show all available SureBackup jobs check box.

5. At the Summary step of the wizard, review the settings you have configured for the virtual lab and click
Finish. Veeam Backup & Replication will perform verification of the selected restore point.

If the specified SureBackup job is already running, Veeam Backup Enterprise Manager will check the restore
point to which machines from the application groups are started. If the point does not correspond to the point
selected, Enterprise Manager will display a warning. In this case, you may need to start the SureBackup job to an
earlier point in time to make sure the items you need are available there. To do this, open Veeam Backup &
Replication console, and right-click the necessary SureBackup job and select Start job to from the shortcut
menu.

If the SureBackup job is not running, Enterprise Manager will launch the selected SureBackup job, start the
virtual lab and run the machine with the necessary application to the restore point selected.
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vSphere Self-Service Backup Portal

Veeam Backup & Replication allows backup administrators to delegate VM backup and restore operations to
VMware vSphere users. For that, Veeam Backup & Replication offers the vSphere Self-Service Backup Portal — a
web tool based on Veeam Backup Enterprise Manager. With vSphere Self-Service Backup Portal, users can
create and manage backup jobs that process vSphere VMs and restore data from backups created with these
jobs. All operations are performed from the web Ul without the need to deploy the Veeam Backup & Replication
console on the user machine.

To define what VMs vSphere users can back up and restore, Veeam Backup Enterprise Manager offers the
concept of delegation mode. The delegation mode specifies conditions that must be met to allow a user to add a
VM to the backup job. The administrator can choose from 3 delegation modes based on vSphere tags, vSphere
roles or VM privileges. For more information, see Configuring Delegation Mode.

In terms of vSphere Self-Service Backup Portal, a vSphere user that works with the portal is considered a tenant.
To access the portal, a tenant uses the tenant account created by the Enterprise Manager administrator. The
administrator can create tenant accounts for a separate vSphere user and a group of users. The tenant account
settings define storage quota available to the tenant on the backup repository and settings for backup jobs
created by the tenant. For more information, see Managing Tenant Accounts.

To simplify backup job management for tenants, advanced job settings (such as backup settings and storage
settings) are automatically populated from job templates. The administrator can assign a separate template to
each tenant account.

When working with vSphere Self-Service Backup Portal, you can perform the following tasks:
e Administrator tasks

e Tenant tasks

Administrator Tasks

To let tenants work with vSphere Self-Service Backup Portal, the Veeam Backup Enterprise Manager
administrator performs the following tasks:

1. Configures the delegation mode

The default delegation mode allows tenants to access VMs with the VirtualMachine.lnteract. Backup
privilege. The administrator can change the delegation mode, if necessary.

2. Creates and manages tenant accounts

By default, Veeam Backup Enterprise Manager offers a group tenant account for users of the domain that
includes the Enterprise Manager server. Each user can access the portal and use a 30 GB quota on the
default backup repository to create VM backups. Users can create backup jobs with default advanced
settings and custom schedule. The administrator can edit settings of the default account and create other
accounts to configure granular access to storage quotas and backup settings.
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NOTE

Administrators perform tasks with vSphere Self-Service Backup Portal using the Self-service section in the
Configuration view of the Enterprise Manager Ul. If a VMware Cloud Director server is added to your Veeam
backup infrastructure, the working area of the Self-service tab will display two inner tabs: vSphere and
Cloud Director. To work with vSphere Self-Service Backup Portal, make sure the vSphere tab is opened.
The Cloud Director tab is used to manage configurations of VMware Cloud Director organizations. For more
information, see Veeam Self-Service Backup Portal for Cloud Director.

The vSphere tab is not displayed if all your vCenter Servers are added as part of VMware Cloud Director
infrastructure and you do not have any tenant accounts that were previously added for one of the vCenter
Servers.

Tenant Tasks

Tenants access the vSphere Self-Service Backup portal using the portal URL obtained from the Veeam Backup
Enterprise Manager administrator. Tenants can log in to the portal under a domain user account or single sign-
on account. For more information, see Accessing Portal.

Tenants can use the portal to work with vSphere VMs that are available to them according to the selected
delegation mode. VM backup settings are defined by the properties of the tenant account.

Tenants can use vSphere Self-Service Backup Portal to perform the following operations:
e Create and manage backup jobs that process vSphere VMs.
e View VM backup statistics.
e Restore vSphere VMs to the original location.
e Restore files from indexed and non-indexed guest OS file systems of vSphere VMs.
e Perform item-level restore for Microsoft SQL Server and Oracle databases.

For more information, see Using vSphere Self-Service Backup Portal.

427 | Veeam Backup Enterprise Manager | User Guide



Configuring Delegation Mode

To define what VMs the tenants of vSphere Self-Service Backup Portal can back up and restore, the Enterprise
Manager administrator can configure the delegation mode. The delegation mode specifies conditions that must
be met to allow a tenant to add a VM to the backup job.

Before you configure the delegation mode, make sure the following requirements are met:

If you have configured a single sign-on service to access vSphere Self-Service Backup Portal, you must use
the delegation mode based on vSphere tags only. For more information on single sign-on, see SAML
Authentication Support.

The vSphere tab is not displayed if all your vCenter Servers are added as part of VMware Cloud Director
infrastructure and you do not have any tenant accounts that were previously added for one of the vCenter
Servers.

To configure the delegation mode, take the following steps:

1.

2.
3.

6.

Log in to Veeam Backup Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.

In the Configuration view, select the Self-service section.

The Self-service section is available if you have added to Enterprise Manager at least one backup server
with a vCenter Server as part of its infrastructure.

If a VMware Cloud Director server is added to your backup infrastructure, make sure that the vSphere tab
is selected.

In the Delegation Mode window, select a delegation mode:

o VSphere tags — to allow tenants to work with VMs to which the specified tags are assigned. If you
select this option, you must specify the necessary tags in the properties of the tenant account. You
can specify tags for each tenant account individually. For more information, see Adding Tenant
Account and Editing Tenant Account.

o vSphere role — to allow tenants to work with VMs that are available to the specified vSphere role.
To specify a vSphere role:

i. Next to the vSphere role option, click Select Role.

Alternatively, if you have already selected a role before, click the name of the currently selected
role.

ii. Inthe Select Role window, select the required vSphere role.
iii. Click OK.
o VM privilege — to allow tenants to work with VMs for which they have the specified vSphere privilege.
To select a vSphere privilege:

i. Inthe VM privilege field, click the name of the currently selected privilege. By default, the
VirtualMachine./nteract. Backup privilege is selected.

ii. In the Select Privilege window, select the required privilege.
iii. Click OK.
Click OK.
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NOTE

If you change the delegation mode when tenants already work with vSphere Self-Service Backup Portal,
tenants can lose access to VMs that were available to them according to the original delegation mode.
Make sure that the necessary tags, roles or privileges are configured in VMware vSphere.

Delegation Mode x

ié) vSphere tags

Users can manage all Vs with tags specified in the
corresponding self-service configuration.

'ﬁ::) vSphere role: Select Role.
Users can manage all VMs for which they have the specified
wSphere role assigned.

() VM privilege: Select Priv

i+

e,

Users can manage all VMs for which they have the specified

wSphere permission.
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Managing Tenant Accounts

Veeam Backup Enterprise Manager offers the following types of vSphere Self-Service Backup Portal tenant

accounts: User, Group, External User and External Group.

User AD user By specifying a user name and
password

Group AD group By specifying a user name and
password

External User IdP user By using single sign-on*

External Group IdP group By using single sign-on*

DOMAIN|Username

Domain is optional

DOMAIN|Groupname

Domain is optional

Username@>Suffix

Free-form string

* For more information on the single sign-on capability, see SAML Authentication Support.

NOTE

You cannot create a vSphere Self-Service Backup Portal tenant account for a local user account.

Veeam Backup Enterprise Manager administrators can perform the following tasks with the tenant accounts:

e Add a new tenant account
e Edit an already created tenant account
e Export a report on the created tenant accounts

e Remove a tenant account
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Adding Tenant Account

Veeam Backup Enterprise Manager offers the default Domain Users account for vSphere Self-Service Backup
Portal tenants. It is a group account that includes all users from the Enterprise Manager server domain. To
configure granular access to storage quotas and backup settings, the Enterprise Manager administrator can add
new tenant accounts.

Before you add a tenant account, consider the following:

If you plan to provide a user with access to vSphere Self-Service Backup Portal only, and not to the main
Enterprise Manager Ul, you do not need to configure an account for this user on the Roles tab of the
Configuration view.

The vSphere tab is not displayed if all your vCenter Servers are added as part of VMware Cloud Director
infrastructure and you do not have any tenant accounts that were previously added for one of the vCenter
Servers.

To add a tenant account for vSphere Self-Service Backup Portal:

1.

2.

Log in to Veeam Backup Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration in the top right corner.

In the Configuration view, select the Self-service section.

The Self-service section is available if you have added to Enterprise Manager at least one Veeam backup
server with a vCenter Server as part of its infrastructure.

If a VMware Cloud Director server is added to your Veeam backup infrastructure, make sure that the
vSphere tab is selected.

Click Add.
E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @
@ Exit Configuration vSphere Cloud Director
7777777777777777777777777777777777777777777777777 Search by account name Q T Account Types (All

#0 Backup Servers
TS B* add Edit Remove & Delegation Mode @8 Export % Refresh

Self-service Account 1 Repository Priority Quota  Per-user used

-
® sessions A4 EnterpriseGroup Default Backup Repository Normal 100GB  No o
2 Roles
3¢ Settings

@ Licensing

A Notifications
(]

About

From the Type drop-down list, select a type of the account: User, Group, External Useror External Group.
For more information, see Managing Tenant Accounts.

In the Account field, specify an account name in the DOMAIN|Username or Username@Suffix format
depending on the account type. For more information, see Managing Tenant Accounts.
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NOTE
You cannot create a vSphere Self-Service Backup Portal tenant account for a local user account.
8. From the Repository drop-down list, select a target repository that will contain VM backups created by

the tenant. The list includes repositories configured on Veeam backup servers added to Veeam Backup
Enterprise Manager.

Backup repository settings specified at this step will take priority over backup repository settings
prescribed by the selected job template.

NOTE

You cannot assign to tenants Veeam Cloud Connect repositories, as well as NetApp or Nimble
storage systems storing snapshots created by Veeam snapshot-only jobs.

9. In the Quota field, specify the repository storage quota for the tenant account. Choose GBor 7B from the
drop-down list and enter the required quota size.

10. From the Job scheduling drop-down list, select how the job scheduling will be organized. The following
options are available:

o Allow: Tenant has full access to all job scheduling options
o Allow: Tenant can create daily and monthly jobs only
o Deny: Creates daily jobs with randomized start time within the backup window

For tenant backup jobs, the backup window is defined by backup window settings specified in Veeam
Backup Enterprise Manager. Backup window settings specified for the job template that you will
select at the step 12 do not affect tenant jobs. For information on how to specify the backup window
in Enterprise Manager, see Customizing Dashboard Chart.

o Deny: Creates job with no schedule assigned
For more information on job scheduling, see Edit Job Schedule.
11. From the Job priority drop-down list, select a normal or high priority for backup jobs of the tenant.

12. If you have multiple vCenter Servers in your infrastructure and want to provide the tenant account with
access to VMs of specific vCenter Servers only, from the vCenter scope drop-down list, select the
necessary vCenter Servers. By default, the A/l vCenter Servers options is selected.

13. If you have selected the delegation mode that is based on vSphere tags, in the vSphere tags field, specify
tags assigned to VMs that will be available to the tenant.

For more information on delegation modes, see Configuring Delegation Mode.
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14. If you add a tenant account of the Group or External Group type, select the Assign a separate quota to
each group member check box to provide each user of the group with individual quota on the backup
repository. Each user will be able to work with backup jobs and VM backups created by this user only.
Backups and jobs of other users will not be displayed.

Add X
Type: Group hd
Account: tech.local\Tech Admins

Repaository: Backup Repository 5 (enterprise05.tech.local) v
Quota: 500 ° GE v

Job scheduling: Allow: Tenant has full access to all job scheduling o v
Job priority: High v

vCenter scope: veenter01.tech.local x w

Assign a separate quota to each group member

Show Advanced Job Settings Save

15. Specify advanced settings for backup jobs of the tenant:

a. Click the Show Advanced Job Settings link.
b. In the Advanced job settings section, view the currently used backup job settings.

c. From the Copy from list, select the advanced settings that you want to apply to tenant jobs. For more
information on the specific settings, see the Specify Advanced Backup Settings section of the Veeam
Backup & Replication User Guide.

= Select Default settingsto use the default advanced settings as they are shown in the
Veeam Backup & Replication console. This option is applied by default.

= Select <Job name>to use the advanced settings of an existing backup job as a template for
tenant backup jobs. When a tenant creates a backup job on the vSphere Self-Service Backup
Portal, Enterprise Manager will copy the advanced settings from the template and apply them
to the job.

Note that, in the Copy from list, Enterprise Manager displays only VMware vSphere backup jobs
that are configured in advance on a backup server added to Enterprise Manager.

d. To apply the job template, click Apply.
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Add X
Type: Group hd
Account: tech.local\Tech Admins

Repaository: Backup Repository 5 (enterprise05.tech.local) v
Quota: 500 ° GE v

16. To add the account, click Save.

Job scheduling: Allow: Tenant has full access to all job scheduling o v

Job priority: High

vCenter scope: vcenter01.tech.local *

Assign a separate quota to each group member

Advanced job settings:

Backup

Backup mode Incremental
Create synthetic full backups periodically on Saturday
Storage

Enable inline data deduplication Yes
Exclude swap file blocks Yes
Exclude deleted file blocks Yes
Compression level Optimal

Storage optimization

vSphere

Lea chonmad hlacl feacking daga

Copy from: | Default settings

Hide Advanced Job Settings

Local target

Vo

~

-
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Editing Tenant Account

The Veeam Backup Enterprise Manager administrator can edit tenant accounts configured for vSphere Self-
Service Backup Portal. For example, the administrator changes backup scheduling settings or other settings for
tenant backup jobs.

Consider the following recommendations for modifying tenant account settings for vSphere Self-Service Backup
Portal:

e Make sure to establish a proper connection between the backup server and Enterprise Manager server.
Otherwise, the changes of the tenant account settings will not be saved to the configuration database.

e If you plan to modify job template for a tenant account, remember that the new settings will be applied
only to the new jobs created by the tenant; the changes will not affect existing jobs.

e If you want an existing backup job to create backups in another backup repository instead of the
repository that is currently specified in the properties of the tenant account, do the following:

a. In Veeam Backup Enterprise Manager, specify the new backup repository in the properties of the
tenant account.

b. Move vSphere VM backups created by the tenant to the new repository.

c. In Veeam Backup & Replication, specify the new backup repository in the properties of tenant backup
jobs.

Otherwise, tenant backup jobs will continue creating backups in the former repository.
To change settings of a tenant account:
1. Login to Veeam Backup Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration in the top right corner.

3. In the Configuration view, select the Self-service section.

The Self-service section is available if you have added to Enterprise Manager at least one Veeam backup
server with a vCenter Server as part of its infrastructure.

4. If a VMware Cloud Director server is added to your Veeam backup infrastructure, make sure that the
vSphere tab is selected.

5. Select the account you need and click Edit.

6. Inthe Edit window, edit tenant account settings as required. For more information, see Adding Tenant
Account.

435 | Veeam Backup Enterprise Manager | User Guide



7. Click Save.

Type: GroL
Account tech.local\Tech Admins
Repository: Backup Vol 01 (srv12.tech.local) A
Ead
Quota: 100 w GE hd
Job scheduling: Allow: Tenant has full access to all job scheduling o+
vCenter scope: 172.17.52.34 % b
vSphere tags: Infrastructure * v
Assign a separate quota to each group member
Advanced job settings:
Backup .
Backup mode Incremental
Create synthetic full backups periodically on Saturday
Storage
Enable inline data deduplication Yes
Exclude swap file blocks Yas
Exclude deleted file blocks Yas
Comprassion level Optimal
Storage optimization Local target
vSphere v
L - L 4 P P e P Y A

Copy from: Default settings A Apply
Hide Advanced Job Settings Save
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Exporting List of Tenant Accounts

The Veeam Backup Enterprise Manager administrator can generate a report on tenant accounts configured for
vSphere Self-Service Backup Portal. This report includes information on the account name, backup repository
used by the account, storage quota allocated to the account, and space used by the account.

To generate a report:
1. Loginto Veeam Backup Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration in the top right corner.

3. In the Configuration view, select the Self-service section.

The Self-service section is available if you have added to Enterprise Manager at least one Veeam backup
server with a vCenter Server as part of its infrastructure.

4. If a VMware Cloud Director server is added to your Veeam backup infrastructure, make sure that the
vSphere tab is selected.

5. Click the Export link in the top right corner.

The report is saved to the excelreport.x1s file.

i | B | C | D | E |
1 Account | Repositony | Quota |Per—user Used space
2 |lohn Smith Default Backup Repository 40 GB Mo 0.00 GB
3 |Mark Green Default Backup Repository 100GB Mo 0.00 GB
4 |William Fox Default Backup Repository 100 GB Mo 0.00 GB
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Removing Tenant Account

The Veeam Backup Enterprise Manager administrator can remove tenant accounts configured for vSphere Self-
Service Backup Portal.

To remove a tenant account:
1. Loginto Veeam Backup Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration in the top right corner.

3. In the Configuration view, select the Self-service section.

The Self-service section is available if you have added to Enterprise Manager at least one Veeam backup
server with a vCenter Server as part of its infrastructure.

4. If a VMware Cloud Director server is added to your Veeam backup infrastructure, make sure that the
vSphere tab is selected.

5. Select the account you want to remove.
6. Click Remove.
7. In the Remove configuration window, select necessary options:
o To delete backup jobs created by the tenant, select the Delete jobs check box.
o To delete all backups created by the tenant, select the Delete backup files check box.

If four-eyes authorization is enabled on the backup server, backup files will remain in the backup
repository and become orphaned.

8. To confirm the removal, click Yes.
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Using vSphere Self-Service Backup Portal

vSphere Self-Service Backup Portal is a tool for VMware vSphere users that facilitates operations with delegated
VM protection, including VM restore and files restore. These operations do not require access to the
Veeam Backup & Replication console. For backup and restore operations, tenants access vSphere Self-Service

Backup Portal.

Accessing Portal

To access vSphere Self-Service Backup Portal:

1. Open your web browser and enter the following address in the address bar:

https://<EnterpriseManagerServer>:9443/backup

For example:
https://enterprisell.tech.local:9443/backup

2. From the drop-down list, select a language that you want to use as the display language.
For more information, see Managing Languages.
3. Login using your credentials:
o To login with Enterprise Manager credentials:

i. Inthe Username and Password fields, specify credentials of the domain user for which the
Enterprise Manager administrator created a vSphere Self-Service Backup Portal tenant account.
The username must be provided in the DOMA/IN|Username format.

ii. To save the entered credentials for future access, select the Remain signed in option.
iii. Click Sign in.

o To log in with single sign-on, click Use Single Sign-On (SSO). You will be redirected to the login
webpage of the single sign-on service. Complete the sign-in procedure on the login page. If the
account is already authenticated in the single sign-on service, you will immediately access the
Enterprise Manager website.

NOTE

The Use Single Sign-On (SSO) option is available if SAML authentication is configured for Veeam
Backup Enterprise Manager. For more information, see Configuring SAML Authentication

Settings.
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Working with Portal

You can use vSphere Self-Service Backup Portal to perform the following operations:

View statistics on backups of vSphere VMs. For more information, see Viewing Self-Service Backup Portal
Statistics.

Work with backup jobs that process vSphere VMs: create and edit backup jobs; examine and export backup
job session data; start, stop and retry backup jobs. For more information, see Managing Backup Jobs.

Perform backup and restore operations with vSphere VMs. For more information, see Managing VMs.

Search for files in guest file systems of backed-up VMs and restore the necessary files to the original
location or download them to a local machine. For more information, see Restoring Guest OS Files.

Perform item-level restore of Microsoft SQL Server and Oracle databases. For more information, see
Restoring Application Items.

NOTE

If the Veeam Backup Enterprise Manager server is added to the Veeam ONE monitoring scope, the restore
operations performed with vSphere Self-Service Backup Portal are included in the Restore Operator
Activity report available in Veeam ONE.

440 | Veeam Backup Enterprise Manager | User Guide


https://helpcenter.veeam.com/docs/one/reporter/restore_operator_activity.html?ver=120
https://helpcenter.veeam.com/docs/one/reporter/restore_operator_activity.html?ver=120

Viewing Self-Service Backup Portal Statistics

The Dashboard tab contains statistics on tenant backup infrastructure, including information about protected
VMs, backup jobs, backup storage and the number of jobs that completed successfully, finished with warnings
and errors. You can view statistics for the last 24 hours or last 7 days. To switch between the views, click Last 24
hours or Last 7 days in the top left corner of the working area.

& Self-Service Backup Portal for William Fox techwilliam.fox e

Dashboard VMs Files Items

Last 24 hours Last 7 days T Refresh

Protected Jobs Backup Storage Last 24 hours

VMs 3 Jobs 3 Status [V] © Succeeded Jobs 4
Templates 0 Max duration 16 min Quota 100 GB & Warning Jobs 2
Total size 41.1GB Average speed 177 MB/s Used 6.5GB D Error Jobs ]

)

Throughput (MB/s

03:00 pm 05:00 pm 07:00 pm 09:00 pm 11:00 pm 01:00 am 03:00 am 05:00 am 07:00 am 09:00 am 11:00 am 01:00 pm

The Protected block displays the following information:

e VMs — number of VMs successfully processed during the selected period. At least one restore point was
created for these VMs.

e Templates — number of virtual machine templates successfully protected during the specified period.
e Total size — total size of successfully protected VMs and templates.
The Jobs block displays the following information:
e Jobs — number of jobs created by the currently logged-in user.
e Max duration — maximum job duration.
e Average speed — average data transfer speed.
The Backup Storage block displays the following information:

e Status — status of the backup storage assigned to the user: Green — more than 10% of storage space is
free; Yellow — less than 10% of storage space is free; Red — no free space on backup storage.

e Quota — storage quota assigned to the user.
e Used — storage quota used by the user.
The Last 24 hours / Last 7 days block reports on job session results for the selected period.

To visualize on-going job data, the Dashboard tab also comprises a graph showing time and date when jobs were
performed, and the network throughput rate during the job.
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The highlighted part of the graph represents the configured backup window if this option was specified in the
dashboard settings. For more information, see Customizing Dashboard Chart.
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Managing Backup Jobs

In the Jobs tab of Self-Service Backup Portal, you can perform the following operations with backup jobs:

Create a new backup job for vSphere VMs

Start, stop and retry jobs

Enable and disable jobs

Edit backup job settings

Delete backup jobs

IMPORTANT

For vSphere Self-Service Backup Portal tenants, the job cloning operation is not available.

Creating Backup Job

To create a new vSphere backup job:

1.

2. At the Job Settings step of the wizard, specify the backup job name, description and retention policy
settings. The retention policy defines how many restore points are kept in the backup repository and can

Open the Jobs tab of vSphere Self-Service Backup Portal and click Create.

be used for data restore.

For more information, see the Retention Policy section of the Veeam Backup & Replication User Guide.

Create Backup Job X

Job Settings

Virtual Machines

Guest Processing

Job Schedule

Email Notifications

Specify the job name, description and retention policy

Job name:

DE Backup

Description:

Backup for Microsoft SQL Server database

Retention policy
- -~ .
Latest backups to keep: | 7 - Restore points

Keep certain full backups longer for archival purposes

1 yearly

&% Configure

Next

Cancel

443 | Veeam Backup Enterprise Manager | User Guide



https://helpcenter.veeam.com/docs/backup/vsphere/retention_policy.html?ver=120

3. At the Virtual Machines step of the wizard, select which vSphere VMs the job will process. For more
information, see Edit the List of Virtual Machines.

4. At the Guest Processing step of the wizard, select the guest OS processing options and guest 0OS
credentials. For more information, see Configure Guest Processing Settings.

5. At the Job Schedule step of the wizard, configure the backup job scheduling options. For more
information, see Schedule the Job.

You can configure backup job scheduling options only if the Enterprise Manager administrator allowed this
in the properties of the tenant account. For more information, see Adding Tenant Account.

6. At the Email Notifications step of the wizard, select the Enable e-mail notifications check box and
configure notification settings:

a. In the Recipients field, enter email addresses of recipients separated by comma.

b. [Optional] In the Subject field, specify the subject for notification emails.

c. Select Notify on success to receive an email notification when the job completes successfully.

d. Select Notify on warning to receive an email notification when the job completes with a warning.
e. Select Notify on error to receive an email notification when the job fails.

f. Select the Suppress notifications until the last retry check box to receive a notification about the final
job status. If you do not enable this option, Veeam Backup & Replication will send one notification per
every job retry.

7. Click Finish.

The backup job will create backups in the backup repository that the Enterprise Manager administrator selected
as the target repository in the properties of the tenant account. Advanced job settings such as the backup
settings and storage settings will be obtained from the job template assigned to the tenant by the
administrator. For more information, see Editing Tenant Account.

Editing Backup Job

You can edit a backup at any time you need. For example, you may want to change scheduling settings for the
job or add VMs to the job.

To edit backup job settings, do the following:
1. Open the Jobs tab of vSphere Self-Service Backup Portal.
2. Inthe working area, select the job you want to edit and click Edit.

3. Inthe Edit window, edit backup job settings as required. You will follow the same steps as you have
followed when creating the job. For more information, see Creating Backup Job.

Removing Backup Job

You can permanently remove a backup job from the configuration database. Information about the deleted job
will be removed from the Veeam Backup & Replication configuration database (and the Enterprise Manager
database as well), and the job will no longer appear in the Ul.

To remove a job, do the following:
3. Open the Jobs tab of vSphere Self-Service Backup Portal.

4. In the working area of the Jobs tab, select the job you want to delete.
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5. Click Delete.

6. You will be prompted to delete backup files. To delete backup files, select the Delete backup files check
box and click Yes to confirm the operation.

If four-eyes authorization is enabled on the backup server, backup files will remain in the backup
repository and become orphaned.
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Managing VMs

You can use vSphere Self-Service Backup Portal to perform the following operations with backed-up VMs:
e Search for VMs and view VMs details
e Restore VMs
e Restore VM disks

e Delete VMs

Restoring VMs

You can restore vSphere VMs to the original (production) location using flexible restore options. To restore a
VM, do the following:

1. Onthe VMs tab, select the necessary VM in the list of VMs. You can also use the search field to search for
the necessary VM by a VM name.

2. Click Restore and select the option you need:

o Select the Overwrite option if you want to replace the VM in the original location with the VM in the
backup. The current state of the VM will be deleted.

o Select the Keep option if you want to save the current state of the VM. The restored VM will be
located next to the original VM and will have the same name with the _restored suffix added to the
VM name.

& Self-Service Backup Portal for Tech Admins techwwilliam.fox 7]

Dashboard Jobs

Search by VM name Q 45 Restore.. v (3¢ Delete % QuickBackup & Virtual Disks D History 0 export T Refresh

% Overwrite
M T JobName Restore Points  Last Success
W Keep ,h

apache02 Webserver Backup 1point  2/5/202112:47:43 am

dbserver01 DB Backup 1point  2/5/202112:33:38am

hitps://enterprise3.tech.local 9443 /backup/Gae 166 b-7cBT-49f-80i8-242f19370dac /indexaspx#

3. In the Restore window, select the restore point that will be used to restore the VM.
4. You can select additional options for the VM restore:

o Select the Quick rollback check box if you want to restore only the changed data. This option is
available only for VMs that were protected with the Changed Block Tracking (CBT) option.

o Select the Power on VM after restoring check box if you want to turn on the VM once it is restored.
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o Select the Restore VM tags check box if you want to restore vSphere tags of the VM.

Select VM restore point

Backup Date Type Job Name

2/5/2021 12:33:38 am Full DB Backup

Power on VM after restoring

5. Click Finish.

6. Veeam Backup Enterprise Manager will display a message notifying that the VM from the backup will
replace the original VM if this VM is present in the original location. Click Proceed to start the VM restore
operation.

You can view the VM restore progress. To do this, on the VMs tab, click History.

Restoring Virtual Disks

You can restore individual virtual disks from backups of vSphere VMs:

1. Onthe VMs tab, select the backup of the VM whose disks you want to restore. You can also use the search
field to search for the necessary VM by a VM name.

2. Click Virtual Disks.
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3. Follow the steps of the Virtual Disk Restore wizard. For details, see Virtual Disk Restore.

& Self-Service Backup Portal for Tech Admins tech\william.fox v e

Dashboard Jobs Files Items

Search by VM name Q #8 Restore.. v [ Delete 2 Quick Backup & virt ks 4D History B8 =xport ¥ Refresh

ual Disl
VM T JobName Restore Points Last Success
apachen2 Webserver Backup 1point  2/5/2021 12:47:43 am

dbserverd1 DB Backup 1point  2/5/202112:33:38 am

Deleting VMs

You can delete a VM on vSphere Self-Service Backup Portal. This operation may be useful if you want to delete
data of the backed-up VM from the backup repository.

When you delete a VM, Veeam Backup Enterprise Manager removes records about the VM from the Ul and
configuration database. In addition, Enterprise Manager removes data of the deleted VM from the backup.

To delete a VM, on the VMs tab, select the necessary VM and click Delete. Then press Yes in the Delete VM
window.

The deleted VM is not removed from the list of VMs immediately. The VM will be removed from the list after
records about the VM are removed from the configuration database on the Veeam backup server.
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Restoring Guest OS Files

The Files tab of vSphere Self-Service Backup Portal allows you to browse the guest OS file system in a VM
backup and restore individual files. You can restore files from indexed and non-indexed guest OS file systems.

To restore guest OS files, follow the steps described in Performing 1-Click File Restore.

NOTE
e When you restore from non-indexed guest OS file system, mount operation is performed using
mount server associated with the backup repository that stores the backup file.
e Before you restore files from a non-Windows VM, make sure that a helper host or helper appliance is
configured on the backup server. For more information, see Preparing for File Search and Restore
(non-Windows machines).

449 | Veeam Backup Enterprise Manager | User Guide



Restoring Application Items

The Items tab of vSphere Self-Service Backup Portal allows you to perform item-level recovery from
application-aware backups of Microsoft SQL Server databases, Oracle databases and PostgreSQL instances.

For more information, see the following sections:
e Restoring Microsoft SQL Server Databases
e Restoring Oracle Databases

e Restoring PostgreSQL Instances
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Veeam Plug-in for VMware vSphere
Client

Veeam Plug-in for VMware vSphere Client facilitates vSphere administrators' daily routine of managing backup
infrastructure in the organization. This plug-in allows authorized personnel to view detailed information on the
status of the Veeam Backup & Replication infrastructure and create restore points ad-hoc, using no other tool
but vSphere Client.

In particular, vSphere administrators can view success, warning and failure counts for all jobs, as well as
cumulative information on used and available storage space, and statistics on processed VMs. They can easily
identify unprotected VMs and perform capacity planning, as well as create restore points for selected VMs using
VeeamZIP and Quick Backup functions, all directly from vSphere Client.

Veeam Backup Enterprise Manager offers the following configurations of the vSphere Client plug-in:

e For vSphere Client 7.0.0 or earlier, the plug-in is installed locally on the vCenter Server. For more
information, see Local vSphere Client Plug-in.

o For vSphere Client versions 6.0 - 6.5, the plug-in is available with the flex/flash interface.

o For vSphere Client versions 6.7 - 7.0.0, the plug-in offers HTML5 user interface. The earlier versions
of the client do not support HTMLS5.

e For vSphere Client versions 7.0.1 or later, the plug-in is installed remotely on the Veeam Backup
Enterprise Manager server. For more information, see Remote vSphere Client Plug-in.
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Deployment

You can install Veeam Plug-in for VMware vSphere Client using Veeam Backup Enterprise Manager under an
account with the Portal Administrator role. For more information, see Installing vSphere Client Plug-in.

For more information on VMware vSphere Client, see this VMware article.
Before you install the plug-in, make sure the following requirements are met:
e The plug-in supports vSphere Client version 6.0 and later.

o For vSphere Client 7.0.0 or earlier, the plug-in is installed locally on the VMware vCenter Server. For
more information, see Local vSphere Client Plug-in.

= For vSphere Client versions 6.0 - 6.5, the plug-in is available with the flex/flash interface.

= For vSphere Client versions 6.7 - 7.0.0, the plug-in offers HTML5 user interface. The earlier
versions of the client do not support HTML5.

o For vSphere Client versions 7.0.1 and later, plug-in is installed remotely on the Veeam Backup
Enterprise Manager server. For more information, see Remote vSphere Client Plug-in.

e The vCenter Server must be added to the backup server infrastructure.

For more information, see the Adding VMware vSphere Servers section of the Veeam Backup & Replication
User Guide.

e The backup server that contains the vCenter Server in its infrastructure must be connected to Enterprise
Manager.

For more information, see Adding Backup Servers.

e The Enterprise Manager server must be able to resolve the FQDN of the vCenter Server and must have
access to the vCenter Server over HTTPS. In particular, this is necessary if the plug-in uses the default
vCenter Single Sign-On for authentication.

e Account used to install the plug-in must have sufficient access rights for vCenter Server:
o Extension > Register extension — to install the plug-in
o Extension > Unregister extension — to uninstall the plug-in
The account must belong to the same domain as the vCenter Server in case of cross-domain access.

e Note that when accessing VMware vSphere Client, you must enter the vCenter Server FQDN (or IP
address) that you specified when adding the vCenter Server to the backup server infrastructure. This
FQDN is stored in the configuration database and used to authenticate the vCenter Server. vCenter Server
alias names are not supported.
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Installing vSphere Client Plug-in

To install Veeam Plug-in for VMware vSphere Client, take the following steps:
1. Loginto Veeam Backup Enterprise Manager using an account with the Portal Administrator role.
2. Click Configuration in the top right corner.
3. Inthe Configuration view, go to the vCenter Servers section.
4. Select the vCenter Server you need, and click Check version.

5. In the Web Client Plug-in window, enter a user name and password to connect to the vCenter Server, and
specify a connection port (default port is 443). Veeam Backup Enterprise Manager will use these
credentials to access the vCenter Server and check if Veeam plug-in has been already installed there. If
discovered, the plug-in version will be displayed in the Plug-in Version column.

6. If the connection to vCenter Server is successful, and the plug-in has not been installed yet, then the
Install link will become active. Click it to install the plug-in.

7. Afterinstallation, the plug-in will be displayed in the list of vCenter Servers and plug-ins.
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@ i ol # Checkversion.. B install 3 Remove ) Refresh
¥ Backup Servers Server * Version Status Plug-in Status Plug-in Version Installed by
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8 vCenter Servers o
veentero1.tech.local 703 @ ok Unknown
W  SelfService
@ Sessions Web Client Plug-in
Specify vCenter Server connection account:
£ Roles .
3€  Settings Username:
| techisheila.d.cory ‘
@ Licensing
A Notifications
@ About Port:
-~
a3
o]
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Uninstalling vSphere Client Plug-in

To uninstall Veeam Plug-in for VMware vSphere Client, take the following steps:

1. Loginto Veeam Backup Enterprise Manager using an account with the Portal Administrator role.

2. Click Configuration in the top right corner.

3. Inthe Configuration view, go to the vCenter Servers section.
4. Select the vCenter Server you need, and click Remove.

5. Inthe displayed window, click Yes to confirm the removal.

NOTE

For details on reinstalling the local vSphere Client plug-in (the plug-in installed on the vSphere Client 7.0
or earlier), see this Veeam KB article.
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Local vSphere Client Plug-in

If you use VMware vSphere Client versions 7.0.0 or earlier, Veeam Plug-in for VMware vSphere Client is
installed locally on the vCenter Server.

When using the plug-in, consider that authentication process includes the following stages:

1.

A user logs in to VMware vSphere Client. To work with the VMware vCenter Server where Veeam plug-in
runs, this user account requires the following minimal privileges on the vCenter level:
VirtualMachine.Interact.Backup, Task.Create, Task.Update.

Veeam plug-in connects to Veeam Backup Enterprise Manager which verifies its account. You can
configure Veeam plug-in to use the account currently logged in, or to use specific account for that
connection. For details, see the procedure description below.

Whatever account is used, it must have sufficient security permissions to perform the necessary backup
operation (VeeamZIP or Quick Backup). The permissions are granted by assigning a security role — Portal
Administrator or Portal User. For more information, see Configuring Accounts and Roles.

VMware vSphere
Web Client

O Logging in... T
- '

Authentication of the current
account on vCenter server;
vCenter permissions

are required

Authentication of the account
set for plug-in connection
on EM server; EM role is required Nil

Veeam plug-in - (il

[

VMware vCenter Veeam Backup
server Enterprise Manager
server
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Accessing vSphere Client Plug-in

To access the plug-in, open the VMware vSphere Client and select Veeam Backup & Replication from the menu.

Make sure, the account used to connect to the Veeam Backup Enterprise Manager server and (optionally) Veeam
ONE server has required permissions.

e To successfully obtain statistics from Veeam Backup Enterprise Manager, the accounts used to connect to
Enterprise Manager (that is, the account currently logged in to the vSphere Client, or specific account
configured in the plug-in settings) must have an Enterprise Manager role.

o To create a VeeamZIP backup or Quick Backup, the Portal Administrator or Portal User role is required.
o To browse backup infrastructure, the Restore Operator role is enough.
For more information on Enterprise Manager roles, see Configuring Accounts and Roles.

e If you have Veeam ONE deployed in your environment and you want to open Veeam ONE reports from the
plug-in (optional capability), the accounts used to connect to Enterprise Manager must be also included in
the Veeam ONE Power Users, Veeam ONE Read-Only Users or Veeam ONE Administrators group on the
machine where Veeam ONE Server is installed. For more information, see the Security Groups section of
the Veeam ONE Deployment Guide.
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Configuring Plug-in Settings
To configure a connection to the Veeam Backup Enterprise Manager server and (optionally) Veeam ONE server,

take the following steps:

1. To open Veeam plug-in for vSphere Client, launch the vSphere Client and select Veeam Backup &
Replication from the menu.

2. On the Settings tab, check the plug-in version and specify the following Veeam Backup Enterprise
Manager connection properties:

o Host name or IP address of the Veeam Backup Enterprise Manager server

o Base URL of Veeam Backup Enterprise Manager REST API

o Thumbprint of the certificate used to connect to Veeam Backup Enterprise Manager REST AP
TIP

You can get the connection properties on the Veeam Backup Enterprise Manager website. To do this,
log in to the website with a Portal Administrator account and go to Configuration > About. For more
information, see Viewing Information About Enterprise Manager.

3. If you plan to connect to Enterprise Manager using a specific account, select the Password based
authentication option and provide a user name and password. If this option is not selected, connection to
Enterprise Manager will be performed using the account currently logged in.

Make sure the account intended for connection to Enterprise Manager has the Portal Administrator or
Portal User role assigned. For more information, see Configuring Accounts and Roles.

4. [Optional] If you have Veeam ONE deployed in your environment and you want to open Veeam ONE
reports from the plug-in, specify the Veeam ONE server name and connection port. Default is HTTP
port 1239.

In this case, the account intended for connection to Enterprise Manager must be also a member of the
Veeam ONE Power Users, Veeam ONE Read-Only Users or Veeam ONE Administrators group on the
machine where Veeam ONE Server is installed. For more information, see the Security Groups section of
the Veeam ONE Deployment Guide.

5. To test the connection, click Test.
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6. To apply the specified settings, click Save.
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Examining Backup Infrastructure

All components of the Veeam Backup & Replication infrastructure — backup servers, proxy servers, and
repository servers — are listed on top of the Summary page, as well as the count of running and scheduled jobs.

Next to the list, there are three key indicators that inform you how the VMs were protected during the specified
period:

e  Successful VM backups
e VMs with Warnings
e Failed VMs
In the dashboard pane under the summary information, you can explore backup infrastructure in more details.

e The VMs overview widget gives you the information on how your VMs are protected: number of protected
VMs (backed up or replicated), number of restore points available, source VM size, full and incremental
backup size, replica restore point size, and successful backup sessions ratio. To maximize the widget, click
the Full screen icon in the widget's top right corner; to change reporting period, click the gear icon and
select the time period you need:

o Last 24 hours
o Last 7 days
o Last 14 days

Additionally, if Veeam ONE is installed, you can click the link and examine the Protected VMs report that
provides a list of VMs which are protected by Veeam Backup & Replication, and which are not.

e Inthe Jobs statistics widget, all running jobs are displayed, as well as scheduled jobs and max job
duration. Additionally, if Veeam ONE is installed, you can click the link and examine the Latest BU Job
Statistics report.

e In the Repositories widget, detailed information for each backup repository is displayed, including
repository name, overall capacity, free space and backup size. Additionally, if Veeam ONE is installed, you
can click the link and examine the Capacity Planning for Repositories report. It gives you an estimation of
when the repositories may run out of space.
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e The Processed VMs widget shows a graphical representation of how the jobs ran (1-week, 2-weeks, 1-
month filters can be applied).
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Creating Restore Points with VeeamZIP and
Quick Backup

You can quickly create a VM restore point using VeeamZIP (full backup) or Quick Backup (incremental backup)
right from VMware vSphere Client, with no need to use the Veeam Backup & Replication console. To utilize
these capabilities, a user account should be able to go through authentication process, so it must meet the
requirements specified in Configuring Plug-in Settings.

Creating Full VM Backup with VeeamZIP

You can use Veeam plug-in for vSphere Client to create an ad-hoc VeeamZIP backup of a VM. For more
information on VeeamZIP, see the VeeamZIP section of the Veeam Backup & Replication User Guide.

Configuring VeeamZIP Settings

To configure the settings for VeeamZIP (VBK file creation), do the following:

—_

In vSphere Client, open vCenter Inventory.

2. Intheinventory tree, select a VM.

3. Click the Configure tab and select VeeamZIP.

4. In the Destination section, select the Veeam backup server to process the VM and the repository where to
store the VeeamZIP file.

NOTE

To be visible in this list, Veeam backup server should be added to Veeam Backup Enterprise Manager.
Connected repositories from Veeam backup infrastructure will be shown automatically.

5. Inthe Key section, specify the encryption key if necessary.

6. In the Delete this backup automatically section, specify whether the resulting backup file should be
automatically deleted after a certain time interval.

7. In the Compression level section, select the necessary compression level for the backup.

8. By default, the Disable guest quiescence option is selected, meaning that guest OS quiescence is
deactivated. So, if you want a crash-consistent backup, leave it that way.

If you want, however, an application-consistent backup, then clear the Disable guest quiescence check
box, and Veeam will create a transactionally consistent image of VMs using VMware Tools quiescence for
guest OS.

NOTE

For more information about guest OS quiescence, see the Transaction Consistency section of the Veeam
Backup & Replication User Guide.
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9. Click Save. The specified settings will be stored as default settings for the currently logged on user
account and will be used for VeeamZIP backup.
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Creating Full VM Backup with VeeamZIP

You can use Veeam plug-in for vSphere Client to create an ad-hoc VeeamZIP backup of a VM. To create a full VM

backup with VeeamZI

P:

1. InvSphere Client, open vCenter Inventory.

2. Intheinventory tree, right-click the VM that you want to back up and select one of the following options:

o Select Backup > VeeamZIP if you want to create a backup using the default VeeamZIP settings

specified earlier. Alternatively, use the Actions > Backup > VeeamZIP option.

Veeam will start the VeeamZIP backup process using the default VeeamZIP settings.
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o Select Backup > VeeamZIP to if you want to create a backup with new VeeamZIP settings.
Alternatively, use the Actions > Backup > VeeamZIP to option.

If you select this option, Veeam plug-in will display the VeeamZIP to window offering to specify
VeeamZIP settings. Specify settings in the same way as described in the Configuring VeeamZIP
Settings section and click VeeamZIP. Veeam will save the specified settings as default settings for
VeeamZIP backup and start the VeeamZIP backup process.

VeeamZIP to ..

Specify the default VeeamZIP settings

Destination srvi2.tech local

Default Backup Repository

Key
Delete this backup automatically Never
Compression level Optimal (recommended)

Guest processing [T] Disable guest quiescence (performs crash

consistent backup)

| CANCEL ‘ VEEAMZIP

You can view the backup creation progress in the Recent Tasks pane of vSphere Client.
NOTE

A VeeamZIP backup job fails to start if the Location property of the VM and backup repository do not
match — for example, if you try to use a repository with location set to Sydney to back up a VM with
location set to Helsinki. To read more about location settings, refer to the Veeam Backup & Replication
User Guide.

Creating Incremental VM Backup with Quick Backup

You can use Veeam plug-in for vSphere Client to create a quick backup for the selected VM. For more
information on quick backup, see the Quick Backup section of the Veeam Backup & Replication User Guide.

You can perform quick backup for any VM that meets the following requirements:

1. A backup job processing the VM exists on the Veeam backup server which is added to Veeam Backup
Enterprise Manager.

2. Thereis a full backup file for this VM in the backup repository.
To perform quick backup, do the following:
1. In the vCenter Inventory, select the necessary VM.

2. Right-click the VM and select Quick Backup. Alternatively, you can use the Actions menu command.
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This will trigger a backup job processing the selected VM to create a new incremental restore point (VIB file) for
the latest full backup found in the repository for this VM. Details of a running quick backup task can be seen in
the Recent Tasks pane on the right.

To learn more about VeeamZIP and Quick Backup, refer to the Veeam Backup & Replication User Guide.
NOTE

A quick backup job fails to start if the Location property of the VM and backup repository do not match —
for example, if you try to use a repository with location set to Sydney to back up a VM with location set to
Helsinki. To read more about location settings, refer to the Veeam Backup & Replication User Guide.
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Remote vSphere Client Plug-in

If you use VMware vSphere Client versions 7.0.1 or later, Veeam Plug-in for VMware vSphere Client is installed
remotely on the Veeam Backup Enterprise Manager server. While deploying the plug-in, the installer registers
the plug-in as an extension on the vCenter Server, and the vCenter Server downloads the plug-in manifest file.
This lets the vsphere-uiservice define where the plug-in extends the VMware vSphere Client Ul. The back-end
service of the plug-in runs on the Enterprise Manager server.

When using the plug-in, consider that authentication process includes the following stages:

1. Auser logs in to VMware vSphere Client. To work with the Veeam Plug-in, this user account must be a
member of the vCenter Server role that is paired with an Enterprise Manager role. For more information on
assigning Enterprise Manager roles, see Configuring VMware vSphere Roles.

2. Veeam Plug-in connects to Veeam Backup Enterprise Manager, and Veeam Backup Enterprise Manager
verifies the user account. The account must have sufficient security permissions to perform the necessary
backup operation (VeeamZIP or Quick Backup).

VMware vCenter

VMware vSphere Client Server
Logging in...  —
@) gging > @
A
Authentication

of the account

on vCenter server;
vCenter permissions
are required

Authentication of the account

A\ 4

on EM server; EM role is required v
g

Veeam plug-in [« — |

Veeam Backup
Enterprise Manager
server
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Accessing vSphere Client Plug-in

To access the plug-in, open the VMware vSphere Client and select Veeam Plug-in for VMware vSphere Client
from the menu.

Make sure, the account used to access the plug-in has permissions to connect to the Veeam Backup Enterprise
Manager server and (optionally) Veeam ONE server.

e To launch the plug-in and successfully obtain statistics from Veeam Backup Enterprise Manager, you need
to pair a vCenter Server role with an Enterprise Manager role. Then you can use an account with this
vCenter Server role to log in to the vSphere Client and access the plug-in. For more information on
assigning Enterprise Manager roles, see Configuring VMware vSphere Roles.

o To create a VeeamZIP backup or Quick Backup, the Portal Administrator or Portal User role is required.

o To browse backup infrastructure, the Restore Operator role is enough.

e If you have Veeam ONE deployed in your environment and you want to open Veeam ONE reports from the
plug-in (optional capability), the accounts used to log in to the vSphere Client must be also included in the
Veeam ONE Power Users, Veeam ONE Read-Only Users or Veeam ONE Administrators group on the
machine where Veeam ONE Server is installed. For more information, see the Security Groups section of
the Veeam ONE Deployment Guide.
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Examining Backup Infrastructure

On the Veeam Plug-in for VMware vSphere Client main page, you can view statistics on the

Veeam Backup & Replication infrastructure. The statistics are shown for the VMs that are included in the restore
scope specified for your vCenter Server role. For more information on the restore scope, see Configuring
VMware vSphere Roles.

You can view the following statistics:
e Protection Status — statistics on the status of VM backup and replication jobs for the last 24 hours.
o Successful VM backups — number of successfully backed up or replicated VMs
o VMs with Warnings — number of VMs that were backed up or replicated with a warning
o Failed VMs — number of VMs that were backed up or replicated with an error

e Errors and Warnings — statistics on backup and replication sessions that completed with a warning or error
for the last 24 hours.

e VMs Overview — statistics about all available VMs for the last 24 hours and last month.
o Total VMs — number of all available VMs
o Protected VMs — number of VMs that were backed up or replicated
o Not protected VMs — number of VMs that were not backed up or replicated

e Repositories — information about backup repositories, including repository name, type, overall capacity,
backup size and free space.

e Active Sessions — statistics about all active backup and replication sessions for all vCenter Server VMs.
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Creating Restore Points with VeeamZIP and
Quick Backup

You can quickly create a VM restore point using VeeamZIP (full backup) or Quick Backup (incremental backup)
right from VMware vSphere Client, with no need to use the Veeam Backup & Replication console. To utilize
these capabilities, you need to pair a vCenter Server role of your account with the Portal Administrator or Portal
User role of Enterprise Manager. For more information on assigning Enterprise Manager roles, see Configuring
VMware vSphere Roles.

Creating Full VM Backup with VeeamZIP

You can use Veeam Plug-in for VMware vSphere Client to create an ad-hoc VeeamZIP backup of a VM. For more
information on VeeamZIP, see the VeeamZIP section of the Veeam Backup & Replication User Guide.

Configuring VeeamZIP Settings

Before you create a full VM backup with VeeamZIP, you need to configure VeeamZIP settings. The specified
configuration is stored for the user account in your browser settings.

To configure the VeeamZIP settings, do the following:
1. In VMware vSphere Client, open the vCenter Server inventory.
2. Intheinventory tree, select a VM.
3. On the Configure tab, select Veeam Plug-in for VMware vSphere Client > VeeamZIP.
Alternatively, you can right-click the VM and select Veeam Web Client plug-in > VeeamZIP.

4. In the Destination section, select the Veeam backup server that will process the VM and the repository
where to store the VeeamZIP file.

The plug-in displays Veeam backup servers added to the Veeam Backup Enterprise Manager infrastructure
and backup repositories created in the backup infrastructure of these backup servers.

5. Inthe Key section, specify the encryption key if necessary.

6. Inthe Delete this backup automatically section, specify whether the resulting backup file should be
automatically deleted after a certain time interval.

7. Inthe Compression level section, select the necessary compression level for the backup.

8. By default, the Disable guest quiescence option is selected, meaning that guest OS quiescence is
deactivated. If you want a crash-consistent backup, leave it that way.

If you want, however, an application-consistent backup, then clear the Disable guest quiescence check
box, and Veeam will create a transactionally consistent image of VMs using VMware Tools quiescence for
guest OS.

For more information about guest OS quiescence, see the VMware Tools Quiescence section of the Veeam
Backup & Replication User Guide.
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Creating Full VM Backup with VeeamZIP

To create a full VM backup with VeeamZIP, do the following:

1. InvSphere Client, the vCenter Server inventory.

2. Intheinventory tree, right-click the VM that you want to back up and select Veeam Web Client plug-in >

VeeamZIP.
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3. If you have already configured VeeamZIP settings, review the settings and click Backup.

If you have not configured VeeamZIP settings, specify the settings in the VeeamZIP window in the same
way as described in the Configuring VeeamZIP Settings.

VeeamZIP x

Destination
enterprise0l.techlocal

Default Backup Repasitory

Delete this backup automatically
in 1 month

Compression level
Optimal (recommended)

Disable guest quiescence (performs crash consistent backup)

CAMCEL BACKUP

You can view the backup creation progress in the Recent Tasks pane of vSphere Client.

NOTE

A VeeamZIP job fails to start if the Location property of the VM and backup repository do not match — for
example, if you try to use a repository with location set to Sydney to back up a VM with location set to
Helsinki. To read more about location settings, refer to the Veeam Backup & Replication User Guide.

Creating Incremental VM Backup with Quick Backup

You can use Veeam Plug-in for VMware vSphere Client to create a quick backup for the selected VM. For more
information on quick backup, see the Quick Backup section of the Veeam Backup & Replication User Guide.

You can perform quick backup for any VM that meets the following requirements:

e A backup job processing the VM exists on the backup server that is added to Veeam Backup Enterprise
Manager.

e There s a full backup file for this VM in the backup repository.
To perform quick backup, do the following:

1. In VMware vSphere Client, open the vCenter Server inventory.

2. Intheinventory tree, select a VM.

3. Right-click the VM and select Veeam Plug-in for VMware vSphere Client > Quick Backup.
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This will trigger a backup job processing the selected VM to create a new incremental restore point (VIB file) for
the latest full backup found in the repository for this VM. Details of a running quick backup task can be seen in
the Recent Tasks pane on the right.

A quick backup job fails to start if the Location property of the VM and backup repository do not match —
for example, if you try to use a repository with location set to Sydney to back up a VM with location set to
Helsinki. To read more about location settings, refer to the Veeam Backup & Replication User Guide.
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Veeam Self-Service Backup Portal for
Cloud Director

Veeam Backup Enterprise Manager allows you to perform the following operations with VMware Cloud Director
objects:

e Back up VMs, vApps and other containers
e Restore VMs and vApps
e Restore VM guest OS files

Cloud Director service providers can allow their customers to perform self-service restore operations in the web
Ul based on Veeam Backup Enterprise Manager.

e Service provider administrators have administrative rights in Veeam Backup Enterprise Manager. Thus,
they have access to the Configuration view of Enterprise Manager where they can create Cloud Director
organization configurations, including repository quota and backup job template. These administrators
typically have access to Veeam Backup & Replication console that controls VMware Cloud Director as part
of backup infrastructure on the provider side.

e Members of Cloud Director organizations do not need administrative rights for Veeam Backup Enterprise
Manager — instead, they get access to Veeam Self-Service Backup Portal. There they can manage their
Cloud Director jobs, as well as restore VMs, files and application items within their scope.

How It Works

Veeam Backup Enterprise Manager uses native VMware Cloud Director authentication to authorize users that log
in to Enterprise Manager. The authentication process and components interactions are shown in the figure
below.
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This approach helps to streamline administration and management tasks for service providers, as now they need
to configure a tenant account only once in VMware Cloud Director, and then any change like a new password or
a disable operation will be immediately reflected in Veeam Backup Enterprise Manager.

What Service Provider Administrators Can Do

Service provider administrators can perform the following operations:

e Configure settings for their tenants (Cloud Director organizations), including backup job templates to be
used, backup destination and repository quota.

e Restrict job scheduling for particular tenants, for example, prevent the jobs from running too often.
Administrators can even completely prohibit the tenant's ability to schedule jobs, instead setting the
required schedule themselves (manually or using a script).

Together with Veeam built-in load balancing, these capabilities allow administrators to ensure infrastructure is
protected from excessive resource consumption.

For more information, see Managing Configurations for Cloud Director Organizations.

What Members of Cloud Director Organizations Can Do

Members of Cloud Director organizations can use their Cloud Director credentials to access Veeam Self-Service
Backup Portal. Once they log in, Enterprise Manager identifies the resources included in their scope — the
entities the user is allowed to see and manage — and automatically filters Cloud Director objects when
displaying them.

Members of Cloud Director organizations can perform the following operations:

e Create new backup jobs for objects in their scope, based on the predefined templates. Organization
members are allowed to configure essential job settings (such as VMs to backup, retention, schedule,
notifications, and guest OS processing options).

e Modify or delete jobs.

e Enable or disable jobs.

e  Start, stop, retry jobs.

e View statistics on Cloud Director backups.

e Restore Cloud Director VMs to the original vApps and vApps to the original VDC.
e Perform application item restore for SQL Server and Oracle databases.

e Restore files from indexed and non-indexed VMs guest file system.

To simplify job management for tenants, advanced job parameters (like backup mode and repository settings)
are automatically populated from the job templates. These templates are assigned by the service provider
administrator to the particular organization.
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Managing Configurations for Cloud
Director Organizations

In Veeam Backup Enterprise Manager, users with the Portal Administrator role can manage configurations for
VMware Cloud Director organizations. Each configuration defines a backup repository that can be used by the
organization, repository quota and backup job settings. To specify multiple repositories per organization, add a
separate configuration for each repository.

Before you manage Cloud Director organization configurations, check prerequisites.
You can perform the following operations with Cloud Director organizations:

e View the list of organization configurations

e Add a new configuration for a Cloud Director organization

e Edit a Cloud Director organization configuration

e Remove a Cloud Director organization configuration

e Export a configuration report
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Before You Begin

You can add configurations for VMware Cloud Director organizations created on multiple VMware Cloud Director
servers that are added to the Veeam Backup Enterprise Manager infrastructure.

Before you manage Cloud Director organization configurations, check the following prerequisites:

1.

The version of Cloud Director servers must be 10.1 or later.

For more information on system requirements, see System Requirements.

All Cloud Director servers must be added to the backup infrastructure of backup servers.

For more information, see the Adding VMware Cloud Director section of the Veeam Backup & Replication
User Guide.

Backup servers that contain the Cloud Director servers in their infrastructure must be connected to
Enterprise Manager. Make sure that the version of Veeam Backup & Replication installed on the backup
server matches the version of Enterprise Manager.

For more information, see Adding Backup Servers.

Enterprise Manager must complete data collection from the added backup server.

For more information, see Collecting Data from Backup Servers.

The account that you will use to manage Cloud Director organization configurations must be assigned the
Portal Administrator role.

For more information, see Configuring Accounts and Roles.

Managing Multiple Cloud Director Servers

Starting from Veeam Backup Enterprise Manager 11a (build 11.0.1.1261), you can add Cloud Director organization
configurations for multiple Cloud Director servers. In this case, organization members that work with Veeam
Self-Service Backup Portal by the portal URL must specify the host of their Cloud Director server when
accessing the portal. They can also open the portal from the native VMware Cloud Director environment. For
more information, see Accessing Veeam Self-Service Backup Portal.

Members of Cloud Director organizations can access Veeam Self-Service Backup Portal by the following portal

URLs:

Full URL that contains the host address where the necessary Cloud Director server resides:

https://<EnterpriseManagerServer>:9443/vcloud/<VCDServer>/<0OrgName>

In this case, Veeam Self-Service Backup Portal will open right after clicking the Sign in button.

Shorter URL that does not contain the host address where the necessary Cloud Director server resides:

https://<EnterpriseManagerServer>:9443/vcloud/<OrgName>

In this case, after clicking the Sign in button, Veeam Self-Service Backup Portal will prompt to select a
Cloud Director host from the list of available Cloud Director hosts.
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If you do not want Cloud Director organization members to see addresses of all Cloud Director hosts added to
the Enterprise Manager infrastructure, add each Cloud Director server to a separate Enterprise Manager
infrastructure.

17224145152

17224145153
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About Organization Quota

When setting up an organization configuration, you specify a repository storage quota for the organization. This
quota defines the amount of data that the organization's backup jobs can send to the dedicated backup
repository or scale-out backup repository.

When calculating used quota, Veeam Backup Enterprise Manager takes into account the data compression and
deduplication performed by Veeam Backup & Replication. However, all 3rd party compression and deduplication
performed after the data is transferred to the repository (for example, by ReFS and XFS file systems or by cloud
services) does not have effect on the used quota calculation.

The used quota is recalculated every time any of the organization jobs runs. If you manually remove backup files
from a backup repository, the used quota will be recalculated after a job of this organization completes.

Managing Backups and Used Quota

If you want to protect backups created by organizations, you can create backup copy jobs on your backup server.
The size of backup files copied by backup copy jobs is not included in the used quota calculation. For more
information about backup copy jobs, see the Backup Copy section of the Veeam Backup & Replication User
Guide.

You can also manually copy or move an organization backup from one backup repository to another. You may
need to move some backups to another repository, for example, if the quota limit of one of the organization
repositories is reaching. When you copy or move a backup to another repository, the used quota will be
recalculated. For more information on copying and moving backups, see the Copying Backups and Moving
Backups sections of the Veeam Backup & Replication User Guide. Before you copy or move an organization
backup, make sure that the organization has access to the target repository. To provide the access, add a new
organization configuration for this repository. For details, see Adding Organization Configuration.

If you have scale-out backup repositories configured in your backup infrastructure and you move or copy
backups from one extent to another, the used quota will be recalculated depending on the amount of
transferred data, the same way as when you transfer backup files from one backup repository to another. Any
data compression and deduplication performed on a target capacity or archive extent does not influence used
quota calculation. To learn more about scale-out backup repositories, see the Scale-Out Backup Repositories
section of the Veeam Backup & Replication User Guide.
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Viewing Organization Configurations

In Veeam Backup Enterprise Manager, users with the Portal Administrator role can view the list of configurations
for VMware Cloud Director organizations.

To view the list of organization configurations:

1. Loginto Veeam Backup Enterprise Manager using an administrative account.
2. Click Configuration in the top right corner.

3. Inthe Configuration view, select the Self-service section.

4. In the Self-service section, select the Cloud Director tab.

Veeam Backup Enterprise Manager offers a default configuration that you can use for Cloud Director

organizations. The configuration is applied to each organization that does not have a specific configuration
added for it.

The default configuration contains the following parameters:

Organization — Other VMware Cloud Director organizations

Repository — Disable self-service backup for other organizations

Initially the default configuration is not active. To enable it, select a repository for the configuration.
Quota— 778

Job scheduling — Allow: Tenant has full access to all job scheduling

Job priority — Normal

For more information on configuration parameters, see Adding Organization Configuration.

Edit X
Repository:
Disable self-service backup for other organizations ~
Quota:
-~
- TE ~
Job scheduling:
Allow: Tenant has full access to all job scheduling options ~
Show Advanced Job Settings Save
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Adding Organization Configuration

Users with the Portal Administrator role can add a new configuration for a VMware Cloud Director organization.
Each configuration defines a backup repository that can be used by the organization, repository quota and
backup job settings. You can specify multiple repositories per organization. To do this, add a separate
configuration for each repository.

Before you add a new configuration, check prerequisites.
To add a new organization configuration:

1. Loginto Veeam Backup Enterprise Manager using an administrative account.

2. Click Configuration in the top right corner.

3. In the Configuration view, select the Self-service section.

4. In the Self-service section, select the Cloud Director tab.
E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @
(© xtconfiguration vSphere  Cloud Director
¥ Backup servers B* Add Edit Remove 2% Scope A Export T Refresh
@ vCenter Servers Organization Repository Friendly name Priority Quota used
\a selfservice organization01 Backup Repository 1 Repository 2 Normal 100 GB <}
; organization01 Default Backup Repository Repository 1 Normal 100 GB 31.0GB
@ sessions Other vCloud organizations Backup Repository 1 Repository 2 High 178 Not available
& Roles
% Settings
@ Licensing
A Notifications
@ About

5. Toadd a new configuration, click Add.
6. From the VMware Cloud Director server drop-down list, select a VMware Cloud Director server you need.
The field is available if you have multiple Cloud Director servers in the Enterprise Manager infrastructure.

7. From the Organization drop-down list, select an organization you need. The list contains organizations
from the selected Cloud Director server processed by the backup server that is added to Enterprise
Manager.

8. From the Repository drop-down list, select a repository that will be used for backups. The list includes
repositories configured on backup servers that has a Cloud Director server added to its infrastructure.

IMPORTANT

You cannot assign cloud-based repositories, as well as NetApp or Nimble storage systems storing
snapshots created by snapshot-only jobs.

480 | Veeam Backup Enterprise Manager | User Guide


https://helpcenter.veeam.com/docs/backup/vsphere/snapshot_only_job_perform.html?ver=120

9. In the Friendly name field, specify a repository name that will be displayed to organization members.

10. In the Quota section, specify a repository storage quota. You can choose GB or TB from the drop-down list
and enter the required quantity. For details on the quota usage see About Organization Quota.

11. From the Job scheduling drop-down list, select one of the following options:
a. Allow: Tenant has full access to all job scheduling options
b. Allow: Tenant can create daily and monthly jobs only

c. Deny: Creates daily jobs with randomized start time within the backup window

For backup jobs of Cloud Director organizations, the backup window settings are specified in Veeam
Backup Enterprise Manager. Backup window settings specified for the job template that you will
select from the advanced job settings do not affect organization jobs. For information on how to
specify the backup window in Veeam Backup Enterprise Manager, see Customizing Dashboard Chart.

d. Deny: Creates job with no schedule assigned
For more information on job scheduling, see Edit Job Schedule.
Add x

vCloud Director server:

172.24.145.152 hd

QOrganization:

organization01 v
Repository:
Default Backup Repository (enterprise04.tech.local) A

Friendly name:

Repository 2

Quota:

B ~ -
00 - GB hd

Job scheduling:

Allow: Tenant has full access to all job scheduling options A
Job priority:
Norma v

Show Advanced Job Settings Save

12. Specify advanced settings for backup jobs of the Cloud Director organization.

a. Click the Show Advanced Job Settings Llink.
b. In the Advanced job settings section, view the currently used backup job settings.

c. From the Copy from list, select the advanced settings that you want to apply to backup jobs of the
Cloud Director organization. For more information on the specific settings, see the Specify Advanced
Backup Settings section of the Veeam Backup & Replication User Guide.

= Select Default settings to use the default advanced settings as they are shown in the
Veeam Backup & Replication console. This option is applied by default.
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= Select <Job name>to use the advanced settings of an existing backup job as a template. When
an organization member creates a backup job on the Veeam Self-Service Backup Portal,
Enterprise Manager will copy the advanced settings from the template and apply them to the
job.

Note that, in the Copy from list, Enterprise Manager displays only VMware Cloud Director
backup jobs that are configured in advance on the backup server added to Enterprise Manager.

d. To apply the job template, click Apply.
IMPORTANT
The backup repository that is selected from the Repository drop-down list for the organization takes

priority over the repository used by the selected job template.

13. To save the configuration, click Save.

Add X
wCloud Director server: Advanced job settings:
172.24.145.152 v Backup =
Backup mode Incremental
Organization: Create synthetic full backups Saturday
organization01 v periodically on
Repasitory: Storage
Enable inline data deduplication Yes
Default Backup R sit: (enterprise04.tech. | hd -
efault Backup Repository (enterprise04.tech.local) Exclude swap file blocks Ves
Friendly name: Exclude deleted file blocks Yes
Repository 2 Compression level Optimal
Storage optimization Local target
Quota: vSphere
Pl
100 - GB v Use changed block tracking data Yes
Enable CBT for all protected VMs Yes
Job scheduling:
automatically
Allow: T t has full accessto all heduli tions A4
o Tenant nas full sccess to alljob seneculing oprions Reset CBT on each Active Full backup Yes T
Job priority: Copy from:

MNorma v vCD Backup Job 1 v Apply
Hide Advanced Job Settings Save
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Editing Organization Configuration

Users with the Portal Administrator role can edit VMware Cloud Director organization configurations.

Before you edit a configuration, consider the following recommendations:

e When you change a job template for a Cloud Director organization, the new configuration will be applied

only to the new jobs, existing jobs will not be affected.

e To make an existing backup job to store backups to another repository instead of the currently configured

for the organization:

a. Move already created backups of Cloud Director objects to the new repository.

b. Modify the backup job that is used as a template, and organization configuration so that the job points

to the new repository.

Otherwise, data will be stored to the old repository, exceeding the quota.

To edit an organization configuration:

1. Login to Veeam Backup Enterprise Manager using an administrative account.

o v or woN

Click Configuration in the top right corner.

In the Configuration view, select the Self-service section.

In the Self-service section, select the Cloud Director tab.

For more information, see Adding Organization Configuration.

Friendly name:

Repository 1

Quota;

. -~
a0 o GB ~

Job scheduling:

Allow: Tenant has full access to all job scheduling options

Job priority:

Normal

Hide Advanced Job Settings

Advanced job settings:

Backup

Backup mode

Create synthetic full backups
periodically on

Storage

Enable inline data deduplication
Exclude swap file blocks
Exclude deleted file blocks
Compression level

Storage optimization

vsphere

Use changed block tracking data

Copy from:

Default job settings

On the Cloud Director tab, select an organization configuration and click Edit.

To edit organization settings, follow the same steps as for adding a configuration.

Incremental

Saturday

Yes
Yes
Yes
Optimal

Local target
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Removing Organization Configuration

Users with the Portal Administrator role can remove VMware Cloud Director organization configurations. The
removed configuration is still effective for the jobs created with this configuration. New Cloud Director backup
jobs created after this removal will use the default configuration until you add a new configuration for the
organization.

To remove an organization configuration.

3.

4
5
6.
7
8

Log in to Veeam Backup Enterprise Manager using an administrative account.
Click Configuration in the top right corner.

In the Configuration view, select the Self-service section.

In the Self-service section, select the Cloud Director tab.

On the Cloud Director tab, select a configuration and click Remove.

If the organization has jobs and backups, you are prompted to delete jobs and backup files. Select
necessary options and click Yes to confirm the operation.

If four-eyes authorization is enabled on the backup server, backup files will remain in the backup
repository and become orphaned.

Disabling Default Configuration

The default configuration cannot be removed from the list — instead, you can disable it.

To disable the default configuration:

Log in to Veeam Backup Enterprise Manager using an administrative account.

Click Configuration in the top right corner.

In the Configuration view, select the Self-service section.

In the Self-service section, select the Cloud Director tab.

On the Cloud Director tab, select the default organization configuration and click Edit.

From the Repository drop-down list, select Disable self-service backup for other organizations.

Repository:

Disable self-service backup for other organizations -

Disable self-service backup for other ocrganizations

Default Backup Repository (enterprise04.tech.local)

Backup Repository 1 (enterprise04.tech.local)

Allow: Tenant has full access to all job scheduling options -

Job priority:

High -

Show Advanced Job Settings Save
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Exporting Configuration Report

Users with the Portal Administrator role can export a report with a list of configurations that were created for
VMware Cloud Director organizations. The list does not include the default configuration. When you export the
report, it is saved as an XLSX file.

To export a configuration report:
1. Loginto Veeam Backup Enterprise Manager using an administrative account.
2. Click Configuration in the top right corner.
3. Inthe Configuration view, select the Self-service section.
4. In the Self-service section, select the Cloud Director tab.
5

On the Cloud Director tab, click Export.

A } B { C { D { E ]
Organization | Repository |Used 5pace| Quota |
_|organization01 Backup Repository 1 ] 100 GB

|organization01 Default Backup Repository 31.9 GB 100 GB
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Configuring Veeam Self-Service Backup
Portal Ul

Users with the Portal Administrator role can configure what operations are available for portal users by choosing
the tabs that must displayed in Veeam Self-Service Backup Portal. By default, all portal tabs are displayed. The
Dashboard tab is always available in the portal. You can change visibility of the following portal tabs:

e Jobs
e VMs
e Files
e Items

To change visibility of Veeam Self-Service Backup Portal tabs, do the following:

1. Loginto Veeam Backup Enterprise Manager using an administrative account.

2. Click Configuration in the top right corner.
3. In the Configuration view, select the Self-service section.
4. Inthe Self-service section, select the Cloud Director tab.
5. Click Scope and select the tabs that you want to be displayed.
6. To save the settings, click Apply.
Dashboard femds s Tl U etchires Data Ve s (ews D @ TECH\sheila.d.cory v @
@ Exit Configuration vSphere Cloud Director
o e ||| Few S Xemow  fsom Wosot | D wefresn
e — Organization re SCOP A i oo riendly name Priority Quota Used  Cloud Director server
- Self Service Organization01 B4 3 Jobs ackup Repository 1 High 100 GB 0 https://prgclouddirectord2.tec...
B Organization02 Dq = s Interprise0S Repository Normal 100 GB 0 prgclouddirector01.tech.local
@© Ssessions Other VMWare Cloud Director ... Di A Normal 1TB Not available Not available
[y Files
& Roles [ & e
3% Settings
®  Licensing
A Notifications
@ About
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Using Veeam Self-Service Backup Portal

Veeam Self-Service Backup Portal is a web-based portal that provides members of VMware Cloud Director
organizations with self-service operations for Cloud Director VMs protection, including VM and file restore.
These operations do not require to create specific user accounts or assign specific roles to them at the Veeam
Backup Enterprise Manager level. The organization members access Veeam Self-Service Backup Portal with their

native Cloud Director credentials.
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Permissions

Members of VMware Cloud Director organization can use Veeam Self-Service Backup Portal to backup and
restore resources of their Cloud Director organization. To authenticate users, Veeam Self-Service Backup Portal
uses LDAP and local user authentication. SAML authentication is also supported if you access Veeam Self-
Service Backup Portal from the Cloud Director Ul using Veeam Plug-in for VMware Cloud Director. For more
information, see Accessing Veeam Self-Service Backup Portal.

The following organization members have access to Veeam Self-Service Backup Portal:
e Cloud Director organization administrator
e Cloud Director organization member that has all of the following rights granted in VMware Cloud Director:
o General: Administrator Control
o General: Administrator View
o User: View Users and Groups

o Organization: View Organization Administrative Details (required for access using Veeam Plug-in for
VMware Cloud Director only)

e Any Cloud Director organization members whose roles (or associated LDAP user roles) are defined in
registry keys and with the Group / User: Viewright granted in VMware Cloud Director. For more
information, contact Veeam Customer Support.

NOTE

Cloud Director system administrators cannot access Veeam Self-Service Backup Portal since they are not
organization members.
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Accessing Veeam Self-Service Backup Portal

Members of VMware Cloud Director organizations can access Veeam Self-Service Backup Portal in the following
ways:

e Access by URL
e Access from Cloud Director

For more information on access rights, see Permissions.

Accessing Veeam Self-Service Backup Portal by URL

To access Veeam Self-Service Backup Portal by URL:

1. Open your web browser and enter the following URL in the address bar:

https://<EnterpriseManagerServer>:9443/vcloud/<OrgName>/<VCDServer>

where:

o <EnterpriseManagerServer> isa host name or IP address of the host where the Enterprise
Manager server resides.

o <OrgName> is a name of the Cloud Director organization.

o <VCDServer> is a host name or IP address of the host where the Cloud Director server resides.

This URL part is optional. If you do not specify a Cloud Director host here, you may be asked to select
the host when you log in to the portal.

For example:
https://enterprisell.tech.local:9443/vcloud/TechCompanyOrg/172.17.53.16

2. From the drop-down list, select a display language.

For more information on display languages, see Managing Languages.
In the Username and Password fields, specify credentials of a Cloud Director account with proper rights.
To save the entered credentials for future access, select the Remember me check box.

Click Signin.

o v oA w

From the list of hosts with Cloud Director servers, select the one where your organization has been
created.

The list of hosts is displayed if multiple Cloud Director servers are added to the Enterprise Manager
infrastructure.
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Accessing Veeam Self-Service Backup Portal from VMware
Cloud Director

In the VMware Cloud Director environment, Veeam Self-Service Backup Portal is displayed in English by default.
When you access the portal by its URL, you can select a preferred language from the drop-down list on the login
page. After you select the language here, you can work with the portal in the selected language from the
VMware Cloud Director environment. For more information, see Accessing Veeam Self-Service Backup Portal by
URL.

Before members of Cloud Director organizations can access Veeam Self-Service Backup Portal from the Cloud
Director Ul, the Cloud Director system administrator must upload and configure Veeam Plug-in for VMware
Cloud Director. For more information, see Veeam Plug-in for VMware Cloud Director.

To access Veeam Self-Service Backup Portal from Cloud Director:
1. Loginto VMware Cloud Director Tenant Portal under a Cloud Director account with proper rights.

2. From the More menu, select Data Protection with Veeam.

If you have a connection error when accessing Veeam Plug-in for VMware Cloud Director, add the Veeam
Backup Enterprise Manager certificate as trusted to your browser.

Veeam Plug-in for VMware Cloud Director

Veeam Plug-in for VMware Cloud Director lets members of VMware Cloud Director organizations access Veeam
Self-Service Backup Portal from the native VMware Cloud Director environment.

You can upload and configure the plug-in in VMware Cloud Director Service Provider Admin Portal. When you
upload the plug-in, you specify the scope — a set of Cloud Director organizations that can use the plug-in.

If you need to modify the scope of Cloud Director organizations after you configure the plug-in, update the
plug-in configuration. For more information, see Updating Plug-in Configuration.

IMPORTANT

In VMware Cloud Director Service Provider Admin Portal, you cannot upgrade plug-ins. To switch to a
newer version of Veeam Plug-in for VMware Cloud Director, delete the current plug-in version and then
upload a newer one. For more information on deleting the plug-in, see the Delete a Plug-in section of
VMware Cloud Director documentation. For details on uploading the plug-in, see Uploading and
Configuring Plug-in.

Before you delete the plug-in, make a note of the Cloud Director organizations that are allowed to use the
plug-in. For more information on how to view them, see the Publish or Unpublish a Plug-in from an
Organization section of VMware Cloud Director documentation.

Before You Begin

Before you start uploading Veeam Plug-in for VMware Cloud Director, check the following prerequisites:

e Veeam Plug-in for VMware Cloud Director requires Veeam Backup & Replication 11 or later to be installed
on the backup server that has the Cloud Director server in its infrastructure.
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Members of Cloud Director organizations using the plug-in must have network access to the Cloud
Director server and Veeam Backup Enterprise Manager server.

You specify the Veeam Backup Enterprise Manager server URL in Cloud Director Service Provider Admin
Portal when you configure the plug-in. For more information, see Uploading and Configuring Plug-in.

The Veeam Backup Enterprise Manager server should use a certificate issued by a Certificate Authority
instead of a default self-signed certificate. In case of a self-signed certificate, users of the plug-in have to
add the Enterprise Manager certificate as trusted to their browser before they access the plug-in.
Otherwise, they will get a connection error.

For more information on the Enterprise Manager certificate, see Updating TLS Certificates.

Uploading and Configuring Plug-in

To upload and configure Veeam Plug-in for VMware Cloud Director:

1.

6.

Log in to VMware Cloud Director Service Provider Admin Portal under a Cloud Director system
administrator account.

Upload the plugin. zip file to the portal. You can find the file on the Veeam Backup & Replication
installation disk in the \P1ugins\Cloud Director folder.

For more information, see the Upload a Plug-in section of VMware Cloud Director documentation.

From the More menu, select Data Protection with Veeam.

If the Data Protection with Veeam option is not available, log out from the VMware Cloud Director Service
Provider Admin Portal and log in again.

In the Plug-in Configuration section, specify the URL to the Veeam Backup Enterprise Manager server, for
example: https://hostname: 9443.

Click Save.

NOTE

When you save the plug-in configuration, it is applied to all Cloud Director organizations. For that, a
separate operation is performed for each organization. If you have operation limits that are set
through the VMware Cloud Director API, the operations may fail with HTTP status 400.

In this case, use the VMware Cloud Director API to set the QueuedOperationsPerOrg and
QueuedOperationsPerUserelements to zero until you save the plug-in configuration. For more
information, see the OperationLimitsSettingsType section of VMware Cloud Director API
documentation.

On the Enterprise Manager server in IS Manager, recycle the VeeamBackup application pool.

For more information, see the Recycling Settings for an Application Pool <recycling> section of Microsoft
Docs.

Updating Plug-in Configuration

After you configure the plug-in, you can modify the scope of Cloud Director organizations. It may be useful, for
example, if you create a new Cloud Director organization and you want members of this organization to use the
plug-in. To include or exclude Cloud Director organizations, update the plug-in configuration.
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To update the plug-in configuration:

1. Loginto VMware Cloud Director Service Provider Admin Portal under a Cloud Director system
administrator account.

2. Modify the scope of Cloud Director organizations.

For more information, see the Publish or Unpublish a Plug-in from an Organization section of VMware
Cloud Director documentation.

3. From the More menu, select Data Protection with Veeam.

4. In the Plug-in Configuration section, click Save to apply the changes to all Cloud Director organizations.
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Working with Veeam Self-Service Backup Portal

In Veeam Self-Service Backup Portal, members of VMware Cloud Director organizations can perform the
following operations:

e On the Dashboard tab — view statistics on Cloud Director backups.
e Onthe Jobs tab — examine and export job sessions data, search for jobs, create new jobs and edit jobs.

e Onthe VMs tab — search by a VM name, restore VMs and vApps to their original location (preserving or
overwriting the production VM or vApp), and delete VM backups.

e Onthe Files tab — search for the files on the VM guest file system and restore the necessary files to the
original location or download to the local machine.

e Onthe Items tab — perform application item-level restore (currently, for Microsoft SQL Server and Oracle
databases).

NOTE

If the Veeam Backup Enterprise Manager server is added to the Veeam ONE monitoring scope, the restore
operations performed with Veeam Self-Service Backup Portal are included in the Restore Operator Activity
report available in Veeam ONE.

Viewing Statistics on VCD Backups

The Dashboard tab contains statistics on VMware Cloud Director backup jobs created by members of a Cloud
Director organization, including information on the VMs, job runs and backup repositories.

You can view the chart for one of the time ranges:
e Last 24 hours
e Last 7 days

To switch between the ranges, select a necessary tab in the top left corner.
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Veeam Self-Service Backup Portal accessed by URL

' Self-Service Backup Portal for Organization01 sheiladcory v = @
Dashboard Jobs VMs Files. Items
Last 24 hours Last 7 days
Protected Jobs Repository 2 Repository 1 Last 24 hours
VApps 1 Jobs. 1 Status ° Status ° © Succeeded Jobs 2
VMs 2 Max duration 1h44 min Quota 100 GB Quota 100 GB & Warning Jobs 0
VMs size 39.8GB Average speed 146 MB/s Used 0B Used 31.9GB © Error Jobs 1

Show: A

Name

@ Repository 1

@ Repository 2

Veean Self-Service Backup Portal accessed from Cloud Director using Veeam Plug-in for VMware Cloud Director

vm VMware Cloud Director

Dashboard Items

Last 24 hours Last 7 days 2 Refresh
Protected Jobs Repository 2 Repository 1 Last 24 hours

VvApps 1 Jobs. 1 Status o Status o © Succeeded Jobs 2

VMs 2 Max duration 1h44 min Quota 100 GB Quota 100 GB & Warning Jobs 0

VMs size 39.8GB Average speed 146 MB/s Used 0B Used 31.9GB © Error Jobs 1

Name
@ Repository 1

@ Repository 2

Recent Tasks |Running: @ Failed: @ A

The Protected widget contains the following information:

e VApps— the number of vApps for which restore points were successfully created during the specified
period

e I/Ms— the number of VMs for which restore points were successfully created during the specified period
e |/Ms size — total size of source VMs successfully processed
The Jobs widget contains the following information:
e _Jobs— the number of jobs created by currently logged in administrator
e  Max duration — maximum job duration

e Average speed — average data transfer speed
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The Backup Storage / <Repository name> widgets display statistics about backup repositories available to the
organization. Each widget represents a single repository and contains the following information:

e  Status— a status of the backup repository assigned to the organization:
o Green— more than 10% of storage space is free
o VYellow— less than 10% of storage space is free
o Red— no free space on backup storage
e Quota— storage quota
e Used— used storage size
The Last 24 hours / Last 7 days widget reports on the job session results for the selected period.

To visualize on-going jobs data, the Dashboard tab also comprises a chart showing date and time when jobs
were performed, and the network throughput rate during the job.

NOTE
The dashboard displays only Cloud Director backup jobs of the current Cloud Director organization.

The highlighted part of the chart represents the configured backup window if this option is specified in the chart
settings. For more information, see Customizing Dashboard Chart.

Managing Cloud Director Jobs

On the Jobs tab, members of the VMware Cloud Director organization can perform the following operations
with Cloud Director backup jobs:

e Creating jobs

e Starting, stopping and retrying jobs
e Enabling and disabling jobs

e Editing job settings

e Deleting jobs

Before You Begin

Before you start working with jobs, consider the following:

e Organization members cannot see the jobs with VMs from their Cloud Director organization if the jobs are
created using Veeam Backup & Replication. To view these jobs, tenants can map their organization jobs
using a PowerShell command. For more information, see the Set-VBRvCloudOrganizationJobMapping
section of the Veeam Backup & Replication PowerShell Reference. Tenants can map jobs of their own
organization only.

e Job cloning is not available.

e The following limitations apply to scenario involving VM backup and subsequent restore using Veeam
Self-Service Backup Portal:

a. You create a backup job that will process a VM added explicitly (that is, not as a part of a vVApp
container).
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b. This job runs creating a number of restore points.
c. Then you restore this VM to the original location by using the portal.

After restore, the VM identifier changes in Cloud Director hierarchy. Due to this reason, the backup
job cannot locate this VM any longer. So, you need to edit job settings, adding this VM anew. To
ensure that job configuration will store this VM with the new metadata (not the old one from Cloud
Director hierarchy cache), you should first click Reload in the Add Objects window.

Add Objects X

Type in an object name to search for Q, | ¥ Everything v

? Reload i

(1]

ad

-

L BS CDP-CLUSTER
+E esx03-virt.tech.local
+E esx04-virt.tech.local
Er_l VCLS (2)
Er_l VLS (4)
E’Tj virt03-sqlo1
Er_l Virt03-srvo1
Er_l virt03-ubuntuo1
Er_l virt03-ubuntu01_1
[ virt03-vrn01

. B virt03-vmo2

d. At the next job run, a new full backup will be created for this VM. However, if you try to perform file-
level restore with the portal from the restore points created initially for that VM (on step 2), the
restore operation will fail, as that VM identifier does not exist any longer.

Creating Jobs

With Veeam Self-Service Backup Portal, members of a VMware Cloud Director organization can create Cloud
Director backup jobs. The jobs you create are shown in Veeam Backup & Replication console under the Jobs
node and in Veeam Backup Enterprise Manager on the Jobs tab. The jobs have the <Cloud Director org_ name>
prefix.

To create a Cloud Director backup job, use the Create Backup Job wizard:

1.

N o v oA W N

Launch the wizard.

Specify job name and retention settings.
Specify a list of VMs.

Configure VM processing order.
Configure guest OS processing settings.
Configure job schedule.

Configure email notifications.
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Step 1. Launch Wizard

To launch the Create Backup Job wizard, do the following:

1. Login to the Veeam Self-Service Backup Portal under a Cloud Director account with proper rights.

For more information on user rights, see Permissions.

2. On the Jobs tab, click Create.
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Step 2. Specify Job Name and Retention Settings

At the Job Settings step of the wizard, specify a job name, repository, job description, retention policy and job
priority.

1.
2.

In the Job name field, enter a name for the job.

From the Repository list, select a backup repository where the created backup files must be stored.

You can select a repository only if more than one configuration is added for the organization. For more
information, see Adding Organization Configuration.

In the Description field, provide an optional description for future reference. The default description
contains information about the user who created the job, date and time when the job was created.

Specify backup retention policy settings:

o From the Retention policy list, select Restore points and specify the number of restore points that you
want to store in the backup repository. When this number is exceeded, the earliest restore point will
be removed from the backup chain.

o From the Retention policy list, select Days and specify the number of days for which you want to store
restore points in the backup repository. After this period is over, a restore point will be removed from
the backup chain.

For more information on retention, see the Short-Term Retention Policy section of the Veeam Backup &
Replication User Guide. Also, see this Veeam KB article.

To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups longer
for archival purposes check box and click Configure. In the Configure GFS window, specify how often full
backups are retained. For more information, see the Long-Term Retention Policy (GFS) section of the
Veeam Backup & Replication User Guide.

The Keep certain full backups longer for archival purposes check box is available only if GFS retention
policy can be applied to the job. For more information on GFS limitations, see the Long-Term Retention
Policy (GFS) section of the Veeam Backup & Replication User Guide.
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6. Select the High priority check box if you want the resource scheduler of Veeam Backup & Replication to
prioritize this job higher than other similar jobs and to allocate resources to it in the first place. For more
information on job priorities, see the Job Priorities section of the Veeam Backup & Replication User Guide.

Create Backup Job X

ol E s specify the job name, description and retention policy

Job name:
Virtual Machines

Backup Job 1

Guest Processing

Repository:
Repository 1 v
Job Schedule
Description:
Email Notifications Created by sheila.d.cory

Retention policy
Latest backups to keep: | 7 : Restore points -

Keep certain full backups longer for archival purposes &1- Configure

1 weekly, 1 monthly, 1 yearly
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Step 3. Specify List of VMs

At the Virtual Machines step of the wizard, you can add or remove VMs, vApps and VDCs of the organization.
Jobs with VM containers are dynamic in their nature: if a new machine is added to the container after the job is
created, the job is automatically updated to include the added machine.

Adding VMs and VM containers

To add a VM or a VM container:
1. Click the Add.

2. Inthe virtual infrastructure tree, select the necessary VMs or VM containers.

If you select a VM container and later add a new VM to the container, Veeam Backup & Replication will
update job settings automatically to include the VM.

TIP
To quickly find the necessary objects, you can do the following:

e Search for objects: type a name or part of a name in the search field. Specify the type of the
object from a scroll list next to the search field.

e Switch between virtual infrastructure views using the buttons in the top right corner. For
VMware objects, you can switch between the Hosts and Clusters, VMs and Templates,
Datastores and VMs, and Tags and VMs views.

3. Click OK to save the changes.
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Removing VMs and VM containers

To remove a VM or VM container, select it in the list and click Remove.

Excluding VMs

You can also exclude individual VMs from VM containers.
To exclude VMs from a VM container:
1. Select a VM container in the list and click Exclusions.
2. Inthe Exclusions window, click Add and select machines that you want to exclude.

Create Backup Job x

Job Settings Select virtual machines to process

Virtual Machines

4 Add Remove ' Exclusions Up Do
Guest Processing
Name Type
Job Schedule
5 win2019 Vedvm
Email Notifications 53 win7 Vedvm

Previous Cancel
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Step 4. Configure VM Processing Order

At the Virtual Machines step of the wizard, you can change the VM processing order. It can be helpful if specific
VMs must be processed first, if you want to ensure that processing of a MV does not overlap with other
scheduled activities, or that VM processing is completed before the certain time.

To change the VM processing order, select the necessary machines and move them up or down the list using the
Up and Down buttons on the right. In the same manner, you can set the backup order for containers in the
backup list. You can change the order of the following VMware Cloud Director objects: VMs, vApps, organization
VDCs, organizations and the Cloud Director instance. The scope depends on your Cloud Director access rights.

Create Backup Job x

Job Settings Select virtual machines to process

Wirtual Machines

4 Add Remove L‘? Exclusions Up Do
Guest Processing
Name Type
Job Schedule
51 win2019 Vedvm
Email Notifications 53 win7 wvedvm

Previous Cancel
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Step 5. Configure Guest Processing Settings

At the Guest Processing step of the wizard, you can configure the following settings for VM guest OS
processing:

e Application-Aware Processing
e Guest OS File Indexing

e Guest OS Credentials

NOTE

VMware Cloud Director system administrators can access guest OS credentials available for their
organizations. They can also supply new credentials for guest OS processing.

Create Backup Job X

Choose guest 0S processing options available for running VMs

Job Settings
Virtual Machines Enable application-aware processing €
g‘# Customize Application
Guest Processing Customize application handling options for individual VIMs and applications
Job Schedule Enable guest file system indexing €
&'1’ Customize Indexing
Email Motifications Customize advanced guest file system indexing options for individual ViMs

Guest 0S credentials

Credentials:

william.fox (Guest 05 credentials) b4 g Add w y * Edit x Delete

4, Customize Credentials

Customize guest 05 credentials for individual VM= and operating systems

Previous Cancel

Application-Aware Processing

At the Guest Processing step of the wizard, you can enable application-aware processing. Application-aware
processing is a Veeam technology based on Microsoft VSS and used to create transactionally consistent backups
or replicas of VMs that run Microsoft Active Directory, Microsoft SQL Server, Microsoft SharePoint, Microsoft
Exchange, Oracle or PostgreSQL. For more information, see the Application-Aware Processing section of the
Veeam Backup & Replication User Guide.
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To configure application-aware processing, take the following steps:
1. Select the Enable application-aware processing check box.
2. Click the Customize Application link.

3. To define custom settings for a machine, select it and click Edit.

To customize settings of a machine added to the job as part of a container, add the machine as a
standalone instance. For that, click Add machine and choose the necessary VM. Next, select the machine
from the list and click Edit to customize VM settings.

To discard custom settings of a machine, select the machine in the list and click Remove.
4. Configure the necessary settings for the selected application server:
o General Settings
o Microsoft SQL Server Transaction Log Settings
o Oracle Archived Log Settings
o PostgreSQL Archived Log Settings

o VM Guest OS File Exclusion

Application-Aware Processing Options x

& Add... 7 Edit... Remave
Object Vss Transaction logs Excludes
3 rhelo1 Require success Exchange: Truncate, SQL: Truncate Diszble
51 mssqlo2 Require success Exchange: Truncate, SQL: Backup Disable
53 linorclo Require success Exchange: Truncate, SQL: Truncate Disable
|'—:|TI winsrvgg Require success Exchange: Truncate, SQL: Truncate Disable

General Settings

On the General tab, you can specify general application-aware processing settings.

1. In the Applications section, select the option that corresponds to your transactionally-consistent backup
creation scenario.

o Select Require successful processing (default option) if you want Veeam Backup & Replication to stop
the backup job if an error occurs.

o Select Try application processing, but ignore failures if you want to continue the backup process even
if an error occurs. This option guarantees completion of the job. The created backup image will not be
transactionally consistent, but rather crash-consistent.
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o Select Disable application processing if you do not want to enable application-aware processing for
the VM. This option makes the Transaction Logs Processing section unavailable.

2. [For Microsoft Exchange, Microsoft SQL Server, Oracle and PostgreSQL] In the Transaction Logs
Processing section, specify whether this job should process transaction logs upon a successful backup.

o Select Process transaction logs with this job if you want Veeam Backup & Replication to process
transaction logs.

[For Microsoft Exchange] With this option selected, the non-persistent runtime components or
persistent components running on the VM guest OS will wait for backup to complete successfully and
then trigger truncation of transaction logs. If the backup job fails, the logs will remain untouched on
the VM guest OS until the next start of the non-persistent runtime components or persistent
components.

[For Microsoft SQL Server, Oracle and PostgreSQL] Specify settings for transaction log handling:

= For Microsoft SQL Server transaction log processing — on the SQL tab. For more information, see
Microsoft SQL Server Transaction Log Settings.

= For Oracle database archived logs processing — on the Oracle tab. For more information, see
Oracle Archived Log Settings.

= For PostgreSQL database archive logs processing — on the PostgreSQL tab. For more
information, see PostgreSQL Archive Log Settings.

o Select Perform copy only if you want to use native application means or a third-party tool to process
transaction logs. Veeam Backup & Replication will create a copy-only backup for the selected
machine. The copy-only backup preserves a chain of full/differential backup files and transaction logs,
so Veeam Backup & Replication will not trigger transaction log truncation. This option is
recommended if you are using another backup tool to perform the machine guest-level backup, and
this tool maintains consistency of the database state. To learn more, see the Guest Processing section
of the Veeam Backup & Replication User Guide.

With this option selected, the SQL, Oracle and PostgreSQL tabs are not available.

3. Inthe Persistent guest agent section, specify if Veeam Backup & Replication must use persistent guest
agents on each protected VM for application-aware processing.

By default, Veeam Backup & Replication uses non-persistent runtime components.
Veeam Backup & Replication deploys runtime components on each protected VM when the backup job
starts, and removes the runtime components as soon as the backup job finishes.

Select the Use persistent guest agent check box to enable persistent agent components for guest
processing. For more information, see the Non-Persistent Runtime Components and Persistent Agent
Components section of the Veeam Backup & Replication User Guide.
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IMPORTANT

If both Microsoft SQL Server and Oracle Server are installed on the same VM, and this VM is processed by a
job with log backup enabled for both applications, Veeam Backup & Replication will back up only Oracle
transaction logs. Microsoft SQL Server transaction logs will not be processed.

mssql02: Processing Settings x

Applications €9

@) Require successful processing (recommended)

[__) Try application processing, but ignore failures
'ﬁ:::ﬁ' Disable application processing
Microsoft VSS settings €)

i::l:] Process transaction logs with this job (recommended)

'ﬁ::) Perform copy only (lets another application use logs)

Persistent guest agent )

D Use persistent guest agent (optional)

General sSQL Oracle PostgreSQL

File Exclusions

Cancel

Microsoft SQL Server Transaction Log Settings

If you back up a Microsoft SQL VM, you can specify how Veeam Backup & Replication must process transaction

logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box

is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select the Microsoft SQL Server VM from the list and click Edit.

4. On the General tab of the VM Processing Settings window, make sure the following options are selected:

o Inthe Applications section, either the Require successful processing or Try application processing, but

ignore failures option must be selected.
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o Inthe Microsoft VSS settings section, the Process transaction logs with this job option must be

selected.
mssql02: Processing Settings x
General sQL Oracle PostgreSQL File Exclusions

Applications €
'ZEZ' Require successful processing (recommendead)
i::ﬁ' Try application processing, but ignore failures
'I::I' Disable application processing

Microsoft VSS settings )

iiﬁl Process transaction logs with this job (recommended)

i::ﬁl Perform copy only (lets another application use logs)

Persistent guest agent )

[ ] use persistent guest agent (optional)

5. Open the SQL tab of the VM Processing Settings window.
6. Specify how Veeam Backup & Replication will process SQL transaction logs.

o Select Truncate logs to truncate transaction logs after successful backup. The non-persistent runtime
components or persistent components running on the VM guest OS will wait for the backup to
complete successfully and then truncate transaction logs. If the job does not manage to back up the
Microsoft SQL Server VM, the logs will remain untouched on the VM guest OS until the next start of
the non-persistent runtime components or persistent components.

NOTE

If the account specified at the Guest Processing step does not have enough rights,

Veeam Backup & Replication tries to truncate logs using the NT AUTHORITY|SYSTEM account.
Make sure that the account has permissions listed in the Permissions section of the Veeam
Explorers User Guide.

o Select Do not truncate logs to preserve transaction logs. When the backup job completes,
Veeam Backup & Replication will not truncate transaction logs on the Microsoft SQL Server VM.

Select this option for databases that use the Simple recovery model. If you enable this option for
databases that use the Full or Bulk-logged recovery model, transaction logs on the VM guest OS may
grow large and consume all disk space. In this case, the database administrators must take care of
transaction logs themselves.
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o Select Backup logs periodically to back up transaction logs with Veeam Backup & Replication. Veeam
Backup & Replication will periodically copy transaction logs to the backup repository and store them
together with the image-level backup of the Microsoft SQL Server VM. During the backup job session,
transaction logs on the VM guest OS will be truncated.

For more information, see the Microsoft SQL Server Transaction Log Settings sections of the Veeam
Backup & Replication User Guide.

7. If you have selected the Backup logs periodically option, specify settings for transaction log backup:

a. In the Backup logs every <N> minutes field, specify the frequency for transaction log backup. By
default, transaction logs are backed up every 15 minutes. The maximum log backup interval is 480
minutes.

b. In the Retain log backups section, specify retention policy for transaction logs stored in the backup
repository.

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and transaction log backups.

= Select Keep only last <N> days to keep transaction logs for a specific number of days. By
default, transaction logs are kept for 15 days. If you select this option, you must make sure that
retention for transaction logs is not greater than retention for the image-level backups. For
more information, see Retention for Transaction Log Backups section of the Veeam Backup &
Replication User Guide.

NOTE

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport transaction logs. For more information, see the Microsoft SQL Server Transaction Log
Settings section of the Veeam Backup & Replication User Guide.

dbserver01: Processing Settings x

General SQL QOracle File Exclusions

Choose how this job should process Microsoft SQL Server transaction logs

'___Z' Truncate logs (prevents logs from growing forever)
'___Z' Do not truncate logs (requires simple recovery model)
@) Backup logs periodically (backed up logs are truncated)
Eal -
Backup logs every 15 + | minutes

Retain log backups:

iél Until the corresponding image-level backup is deleted

'Z_:_B Keep only last 15 days
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Oracle Archived Log Settings

If you back up a VM where Oracle Database is deployed, you can specify how Veeam Backup & Replication must
process archived redo logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box
is selected.

2. Click the Customize Application link.
3. Inthe displayed window, select the Oracle VM from the list and click Edit.

4. On the General tab of the VM Processing Settings window, make sure that either the Require successful
processing or Try application processing, but ignore failures option is selected.

IMPORTANT

If both Microsoft SQL Server and Oracle are installed on one machine, and this machine is processed
by a job with log backup enabled for both applications, Veeam Backup & Replication will back up
only Oracle transaction logs. Microsoft SQL Server transaction logs will not be processed.

mssql02: Processing Settings X

General SQL Oracle PostgreSQL File Exclusions

Applications €

'ZEZ' Require successful processing (recommendead)
'I::I' Try application processing, but ignore failures

i::} Disable application processing

Microsoft VSS settings )

'ZEZ' Process transaction logs with this job (recommended)

i::ﬁl Perform copy only (lets another application use logs)

Persistent guest agent )

[ ] use persistent guest agent (optional)

5. On the Oracle tab of the VM Processing Settings window, specify log processing settings.

a. Specify a user account that will connect to the Oracle database and perform Oracle archived logs
backup and deletion.

= Select Use guest credentials to use the account specified at the Guest Processing step of the
wizard to access the VM guest OS and connect to the Oracle database.

509 | Veeam Backup Enterprise Manager | User Guide



= Specify another account. To do this, select the necessary account from the drop-down list or
click Add and add a new account.

Make sure the specified account has sufficient rights. For details, see the Permissions section of the
Veeam Explorers User Guide.

b. Specify how Veeam Backup & Replication must process archived redo logs on the Oracle VM.

= Select Do not delete archived logs to preserve archived redo logs on the original Oracle server.

Select this option for databases in the NOARCHIVELOG mode. If the database is in the
ARCHIVELOG mode, archived logs on the VM guest OS may grow large and consume all disk
space. In this case, database administrators must take care of archived logs themselves.

= Select Delete logs older than <N> hours / Delete logs over <N> GB to delete archived logs that
are older than <N> hours or larger than <N> GB. The log size threshold refers not to the total
size of all logs for all databases, but to the log size of each database on the selected Oracle VM.

When the parent backup job (job creating an image-level backup) runs, Veeam Backup &
Replication will wait for the backup to complete successfully, and then trigger archived logs
deletion on the Oracle VM over Oracle Call Interface (OCI). If the primary job does not manage to
back up the Oracle VM, the logs will remain untouched on the VM guest OS until the next start
of the non-persistent runtime components or persistent components.

TIP

Veeam Backup & Replication removes redo logs only after the parent backup job session. To
remove redo logs more often, you can schedule the job to run more often.

¢. To back up Oracle archived logs with Veeam Backup & Replication, select the Backup logs every <N>
minutes check box and specify the frequency for archived log backup. By default, archived logs are
backed up every 15 minutes. The maximum log backup interval is 480 minutes.

IMPORTANT

If you plan to use this option together with archived logs deletion from Oracle machine guest,
make sure that these settings are consistent: logs should be deleted after they are backed up to
repository. Thus, you need to set up backup schedule and log removal conditions appropriately.

d. If you have selected the Backup logs every <N> minutes option, specify retention policy for the
archived logs stored in the backup repository. For the Retain log backups setting, select one of the
following:

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and archived log backups.

= Select Keep only last <N> days to keep archived logs for a specific number of days. By default,
archived logs are kept for 15 days. If you select this option, you must make sure that retention
for archived logs is not greater than retention for the image-level backups. For more
information, see the Retention for Archived Log Backups section of the Veeam Backup &
Replication User Guide.
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NOTE

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport archived logs. For more information, see the Oracle Archived Log Settings section of the
Veeam Backup & Replication User Guide.

linorcl01: Processing Settings x

General sSQL Oracle PostgreSQL File Exclusions

Choose how this job should process Oracle archived logs

Specify Oracle account with SYSDBA privileges:
admin (admin) v = Add

'ﬁ:::ﬁ' Do not delete archived logs

i::.:il Delete logs older than: 48 : hours
'ﬁ::) Delete logs over: 10 GB

e .
Backup logs every: 15 + | Mminutes

Retain log backups:

ii] Until the corresponding image-level backup is deleted

'ﬁ::ﬁl Keep only last 15 days

PostgreSQL Archive Log Settings

If you back up a VM where PostgreSQL is deployed, you can specify how Veeam Backup & Replication must
process PostgreSQL archive logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box
is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select the PostgreSQL VM from the list and click Edit.
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4. On the General tab of the VM Processing Settings window, make sure that either the Require successful
processing or Try application processing, but ignore failures option is selected.

postresql88: Processing Settings x

General SQL Oracle PostgreSQL File Exclusions

Applications €
iiﬁ' Require successful processing (recommended)
'I::I' Try application processing, but ignore failures
i::ﬁl Disable application processing
Transaction logs processing €
@ Process transaction logs with this job (recommended)
'I::I' Perform copy only (lets another application use logs)
Persistent guest agent €)

D Use persistent guest agent (optional)

5. On the PostgreSQL tab of the VM Processing Settings window, specify settings for PostgreSQL logs
processing.

a. Specify an account that will connect to the PostgreSQL instance and perform PostgreSQL archive logs
backup and deletion. The pg hba.conf configuration file of the PostgreSQL instance must contain a
record with the account.

= Select Use guest credentials to use the account specified at the Guest Processing step of the
wizard to access the VM guest OS and connect to the PostgreSQL instance.

= Specify another account. To do this, select the necessary account from the drop-down list or
click Add and add a new account.

Make sure the specified account has sufficient rights. For details, see the Permissions section of the
Veeam Explorers User Guide.

b. Specify an authentication method for the selected user account.

= Select Database user with password if you have specified an account with password-based
authentication. In this case, you must provide Veeam Backup & Replication with the account
password that will be stored in the Veeam Backup & Replication database.

= Select Database user with password file (.pgpass) if you have specified an account with
password-based authentication. In this case, you do not have to specify the account password
when adding the account in Veeam Backup & Replication. Instead, the account password must
be specified in the PGPASS password file stored in the user's home directory.
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= Select System user without password (peer) if you have specified a local system account with
peer authentication.

c. To back up PostgreSQL archive logs with Veeam Backup & Replication, select the Backup logs every
<N> minutes check box and specify the frequency for archive log backup. By default, archive logs are
backed up every 15 minutes. The maximum log backup interval is 480 minutes.

d. If you have selected the Backup logs every <N> minutes option, specify retention policy for the
archive logs stored in the backup repository. For the Retain log backups setting, select one of the

following:

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and archived log backups.

= Select Keep only last <N> days to keep archive logs for a specific number of days. By default,
archive logs are kept for 15 days. If you select this option, you must make sure that retention for
archive logs is not greater than retention for the image-level backups. For more information, see
the Retention for PostgreSQL WAL Files section of the Veeam Backup & Replication User Guide.

e. In the PostgreSQL archive logs local temporary storage field, specify a path on the PostgreSQL
machine that Veeam Backup & Replication will use to temporarily store PostgreSQL archive logs until
they are backed up. Veeam Backup & Replication does not create the temporary storage folder so the
folder must exist on the machine. Make sure the temporary location has enough free space for storing
the log files.
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NOTE

the Veeam Backup & Replication User Guide.

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport archive logs. For more information, see the Retention for PostgreSQL WAL Files section of

rhel02: Processing Settings x

General sSQL Oracle PostgreSQL

File Exclusions

Specify PostgreSQL account with superuser privileges:

Use gusst credentials

The specified user is:

i::.:il Database user with password

'ﬁ::) Database user with password file (.pgpass)

() System user without password (peer)

Backup logs every | 15 : minutes

Retain log backups:

i::.:ﬁ- Until the corresponding image-level backup is deleted

i:::i' Keep only last 15 days

PostgresQL archive logs local temporary storage:

Choose how this job should process PostgreSQL transaction logs

~ | == Add

st

VM Guest OS File Exclusion

If you do not want to back up specific files and folders on the VM guest OS, you can exclude them from the
backup. Exclusions can help decrease the backup file size. However, selective processing takes additional time
that depends on the number of excluded files. It also requires obtaining per-file metadata (stored in backups).
Thus, it is recommended to use this option for excluding large files. By default, exclusions are disabled.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box

is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select a VM from the list and click Edit.

4. On the File Exclusions tab, specify the files that must be excluded from the backup.

o Select Exclude the following files and folders to remove individual files and folders from the backup.

o Select Include only the following files and folders to leave only the specified files and folders in the

backup.

514 | Veeam Backup Enterprise Manager | User Guide


https://helpcenter.veeam.com/docs/backup/vsphere/postrgresql_backup_retention.html?ver=120

5. Click Add and specify what files and folders you want to include or exclude.

To form the list of exclusions or inclusions, you can use full paths to files and folders, environmental
variables, and file masks with the asterisk (*) and question mark (?) characters. For more information, see
the VM Guest OS Files section of the Veeam Backup & Replication User Guide.

mssql02: Processing Settings x

General sQL Oracle PostgreSQL File Exclusions
'ﬁ:_:ﬁ' Disable file level exclusions File selective processing takes
additional time proportional to
i:_.:il Exclude the following files and folders: the amount of excluded files,

and stores extra per-file
metadata in backups. Thus, itis
. best used for excluding large
Add Remaowve
+ X files, and keeping the total
number of excluded files under
BTMP% a few hundred thousands.

'ﬁ::) Include only the following files and folders:

A
']
=]

]
Q
(1]
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Guest OS File Indexing

To quickly find the necessary guest OS files in backups, select the Enable guest file system indexing check box.
This setting provides, in particular, advanced search capabilities when viewing guest OS files and performing 1-
Click file restore using Enterprise Manager web Ul. If indexing is disabled, you can only use quick search within
the selected restore point.

NOTE

For proper file indexing of Linux machines, Veeam Backup & Replication requires several utilities to be
installed on the machines: mlocate, gzip, and tar. If these utilities are not found, you are prompted to
deploy them to support index creation.

To provide granular indexing options for individual machines:
1. Click the Customize Indexing link.

2. Inthe Guest File System Indexing Options window, select a machine from the list and click Edit.

Consider the following:

o To customize settings of a machine added to the job as part of a container, add the machine as a
standalone instance. For that, click Add Machine and choose the necessary VM. Next, select the
machine from the list and click Edit to customize VM settings.

o Todiscard custom settings of a machine, select it from the list and click Remove.

Guest File System Indexing Options X

= Add machine... * Edit...
L.
Object Windows Linux
&1 apache02 Disabled Disabled
i winsrvas Partial Partial
3 dbserver01 Partial Partial

3. Inthe Indexing Settings window displayed for the selected machine, go to the Windows or Linux tab and
specify what files should be indexed:

o Select Disable indexing if you do not want to index guest OS files of the machine.
o Select Index everything if you want to index all guest OS files inside the machine.

o Select Index everything except folders if you want to index all guest OS files except those defined in
the list. By default, system folders are excluded from indexing. You can add or delete folders to
exclude using the Add and Remove buttons.
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o Select Index only following folders to select specific folders that you want to index. To form the list
of folders, use the Add and Remove buttons.

dbserver01: Indexing Settings X

Windows Linux
i:ﬁ- Disable indexing
i:ﬁ- Index everything
iiﬁ- Index everything except folders

+ Add Remoave ) Default

%windirdh
%ProgramFilest
%ProgramFiles(x26)%

3 DracramIAMRAZ0A

(__) Index only following folders

4. Click OK to save the settings and close the window.

Guest OS Credentials

If you specify guest OS credentials, Veeam Backup & Replication deploys a runtime process on the VM guest OS
to coordinate guest processing activities. The process runs only during guest processing and is stopped
immediately after the processing is finished.

If you have Management Agent installed on a Linux VM, you have an option to use it for coordinating guest
processing activities. In this case, guest OS credentials are not stored in the configuration database, which
makes using Management Agent a more secure option. For more information, see the Persistent Agent
Components section of the Veeam Backup & Replication User Guide.
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NOTE

VMware Cloud Director system administrators can access guest OS credentials available for their
organizations. They can also supply new credentials for guest OS processing.

Create Backup Job x

Job Settings Choose guest OS processing options available for running VMs

Virtual Machines Enable application-aware processing €
&% Customize Application
Guest Processing Customize application handling options for individual VM= and applications
Job Schedule Enable guest file system indexing €
#* Customize Indexing

Email Notifications Customize advanced guest file system indexing options for individual VMs

Guest OS credentials

Credentials:

william.fox (Guest 05 credentials) ~ g Add w y * Edit x Delete

4, Customize Credentials

Customize guest 05 credentials for individual YMs and eperating systems

Previous Cancel

In the Guest OS credentials section, you can select credentials from the list, or click the Add button to add new
credentials.

e For Windows guest OS, specify a user account (name and password) with local administrative rights on
target machine, and optional description. Credentials must be specified in the following format:

o For Active Directory accounts: DOMAIN|Username
o For local accounts: Username or HOST|Username
e For Linux guest OS, you can choose one of the following options:
o If Management Agent is installed on the VM, you can select the Use management agent option.

o If Management Agent is not installed on the VM, specify a user name, password, and SSH port (by
default, port 22 is used).

If you specify data for a non-root account that does not have root permissions on a Linux server, you
can use the Non-root account section to grant sudo rights to this account.
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i. To provide a non-root user with root account privileges, select the Elevate specified account to
root check box.

ii. To add the user account to the sudoers file, select the Add account to the sudoers file
automatically check box. In the Root password field, enter the password for the root account.

If you do not enable this option, you will have to manually add the user account to the sudoers
file.

iii. If you plan to use the account to connect to Linux servers where the sudo command is not
available or may fail, you have an option to use the su command instead. To enable the su
command, select the Use "su" if "sudo" fails check box and in the Root password field, enter the
password for the root account.

Veeam Backup & Replication will first try to use the sudo command. If the attempt fails,
Veeam Backup & Replication will use the su command.

IMPORTANT

For machine guest OS indexing of Linux-based machines, a user account with root privileges on the
machine is required. It is recommended that you create a separate user account for work with Veeam
Backup & Replication on the Linux-based machine, grant root privileges to this account and specify settings
of this account in the Guest OS credentials section.

It is also recommended to avoid additional commands output for the specified user (like messages echoed
from within ~/ .bashrc or command traces before execution), because they may affect Linux machine
processing.

Credentials x

Username:

User

Password:

Description:

Windows credentials

Linux Private Key

Another option is to use Linux private key. This method eliminates the need to supply password at each login,
helps to protect against malicious applications like keyloggers, thus strengthening security, and simplifies
launch of automated tasks, decreasing administrative load in Linux environments. For this method, a user must
create a pair of keys:

e Private keyis stored on the client (user's) machine — that is, on the machine where Veeam Backup &
Replication runs. The key is usually stored in the encrypted form. To decrypt a private key, you need to
supply a passphrase specified at key creation.

e Public keyis stored on the server (Linux machine) in a special authorized keys file that contains a list
of public keys.
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If you plan to use Linux private key for authentication, make sure you have created private and public keys and
stored them appropriately: private key on the client side (Veeam backup server) and public key on the server
side (Linux machine). You should also have the passphrase for the private key if it is encrypted. If you select to
use Linux private key credentials, you should specify the following:

e User name

e Passphrase for private key

e Private key stored on the client side (Veeam backup server)
e SSH port (default is 22)

e Non-root account elevation options

Linux Credentials X

Username: Administrator

Password: | sssssssessees

Private key is required for this connection
Private Key: cey01.ppk Browse...
Passphrase: | seessesssssssnee

Pl
S5H port: | 22 -

Non-root account

Elevate specified account to root
Add account to the sudoers file automatically
Use "su" if "sudo” fails
RoOt password: | sesssessssssssnns

Description:

Linux account for srv12
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Special Credentials for Machine

By default, for all machines in the list, Veeam Backup & Replication uses common credentials you provided in
the Guest OS credentials section. To use a different account for deploying the agent inside a specific machine,
you can customize credentials for the machine.

To customize credentials:
1. In the Guest OS credentials section, select Customize Credentials.
2. Select the necessary machine from the list and click Set User.

3. Specify custom guest OS credentials and click OK.

virt03-ubuntu01: Processing Settings x

Windows credentials:

<Default> - ‘ 4= Add

Linux credentials:

administrator (administrator) e 4= Add

To remove custom credentials for a machine:

1. In the Guest OS credentials section, select Customize Credentials.
2. Select the necessary machine from the list and click Remove.

NOTE

To customize settings of a machine added as part of a container, the machine should be included in the list
as a standalone instance. For that, click Add machine and choose a machine whose settings you want to
customize.
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Step 6. Configure Job Schedule

At the Job Schedule step of the wizard, you can select to run the job manually or schedule the job to run on a
regular basis.

To edit the job schedule:

1. Select the Run the job automatically check box. If the check box is not selected, you will need to start the
job manually.

2. Edit the scheduling settings. You can select to run the job daily, monthly, periodically with a specific time
interval, continuously or after a specific job.

For more information, see Schedule Settings.

3. Inthe Automatic retry section, define whether Veeam Backup & Replication must attempt to run the
backup job again if the job fails for some reason. During a job retry, Veeam Backup & Replication processes
failed machines only. Enter the number of attempts to run the job and define time intervals between
them. If you select continuous backup, Veeam Backup & Replication will retry the job for the defined
number of times without any time intervals between the job runs.

4. Inthe Backup window section, edit the time interval within which the backup job must complete. The
backup window prevents the job from overlapping with production hours and ensures that the job does
not provide unwanted overhead on the production environment. To set up a backup window for the job:

a. Select the Terminate job if it gets out of allowed backup window check box and click Window.

b. Define the allowed hours and prohibited hours for backup. If the job exceeds the allowed window, it
will be automatically terminated.

Create Backup Job X

Job Settings

Virtual Machines

Guest Processing

Job Schedule

Email Notifications

Specify the job scheduling options

Run the job automatically:
@Z' Daily at this time: 10:00 pm
'Z: ) Monthly at: 0:00 pm

'Z: | Periodically every:

'Z: ) After this job:

Automatic retry

Retry failed VM processing: | 2

Wait before each attempt for:

Backup window

v

10

On these days v

”~ N -
w Times

minutes

l:‘_&"" nate job if it gets out of allowed backup window

NOTE

If the Location property of the source object and target object do not match, you will receive a warning
message after you click Finish. For example, you may have a backup job targeted at repository located in
Sydney, and source machines located in London.
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Schedule Settings

If you have selected to run the job automatically, you can select one of the following options:

To run the job at specific time daily, on defined week days or with specific periodicity, select Daily at this
time. Use the fields on the right to configure the necessary schedule.

To run the job once a month on specific days, select Monthly at this time. Use the fields on the right to
configure the necessary schedule.

NOTE

When you configure the job schedule, keep in mind possible date and time changes (for example,
related to daylight saving time transition).

To run the job repeatedly throughout a day with a specific time interval, select Periodically every. In the
field on the right, select the necessary time unit: Hours or Minutes. Click Schedule and use the time table
to define the permitted time window for the job. In the Start time within an hour field, specify the exact
time when the job must start.

A repeatedly run job is started by the following rules:

o Veeam Backup & Replication always starts counting defined intervals from 12:00 AM. For example, if
you configure to run a job with a 4-hour interval, the job will start at 12:00 AM, 4:00 AM, 8:00 AM,
12:00 PM, 4:00 PM and so on.

o If you define permitted hours for the job, after the denied interval is over,
Veeam Backup & Replication will immediately start the job and then run the job by the defined
schedule.

For example, you have configured a job to run with a 2-hour interval and defined permitted hours from
9:00 AM to 5:00 PM. According to the rules above, the job will first run at 9:00 AM, when the denied
period is over. After that, the job will run at 10:00 AM, 12:00 PM, 2:00 PM and 4:00 PM.

Select Period X

L AM PM [
121 2 3 4 5 6 7 8 9 1011121 2 2 4 5 6 7 8 2 10 11 12

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Select: ( i:) Denied ii- Permitted Deny Al Permit Al

Start time within an hour: | 0 min

To run the job continuously, select the Periodically every option and choose Continuously from the drop-
down list on the right. A new backup job session will start as soon as the previous backup job session
finishes.
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e Tochain jobs, use the After this job field. In the common practice, jobs start one after another: when
job A finishes, job B starts and so on. If you want to create a chain of jobs, you must define the time
schedule for the first job in the chain. For the rest of the jobs in the chain, select the After this job
option and choose the preceding job from the list. If you start the first job manually, Veeam Backup
Enterprise Manager will display a notification. You will be able to choose whether to start the
chained job as well.
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Step 7. Configure Email Notifications

At the Email Notifications step, you can configure email notifications.

Email notifications will be sent daily if you configure global notification settings in Veeam Backup Enterprise
Manager. For more information, see Notifications on Job Results. If you want to receive a notification after each
job run, configure notification setting for this job in Veeam Backup & Replication. For details, see the
Notification Settings section of the Veeam Backup & Replication User Guide.

To configure email notifications for this job, take the following steps:

1.

N o v oA

Select the Enable e-mail notifications check box if you want to receive notifications about the job
completion status by email.

In the Recipients field, specify recipient's email address. You can enter several addresses separated by a
semicolon.

In the Subject field, specify a notification subject. You can use the following variables in the subject:
% Time % (completion time), %JobName%, %JobResult%, %O0bjectCount% (number of VMs in the job)
and %/ssues% (number of VMs in the job that have finished with the Warning or Failed status).

Select Notify on success to receive an email notification when the job completes successfully.
Select Notify on warning to receive an email notification when the job completes with a warning.
Select Notify on error to receive an email notification when the job fails.

Select the Suppress notifications until the last retry check box to receive a notification about the final job
status. If you do not enable this option, Veeam Backup & Replication will send one notification per every
job retry.

To create the job, click Finish.

Other job settings are obtained from the job configuration specified for the organization. For more
information, see Adding Organization Configuration.

Create Backup Job X

Job Settings

Virtuzl Machines
Guest Processing
Job Schedule subject:

Email Notifications

Specify recipients and settings for the job status emails:

Enable e-mail notifications

Recipients:

‘ william.fox@organization01 .com|

[%)obResultd] %jobNamed (BObjectCount¥ machines) %issuest

Motify on success
Notify on warning
Motify on error

Suppress notifications until the last retry
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Deleting Jobs

Members of a VMware Cloud Director organization can delete Cloud Director backup jobs created by members of
the organization. After deletion, this job will be removed and no longer appear in Veeam Self-Service Backup
Portal, Veeam Backup & Replication console and in Veeam Backup Enterprise Manager.

To delete a job, do the following:
1. On the Jobs tab, select a job from the list.
2. On the toolbar, click Job > Delete.

3. You will be prompted to delete backup files. To delete backup files, select the Delete backup files check
box and click Yes to confirm the operation.

If four-eyes authorization is enabled on the backup server, backup files will remain in the backup
repository and become orphaned.

Managing Cloud Director VMs and vApps

On the VMs tab, members of a VMware Cloud Director organization can perform the following tasks:
e Browse VMs and vApps
e Restore VMs
e Restore vApps
e Restore VM disks

e Delete VMs and vApps from Backups

Recovering VMs

You can recover VMs from backups to the original (production) vApp or another vApp within you organization.
You can perform the following types of VM recovery:
e Instant Recovery

e Entire VM Restore

Instant Recovery

You can instantly recover VMware Cloud Director VMs from backups to the original vApp or another vApp that
belongs your VMware Cloud Director organization.

To instantly recover a VM, do the following:

1. Onthe VMs tab, select a VM you want to recover. To quickly find the necessary VM, use the search field at
the top of the window.

2. On the toolbar, click Instant Recovery.

Alternatively, you can right-click the VM and select Instant Recovery.
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3. Follow the steps of the Instant Recovery wizard. For more information, see Instant Recovery to VMware
Cloud Director.

& Self-Service Backup Portal for Organization01 organizatien01\wiliamfox v | @

Dashboard Jobs Files Items

Search by VM name Q By instant Recovery  #f1 Entire VM Restore 9B Restorevapp & virtualDisks (3¢ Delete 4D History B8 export ) Refresh
M t vapp Job Name Restore Points  Last Success Repository
vmo1 VAppO1 vApPO1 Backup 3Jpoints  8/1/202201:03:11 pm Repository01
ym2 VAppO2 [ i Ty vAppO2 Backup 1point  B/1/202201:19:32 pm Repository01

#0 Entire vﬂssmre

BB Restore vapp

& virtual Disks

% Delete

httpsi//fsallumd qahvl.veeamlocal:9443 vCloud/organization01/172.24.145.152/index.aspx

Entire VM Restore

You can restore VMware Cloud Director VMs from backups to the original vApp or another vApp that belongs
your VMware Cloud Director organization.

To restore an entire VM, do the following:

1. Onthe VMs tab, select a VM you want to restore. To quickly find the necessary VM, use the search field at
the top of the window.

2. On the toolbar, click Entire VM Restore.

Alternatively, you can right-click the VM and select Entire VM Restore.
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3. Follow the steps of the Entire VM Restore wizard. For more information, see Restoring Entire VM to
VMware Cloud Director.

& Self-Service Backup Portal for Organization01 organizatien01\wiliamfox v | @

Dashboard Jobs Files Items

Search by VM name Q By instant Recovery  #f1 Entire VM Restore 9B Restorevapp & virtualDisks (3¢ Delete 4D History B8 export ) Refresh

M t  vApp Job Name Restore Points  Last Success Repository

vmo1 VAppO1 vAppO1 Backup 3points  B/1/202201:03:11 pm Repository01
B» Instant Recovery

vm2 vAppO2] vApp02 Backup 1point  B8/1/202201:19:32 pm Repository01
481 Entire VM Restore
% lestu@vApp
&, Virtual Disks
% Delete

httpsi//fsallumd qahvl.veeamlocal:9443 vCloud/organization01/172.24.145.152/index.aspx

Restoring vVApps

You can restore a vApp to the original (production) VDC.

To restore a vApp:

1. Onthe VMs tab, select a vApp. To quickly find the necessary vApp, use the search field at the top of the
window.

2. Click Restore vApp and select the option you need:

o Select Overwrite if you want to restore the vApp from the backup to the original VDC, replacing the
production vApp.

o Select Keep if you want to keep the original vApp in the original VDC. The vApp from the backup will
be located next to the original production vApp and will have the same name with the _restored
suffix. Names of VMs in the vApp will remain the same.

3. Select the restore point that will be used to restore the vApp.
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4. [Optional] To start VMs in the restored vApp immediately after recovery, select Power on VM after
restoring.

Select VM restore point

Backup Date Type Job Name

11/25/2020 07:59:58 pm Increment Backup Job 1
11/22/2020 09:01:39 am Full Backup Job 1
11/15/2020 09:01:37 am Full Backup Job 1

Power on VM after restoring

5. Click Finish.
6. Click Yes in the message window to confirm the operation.

To view the VM restore progress, on the Machines tab, click History.
IMPORTANT

Restore job of a vApp with a standalone VM will return an ordinary and not standalone VM.

Restoring Virtual Disks

You can restore individual virtual disks from backups of VMware Cloud Director VMs.
To restore a virtual disk:

1. Onthe VMs tab, select a VM with disks you want to restore. To quickly find the necessary VM, use the
search field at the top of the window.

2. Click Virtual Disks.

3. Follow the steps of the Virtual Disk Restore wizard. For details, see Virtual Disk Restore.

Deleting VMs and vApps from Backups

You can delete a VM from the vApp. If the selected VM is the last one in its vApp, the VM will be deleted from
the backup with its vApp. If this vApp is the last one in its backup, the whole backup will be deleted.

Consider the following:

e If you delete a VM that has GFS backups, they will not be deleted. You can delete them in Veeam Backup
Enterprise Manager. For more information, see Deleting Machine from Backup.
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o |f four-eyes authorization is enabled on the backup server, backup files will remain in the backup
repository and become orphaned.

To delete a VM, take the following steps:

1. Onthe VMs tab, select a VM. To quickly find the necessary VM, use the search field at the top of the
window.

2. Click Delete.
3. Click Yes to confirm the deletion.

When you remove data for deleted VMs from per-VM backup chains, it does not mark the space as available but
deletes backup files since they contain data for one VM only.

When you remove data for deleted VMs from regular backup chains, the space is not freed up on the backup
repository. It is marked as available to be overwritten, and this space is overwritten during subsequent job
sessions or the backup file compact operation.

& Self-Service Backup Portal for Organization01 organization0twiliamfox v | @

Files Items

Search by VM name Q E» InstantRecovery 4@l Entire VM Restore BB Restorevapp & virtualDisks (G Delete 4D History B export T Refresh

M t vApp Job Name Restore Points  Last Success Repository

vmo1 vAppOT vAppoO1 Backup 3points  §1/202201:03:11 pm Repositoryo1

By instant Recovery

vm2 VAppO2 vAppO2 Backup 1point  8/1/202201:19:32 pm Repositaryo1

#8 Entire VM Restore

BB Restore vapp

& virtual Disks

% Delete

httpsi//sallumd.qahv1.veeamlocal:9443 /vCloud/organization01/172.24.145.152 index.aspx?

Restoring Guest OS Files

On the Files tab, members of a VMware Cloud Director organization can browse the guest OS file system in a VM
backup, search for guest OS files and restore necessary files. You can restore files from indexed and non-
indexed guest OS file systems.

To restore guest OS files, follow the steps described in Performing 1-Click File Restore.

NOTE
e When you restore from non-indexed guest OS file system, mount operation is performed using
mount server associated with the backup repository that stores the backup file.
e Before you restore files from a non-Windows VM, make sure that a helper host or helper appliance is
configured on the backup server. For more information, see Preparing for File Search and Restore
(non-Windows machines).
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Restoring Application Items

On the Items tab, members of a VMware Cloud Director organization can perform item-level recovery of
Microsoft SQL Server databases, Oracle databases and PostgreSQL instances from application-aware backups.
For more information, see the following sections:

e Restoring Microsoft SQL Server Databases
e Restoring Oracle Databases

e Restoring PostgreSQL Instances
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Veeam Backup Enterprise Manager
Utilities

You can use the following Veeam Backup Enterprise Manager utilities to perform advanced administration tasks
in the Enterprise Manager infrastructure:

e Enterprise Manager Database Migration Utility

e Veeam Configuration Database Connection Utility
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Enterprise Manager Database Migration
Utility

The Enterprise Manager Database Migration utility allows you to backup the Enterprise Manager configuration
database based on Microsoft SQL Server and restore it to PostgreSQL. This lets you change the engine of the
Enterprise Manager configuration database and keep the existing Enterprise Manager configurations such as
notification settings, Enterprise Manager accounts, self-service configurations and so on.

The Enterprise Manager Database Migration utility comes with Veeam Backup Enterprise Manager and is located
on the Enterprise Manager server in the installation folder. The default path is the following:
$PROGRAMFILES%\Veeam\Backup and Replication\Enterprise

Manager\Veeam.EM.DB.Migration.exe.

After you restore the database, connect Veeam Backup Enterprise Manager to the restored database using the
Configuration Database Connection Settings utility. For more information, see Veeam Configuration Database
Connection Utility.

Before You Begin

Before you migrate the Enterprise Manager configuration database from Microsoft SQL Server to PostgreSQL,
consider the following:

e You can perform cross-version configuration database restore with the same database engine only. For
example, if you have Enterprise Manager 12, and you want to upgrade it to version 12.1 and change the
database engine from Microsoft SQL Server to PostgreSQL, upgrade the product first and then migrate the
database.

e Veeam Backup Enterprise Manager collects data from backup servers with configuration databases that
run on the same database engine as the Enterprise Manager configuration database. This means that after
you migrate the Enterprise Manager database, you must migrate Microsoft SQL Server configuration
databases of already added backup servers and add them again to the Enterprise Manager infrastructure.
For more information, see the Migrating Configuration Database to PostgreSQL Server section of the
Veeam Backup & Replication User Guide.

e Torun the utility, use a command-line shell. The utility requires access to the registry so you must run the
shell as administrator.

Syntax

With the Enterprise Manager Database Migration utility, you can perform the following operations:

e Back up a Microsoft SQL Server database to an EMCO backup file:

Veeam.EM.DB.Migration.exe /file:value /backupemdatabase [/encryptionpasswo
rd:value] [/encryptionhint:value] [/verbose]

e Restore a Microsoft SQL Server database from a backup file to PostgreSQL:

Veeam.EM.DB.Migration.exe /file:<value> /restoreemdatabase [/encryptionpas
sword:<value>] [/servername:<value>] [/serverport:<value>] [/initialcatalo
g:<value>] [/login:<value>] [/password:<value>] [/verbose]
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e Display the utility help:

Veeam.Backup.Configuration.Tool /?

Parameters

The table below describes parameters that you can use to backup and restore the Enterprise Manager
configuration database.

? Displays help.

[file:<value> Specifies file name and location of an EMCO backup file.
/encryptionpassword:<value>  Specifies a password for backup file encryption.
/encryptionhint:<value> Specifies a hint for the encryption password.

/backupemdatabase Backs up the Enterprise Manager configuration database based on
Microsoft SQL Server to an EMCO backup file. Note the command cannot
back up a PostgreSQL database.

/restoreemdatabase Restores the Enterprise Manager configuration database from an EMCO
backup file to PostgreSQL.

/servername:<value> Specifies a name or IP address of the target host with PostgreSQL server.
The default value is localhost.

[serverport:<value> Specifies a port number of a PostgreSQL instance. The default value is
5432,
/initialcatalog:<value> Specifies a name of a target PostgreSQL instance. The default value is

VeeamBackupReporting.

If an instance with the specified name (or the default name) exists, the
utility adds an increment postfix to the instance name, for example:
VeeamBackupReporting 00, VeeamBackupReporting O1.

/login:<value> Specifies an account name that the utility uses to authenticate against a
PostgreSQL server. By default, the utility uses the account under which the
Veeam Backup Enterprise Manager Service is running.
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/password:<value> Specifies a password that the utility uses to authenticate against a
PostgreSQL server. By default, the utility uses the account under which the
Veeam Backup Enterprise Manager Service is running.

/verbose Enables verbose logging mode. Logs are stored in the following directory:
$PROGRAMDATA%\Veeam\Backup\Utils\Util.EmTransfer

Examples

Example 1

This example shows how to back up the Enterprise Manager configuration database to an EMCO backup file.

Veeam.EM.DB.Migration.exe /file:"C:\EM Configuration\02.emco" /backupemdatabase
/encryptionpassword:Password0l /encryptionhint:thatpass

where:

e /file:"C:\EM Configuration\02.emco" — file name and location of the backup file. If you specify a
folder that does not exist, the utility will create it. If a file with the specified name already exists, it will be
rewritten.

e /backupemdatabase — utility backup mode
e /encryptionpassword:Password01l — encryption password for the backup file
e /encryptionhint:thatpass — password hint.
Microsoft SQL Server connection settings are not required in the command, the utility gets them from the

registry.

Example 2

This example shows how to restore the Enterprise Manager configuration database from an EMCO backup file to
PostgreSQL.

Veeam.EM.DB.Migration.exe /file:"C:\EM Configuration\02.emco" /restoreemdatabas
e /encryptionpassword:Password0Ol /servername:enterprise05 /initialcatalog:Veeam
BackupReporting 01 /serverport:5434 /login:postgres /password:Password02
where:
e /file:"C:\EM Configuration\02.emco" — file name and location of the backup file.
e /restoreemdatabase — utility restore mode.

e /encryptionpassword:Password0l — encryption password for the backup file.

e /servername:enterprise05 — name of the target PostgreSQL server.
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e /initialcatalog:VeeamBackupReporting 01 — target PostgreSQL instance.
e /serverport:5434 — port number of the target PostgreSQL instance.
e /login:postgres — account name used to authenticate against the PostgreSQL server.

e /password:Password02 — password used to authenticate against the PostgreSQL server.
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Configuration Database Connection
Settings Utility

The Configuration Database Connection Settings utility allows you to manage connection settings for Veeam
Backup Enterprise Manager and Veeam Backup & Replication configuration databases.

Using this utility, you can perform the following:

e Connect Enterprise Manager and Veeam Backup & Replication to a different database on the same or
another server.

e Change authentication method for database connection. Possible options are Microsoft Windows
authentication and database server authentication.

NOTE
e With the Configuration Database Connection Settings utility, you can connect Enterprise Manager
(or Veeam Backup & Replication) to a configuration database of the same product version only. For
example, you can connect Enterprise Manager 12.1 to a configuration database of version 12.1.
e The Configuration Database Connection Settings utility is shared between
Veeam Backup & Replication and Veeam Backup Enterprise Manager. If they are installed on the
same machine, make sure these products are of the same version.

To manage connection settings for the Enterprise Manager configuration database, take the following steps:
1. Launch the utility.
2. Select a product.
3. Specify database connection settings.
4. Apply connection settings.

5. Finish working with the wizard.
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Step 1. Launch Utility

You can launch the Configuration Database Connection Settings utility from the Start menu by clicking
Configuration Database Connection Settings.

Alternatively, you can run the Veeam.Backup.DBConfig.exe file. By default, the path is the following:
$PROGRAMFILESS$\Common Files\Veeam\Backup and Replication\DBConfig.

To run the utility, you must have administrative rights on the local machine, as long as the utility makes changes
to the registry. If prompted at the launch, choose Run as administrator.

538 | Veeam Backup Enterprise Manager | User Guide



Step 2. Select Product

The Product step of the wizard is displayed if you have both a Veeam Backup Enterprise Manager server and
backup server installed on the local machine. In this case, select a product whose configuration database
settings you want to change.

If a backup server (or Enterprise Manager server) is not installed on the machine, the Product step of the wizard
is skipped.

%:'J Veeam Backup and Replication Configuration Database Connection Settings X

Product
ﬁ Select Veearn product to configure database connection settings for.
=

I O v b o i

Update configuration database connection settings for Veeam Backup & Replication server.
Connection Settings

Apply
(8 Veeam Backup Enterprise Manager

Sumrnary Update configuration database connection settings for Veeam Backup Enterprise Manager server.

< Previous Mext = Finish Cancel
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Step 3. Specify Connection Settings

At the Connection Settings step of the wizard, provide the connection settings for the configuration database.
1. Select one of the following database engines:
o PostgreSQL
o Microsoft SQL Server
2. Specify database settings:

o [For PostgreSQL] Specify the instance name in the HOSTNAME:PORT format. In the Database name
field, specify a name for the Veeam Backup Enterprise Manager configuration database.

o [For Microsoft SQL Server] Specify the Microsoft SQL Server instance and database name to which you
want the Veeam Backup & Replication installation to connect. Both local and remote Microsoft SQL
Server instances are supported. Microsoft SQL Server instances available on the network are shown in
the Server name list. If necessary, click Refresh to get the latest information.

If a database with the specified name does not exist on the selected Microsoft SQL Server instance, it
will be created anew.

3. Select an authentication method that will be used for database connection:

o If you plan to use the Microsoft Windows authentication, consider that the current service account
will be used (that is, the account under which the Veeam Backup Enterprise Manager Service is
running).

o If you plan to use native database server authentication, provide a login name and password. To view
the entered password, click and hold the eye icon on the right of the Password field.

[For Microsoft SQL Server] When you migrate the configuration database to another server, you must use
the Microsoft SQL Server credentials that have CREATE ANY DATABASE permission on the target
Microsoft SQL Server. For details, see Microsoft Docs. After database creation, this account automatically
gets a db ownerrole and can perform all operations with the database. If the current account does not
have this permission, a Database Administrator may create an empty database in advance and grant the
db ownerrole to the account that will be used for migration of the configuration database.
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4. Click Next.

"E,‘_—'J Veeam Backup and Replication Configuration Database Connection Settings

Connection Settings
ﬁ Specify SOL server database connection settings.
=

Product Database engine

| Comectonsesngs U WO :

Connection (HOSTHNAME:PORT)

Appl
Ry Instance name: ||0ca|host:5433 |

Summary Database name: |VeeamBackupREP0|'ti”9 |

Authentication
(@) Windows authentication using credentials of service account

() Mative authentication using the following credentials:

Login name: | TECH\sheila.d.cory

Password:

< Previous Mext > Finish Cancel

5. Before proceeding, the utility validates the specified settings to make sure that the specified user account
has enough privileges to access the database.

To ensure that the account (as well as the account under which the Veeam Backup Enterprise Manager
Service is running) have sufficient privileges for database access, you can contact your database
administrator. Refer to the list of required permissions for detailed information.
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For the new settings to be applied, the utility needs to stop Veeam Backup Enterprise Manager services
that are currently running. Before proceeding to the next step, you must confirm the operation by clicking

Yes.
"E",_—'J Veeamn Backup and Replication Configuration Database Connection Settings x
Connection Settings
ﬁ Specify SOL server database connection settings.
I§=I_'|Il
Product Database engine
|

Comecionsaings U R

Connection (HOSTHNAME:PORT)

Apply
Yeeam Backup and Replication |

Summary |

The following Veearn services are running:

Veeam Backup Enterprise Manager
Veeam RESTful APl Service

We need to stop them for now. This may take a moment. Continue?

Yes QJ [ Mo ;

< Previous | [ Next> Finish
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Step 4. Apply Connection Settings

At the Apply step of the wizard, the utility applies database connection settings. Wait for the operation to
complete and click Next to proceed to the Summary step of the wizard.

Previously stopped services will be started again at this moment.

"E',_—':| Veeam Backup and Replication Configuration Database Connection Settings X

Apply
ﬁ Please wait while new configuration is applied.
="

Product Log:
Message Duration

C tion Setti
ennection s 2 Madifying configuration database connection settings

_ 2 Product: Veeam Backup Enterprise Manager

() Database server: PostgreSQL

Summary ) Database name: VeeamBackupReporting

() Server name: localhost

0 Authentication: SQL

) Saving database VeeamBackupReporting settings

) Configuration database connection settings have been modified

< Previous Mext = Finich Cancel
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Step 5. Finish Working with Wizard

At the Summary step of the wizard, view the information about the changes in database connection settings and
click Finish.

NOTE

If you are configuring Veeam Backup & Replication database settings and you want the Veeam backup
management console to start automatically after you finish working with the wizard, select the Start the
product automatically check box. The option is not available for Veeam Backup Enterprise Manager.

"E"',_—':| Veeam Backup and Replication Configuration Database Connection Settings

Summary
ﬁ Review the settings, and click Finish to exit the wizard.
==

=
Product Summary:
PostgreSOL: localhost
Connection Settings Database name: VeeamBackupReporting

Authentication: SOL

Appl User postgres
PRy Password: =+

_ Connection string: Host=localhost;Database=VeeamBackupReporting; Timeout=120;Command

Timeout=180Integrated Security=False;Username= postgres;Password=""*;Minimum Pool
Size=0;Maximum Pool Size=80Max Aute Prepare=236;Connection |dle Lifetime=30:Connection
Pruning Interval=10:Application Name=Yeeam.Backup.DBEConfig.exe(12.0.0.1420):8072;Include Error
Detail=False

< Previous MNext = Cancel
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